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* * * First Change * * * *
[bookmark: _Toc157624799][bookmark: _Toc160569288][bookmark: _Hlk150077401][bookmark: _Hlk135040752]8.1	Overview
Security mechanisms are defined in 3GPP TS 33.533 [5] to provide protection for ranging and sidelink positioning UE discovery and ranging and sidelink positioning communication for both ProSe capable UE and V2X capable UE.
[bookmark: _Hlk147067608]For ProSe capable UEs, the security mechanisms using long-term credentials provided by applications when ranging and sidelink positioning services are provided by application providers as defined in clause 8.2.2 and clause 8.3.2, and the security mechanisms with interaction between UE and the SideLink Positioning Key Management Function (SLPKMF), where the interface is PC8* for generation and provisioning of security materials used for ranging and sidelink positioning services when the ranging and sidelink positioning services are provided by network operators as are defined in clause 8.2.1 and clause 8.3.1.
For V2X capable UE, the security mechanisms used for ranging and sidelink positioning services are defined in clause 8.2.2 and clause 8.3.2.
Security mechanisms defined in 3GPP TS 33.533 [5] also provide security for ranging and sidelink positioning over PC5-U.
* * * Next Change * * * *
[bookmark: _Hlk163410867]8.x	Security for ranging and sidelink positioning over PC5-U
8.x.1	General
This clause describes interactions to exchange supplementary RSPP signalling messages among UEs over PC5-U for security aspects as defined in TS 33.533 [3], including:
-	the privacy check for sidelink positioning service procedure.
8.x.2	Privacy check for sidelink positioning service procedure
8.x.2.1	General
This procedure is applied to privacy check for sidelink positioning service exposure through PC5 for UE-only operation or before triggering SL-MO-LR for network based operation as defined in clause 6.3 of TS 33.533 [3].
The target UE or SL reference UE or located UE, receiving the ranging and sidelink positioning service request from a SL positioning client UE as defined in clause 7.4.2, acts as an "initiating UE", and the SL reference UE or located UE or the target UE for the ranging and sidelink positioning service acts as a "target UE". The purpose of the privacy check for sidelink positioning service procedure is:
-	to enable a target UE to request the privacy check of exposure to a SL Positioning client UE from a SL reference UE if the relative location is requested, or from a located UE UE if the absolute location is requested, upon a sidelink positioning service request from a SL positioning client UE;
-	to enable a SL reference UE to request the privacy check of exposure to a SL Positioning client UE from another SL reference UE or a target UE if the relative location is requested upon a sidelink positioning service request from a SL positioning client UE; or
-	to enable a located UE to request the privacy check of exposure to a SL Positioning client UE from another located UE or a target UE if the absolute location is requested upon a sidelink positioning service request from a SL positioning client UE.
8.x.2.2	Privacy check for sidelink positioning service procedure initiation
When sidelink positioning service request from a SL positioning client UE is received, the initiating UE performs the privacy check for sidelink positioning service procedure while the following pre-conditions are met:
a) the initiating UE has discovered and selected the target UE as described in clause 6, and
b) the initiating UE has direct PC5 link established with the target UE as described in clause 7.2.
The UE shall initiate the privacy check for sidelink positioning service procedure by sending a privacy check for sidelink positioning service request message, the UE:
a) shall include a new transaction ID;
b) shall include the source user info set to the initiating UE's application layer ID received from upper layers; and
c) shall include the information of a SL Positioning client UE received in the sidelink positioning service request triggering the procedure of privacy check for sidelink positioning service, including application layer ID and the UE role.
8.x.2.3	Privacy check for sidelink positioning service procedure completion
Upon receiving the privacy check for sidelink positioning service request message, the target UE shall:
a)	perform the authorization for UE privacy check of exposure to the SL Positioning client UE based on the local configured privacy verification information to determine whether its location related information can be exposed to the received SL Positioning client UE; and
b)	send privacy check for sidelink positioning service response message to the initiating UE to include the privacy check result in a).

* * * Next Change * * * *
[bookmark: _Toc68196341][bookmark: _Toc59209012][bookmark: _Toc51951240][bookmark: _Toc45882690][bookmark: _Toc45282304][bookmark: _Toc34404459][bookmark: _Toc34388688][bookmark: _Toc25070711][bookmark: _Toc525231348][bookmark: _Toc155372237][bookmark: _Toc160569343]10.4.x	Privacy check for sidelink positioning request message
[bookmark: _Toc68196342][bookmark: _Toc59209013][bookmark: _Toc51951241][bookmark: _Toc45882691][bookmark: _Toc45282305][bookmark: _Toc34404460][bookmark: _Toc34388689][bookmark: _Toc25070712][bookmark: _Toc525231349][bookmark: _Toc155372238][bookmark: _Toc160569344]10.4.x.1	Message definition
This message is sent by the initiating UE to request the privacy check for ranging and sidelink positioning service from a target UE over the PC5-U interface.
[bookmark: _Hlk163410785]Message type:	PRIVACY CHECK FOR SIDELINK POSITIONING SERVICE REQUEST
Significance:	dual
Direction:	UE to peer UE

Table 10.4.x.1 PRIVACY CHECK FOR SIDELINK POSITIONING SERVICE REQUEST message
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	PC5-U message type (NOTE 1)
	PC5-U message type
11.4.1
	M
	V
	1

	
	Transaction ID
	Transaction ID
11.4.2
	M
	V
	2

	
	Source user info
	Related user info
11.4.3
	M
	LV
	3-257

	
	SL Positioning client UE (NOTE 2)
	Related user info
11.4.3
	M
	LV
	3-257

	NOTE 1:	The PC5-U message type is set to "PRIVACY CHECK FOR SIDELINK POSITIONING SERVICE REQUEST".
NOTE 2:	The UE role of Related user info is set to "SL POSITINING CLIENT_UE".


[bookmark: _CR10_3_1_3][bookmark: _CR10_3_1_4][bookmark: _CR10_3_1_5][bookmark: _CR10_3_1_6][bookmark: _CR10_3_1_7]
[bookmark: _Toc160569350]10.4.y	sidelink positioning service response message
[bookmark: _Toc160569351]10.4.y.1	Message definition
This message is sent by a UE to another peer UE to response the received RIVACY CHECK FOR SIDELINK POSITIONING SERVICE REQUEST message over the PC5-U interface. See table 10.4.x.1.1.
Message type:	PRIVACY CHECK FOR SIDELINK POSITIONING SERVICE RESPONSE
Significance:	dual
Direction:	UE to peer UE

Table 10.4.y.1.1 PRIVACY CHECK FOR SIDELINK POSITIONING SERVICE RESPONSE message
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	PC5-U message type (NOTE 1)
	PC5-U message type
11.4.1
	M
	V
	1

	
	Transaction ID
	Transaction ID
11.4.2
	M
	V
	2

	
	Privacy check result
	[bookmark: _Hlk159262909]List of sidelink positioning results
11.4.7
	M
	V
	TBD

	[bookmark: _Hlk163412946]NOTE 1:	The PC5-U message type is set to "PRIVACY CHECK FOR SIDELINK POSITIONING SERVICE RESPONSE".



* * * Next Change * * * *
[bookmark: _Toc525231502][bookmark: _Toc68196425][bookmark: _Toc59209093][bookmark: _Toc51951316][bookmark: _Toc45882766][bookmark: _Toc45282380][bookmark: _Toc34404484][bookmark: _Toc34388713][bookmark: _Toc25070722][bookmark: _Toc155372480][bookmark: _Toc160569372]11.4.1	PC5-U message type
The purpose of the PC5-U message type information element is to indicate the type of messages used over PC5 user plane.
The value part of the PC5-U message type information element is coded as shown in table 11.4.1.1.
The PC5-U message type is a type 3 information element, with the length of 1 octet.
Table 11.4.1.1: PC5-U message type
	Bits
	
	

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	0
	0
	0
	1
	
	SIDELINK POSITIONING SERVICE REQUEST

	0
	0
	0
	0
	0
	0
	1
	0
	
	SIDELINK POSITIONING SERVICE RESPONSE

	0
	0
	0
	0
	0
	0
	1
	1
	
	SIDELINK POSITIONING SERVICE REJECT

	0
	0
	0
	0
	0
	1
	0
	0
	
	SIDELINK POSITIONING SLPP TRANSPORT

	0
	0
	0
	0
	0
	1
	0
	1
	
	PRIVACY CHECK FOR SIDELINK POSITIONING SERVICE REQUEST

	0
	0
	0
	0
	0
	1
	1
	0
	
	PRIVACY CHECK FOR SIDELINK POSITIONING SERVICE RESPONSE

	[bookmark: MCCQCTEMPBM_00000037]
The other values are reserved.


11.4.x	Privacy check result
The privacy check result contains the result of the privacy check.
The privacy check result information element is coded as shown in figure 11.4.x.1 and table 11.4.x.1. 
	8
	7
	6
	5
	4
	3
	2
	1
	

	Requested sidelink results IEI
	octet 1

	0
Spare
	PrvcChkRslt
	
octet 2


Figure 11.4.x.1: Privacy check result
Table 11.4.x.1: Privacy check result
	Privacy check result (octet 2, bit 1)

	0
	
	
	
	The privacy check allows location exposure

	1
	
	
	
	The privacy check not allow location exposure

	
All other values are reserved.



* * * End of Changes * * * *
