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1.	Introduction
This paper intends to discuss some issues on provisioning of IDr payload during the tunnel establishment for non-emergency session between the UE and the ePDG in current specifications.
2.	Issues
The below is excerpted from clause 8.2 of TS 33.402. It depicts the procedure of tunnel full authentication and authorization between the UE and the ePDG.

"
8.2.1	General
-	The UE and the ePDG shall use IKEv2, as specified in RFC 5996 [30],in order to establish IPSec security associations.
-	Public key signature based authentication with certificates, as specified in RFC 5996 [30], shall be used to authenticate the ePDG. The ePDG shall authenticate itself to the UE with an identity. This identity shall be the same as the FQDN of the ePDG determined by the ePDG selection procedures defined in TS 23.402 [5]. This identity shall be contained in the IKEv2 ID_FQDN payload and shall match a dNSName SubjectAltName component in the ePDG's certificate. 
-	EAP-AKA, as specified in RFC 4187 [7], within IKEv2, as specified in RFC 5996 [30], shall be used to authenticate UEs.
-	For profile for IKEv2, IPsec ESP and certificate contents and processing refer to subclause 8.2.4.
-	For the security aspects of emergency calls, cf. clause 13 of this specification.
[bookmark: _Toc129945563]8.2.2	Tunnel full authentication and authorization
... … 



Figure 8.2.2-1: Tunnel full authentication and authorization
As the UE and ePDG generate nonces as input to derive the encryption and authentication keys in IKEv2, replay protection is provided. For this reason, there is no need for the 3GPP AAA Server to request the user identity again using the EAP-AKA specific methods (as specified in RFC 4187 [7]), because the 3GPP AAA Server is certain that no intermediate node has modified or changed the user identity.
1.	The UE and the ePDG exchange the first pair of messages, known as IKE_SA_INIT, in which the ePDG and UE negotiate cryptographic algorithms, exchange nonces and perform a Diffie_Hellman exchange.
2.	The UE sends the user identity (in the IDi payload) and the APN information (in the IDr payload) in this first message of the IKE_AUTH phase, and begins negotiation of child security associations. The UE omits the AUTH parameter in order to indicate to the ePDG that it wants to use EAP over IKEv2. The user identity shall be compliant with Network Access Identifier (NAI) format specified in TS 23.003 [8], containing the IMSI or the pseudonym, as defined for EAP-AKA in RFC 4187 [7]). The UE shall send the configuration payload (CFG_REQUEST) within the IKE_AUTH request message to obtain an IPv4 and/or IPV6 home IP Address and/or a Home Agent Address. If the UE is provisioned with the ePDG root certificate, it shall include the CERTREQ payload within the IKE_AUTH request message to request ePDG’s certificate.
... …
6.	The ePDG responds with its identity, a certificate, (if the UE has requested with a CERTREQ payload in step 2), and sends the AUTH parameter to protect the previous message it sent to the UE (in the IKE_SA_INIT exchange). The EAP message received from the 3GPP AAA Server (EAP-Request/AKA-Challenge) is included in order to start the EAP procedure over IKEv2.
"
Observation 1
[bookmark: _Toc153802142]According to the yellow highlighted texts in step 2, the UE provides APN with IDr payload in the IKE_AUTH request message in first IKE_AUTH exchange.
Observation 2
According to the green highlighted texts in clause 8.2.1 and in step 2 and step 6 in clause 8.2.2in TS 33.402, if authenticating ePDG with certificate is required, in first IKE_AUTH exchange,
a)	the UE shall include CERTREQ payload in the IKE_AUTH request message;
[bookmark: _Toc153802148]b)	the ePDG shall include IDr payload (whose ID type field is set to ID_FQDN) containing ePDG FQDN, and CERT payload containing ePDG's certificate and in the corresponding IKE_AUTH response message.
Observation 3
Based on observation 1 and 2, there is a fact that the IDr payload containing ePDG FQDN received by the UE is different than the IDr payload containing APN requested by the UE.

Issue 1
TS 24.302 is lack of specifying the UE and ePDG handling when authenticating ePDG with certificate is required during the tunnel establishment procedure. The absent of this part may result in the failure case:
If UE implementation complies with the statement specified in "1.2. The Initial Exchanges" in RFC 7296 (see below), the UE will consider the received IDr payload containing ePDG ID as an error case and abort the procedure.
[image: ]

Issue 2
It is unclear whether the ePDG sets ePDG FQDN in IDr payload in response only when authenticating ePDG with certificate is required.
If the answer is "yes", what information should be set in the IDr payload by ePDG if authenticating ePDG with certificate is not required?
NOTE:	At this point, the IDr payload cannot contain "APN" because there is explicit requirement on when APN is provided as specified in TS 23.402 (see observation 4).

Observation 4
Turning to TS 23.402, there is some description on the final IKEv2 message during tunnel establishment as shown below excerpted from clause 7.2.1 of TS 23.402.
"
8)	The ePDG sends the final IKEv2 message with the IP address in IKEv2 Configuration payloads. The ePDG also includes the identity of the associated PDN (APN) in the IDr payload of IKEv2. In case the UE provided APN to the ePDG in the earlier steps, the ePDG shall not change the provided APN.
"
Based on the cyan highlighted texts above, although the UE sends the APN in the IKE_AUTH request message of the first IKE_AUTH exchange, the ePDG does not provide the APN in the IKE_AUTH response message of the first IKE_AUTH exchange.

Issue 3
During the tunnel establishment procedure, there UE receives IDr payload two times with different information, i.e.:
a)	the IKE_AUTH response message of the first IKE_AUTH exchange and the IDr payload containing ePDG FQDN; and
b)	the final IKE_AUTH response message and the IDr payload containing APN.
It is unclear whether such operation will cause any error in the UE.

3.	Proposals
Considering the facts reflected in the observations have been specified in stage 2 specifications (TS 23.402 and TS 33.402) since Rel-8, it is proposed to address the uncertainties in these issues from clarification perspective in TS 24.302.
To address issue 1, issue 2 and issue 3, it proposes to add following clarifications in TS 24.302 (see CR C1-242229):
-	the ePDG shall include IDr payload containing ePDG identifier in the IKE_AUTH response message of the first IKE_AUTH exchange (regardless of whether authenticating ePDG with certificate is required);
-	the ePDG shall include IDr payload containing APN in the final IKE_AUTH response message; and
[bookmark: _GoBack]In addition, it proposes to fill in the missing part TS 24.302 (see CR C1-242230). In this way, it clarifies that provisioning ePDG ID is irrelevant with requirement of authentication with ePDG's certificate.
a)	the UE shall include CERTREQ payload in the IKE_AUTH request message if the UE is provisioned with the ePDG root certificate.
b)	the ePDG shall include CERT payload containing ePDG's certificate if CERTREQ payload is received in the IKE_AUTH request message.
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The optional payload IDr enables the initiator to specify to which of
the responder's identities it wants to talk. This is useful when the
machine on which the responder is running is hosting multiple
identities at the same IP address. If the IDr proposed by the
initiator is not acceptable to the responder, the responder might use
some other IDr to finish the exchange. If the initiator then does
not accept the fact that responder used an IDr different than the one
that was requested, the initiator can close the SA after noticing the
fact.




