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1. Background
Based on the following stage 1 and stage 2 requirements, the user/application shall be able to be informed about the 3GPP radio interface ciphering algorithm:
[TS 22.101 sub-clause 14]
	The basic mandatory UE requirements are:
[…snip…]
-	The ciphering indicator feature allows the UE to detect that the 3GPP radio interface ciphering (user plane) is not switched on and to indicate this to the user. […snip…]



[TS 33.401 sub-clause 5.2]
	Although in general the security features should be transparent to the user, for certain events and according to the user's concern, greater user visibility of the operation of following security feature shall be provided:
-	indication of access network encryption: the property that the user is informed whether the confidentiality of user data is protected on the radio access link, in particular when non-ciphered calls are set-up;



[TS 33.501 sub-clause 5.10.1]
	Although in general the security features should be transparent to the user or application, for certain events and according to the user's or application's concern, greater visibility of the operation of following security feature shall be provided:
-	AS confidentiality: (AS confidentiality, Confidentiality algorithm, bearer information)
-	AS integrity: (AS integrity, Integrity algorithm, bearer information)
-	NAS confidentiality: (NAS confidentiality, Confidentiality algorithm)
-	NAS integrity: (NAS integrity, Integrity algorithm)
The UE shall provide above security information to the applications in the UE (e.g. via APIs), on a per PDU session granularity.



Those requirements imply that when the user/application shall be able to forbid concerned confidentiality algorithm and/or integrity algorithm for data transmission, especially in non-emergency scenarios.
Furthermore, in recent GSMA meetings it was acknowledged that the only existing feature that (1) prevents against the ongoing fraud/malware SMS FBS attacks in Europe, and (2) doesn't interfere with the connectivity of a normal, well-secure network, is the ability to reject null ciphered connections for non-emergency scenarios. Consumers have lost huge amount of money as a result of being targeted in these FBS attacks, thus having this available is critical for the users.
2. Discussion
A. Applicability to ciphering algorithm and/or integrity protection algorithm
Based on the current specification, the "null integrity protection algorithm" is only applicable in emergency scenario, thus the user/application should be fine with the negotiated integrity protection algorithm in non-emergency scenario.
[TS 24.301 sub-clause 4.4.4]
	The use of "null integrity protection algorithm" EIA0 (see clause 9.9.3.23) in the current security context is only allowed for an unauthenticated UE for which establishment of emergency bearer services or access to RLOS is allowed.



[bookmark: _GoBack]However, the "null ciphering protection algorithm" may be used in non-emergency scenario.
[TS 24.301 sub-clause 4.4.5]
	The use of ciphering in a network is an operator option subject to MME configuration. When operation of the network without ciphering is configured, the MME shall indicate the use of "null ciphering algorithm" EEA0 (see clause 9.9.3.23) in the current security context for all UEs.



B. The cause value
In the current NAS security mode control (SMC) procedure, when the UE doesn’t accept the NAS security mode command sent from the network, there are two potential causes:  #23 (UE security capabilities mismatch) and #24 (security mode rejected, unspecified). 
In the case that the user/application rejects null ciphering algorithm in non-emergency scenario, we may consider the following cause values:
· #23 (UE security capabilities mismatch) is more about the UE capability but not the preference, thus may not be suitable;
· #24 (security mode rejected, unspecified) can cover this case, clarification and definition is needed in the current specification.
· New cause value (e.g., security mode unacceptable by user) can be very useful and clear for network to react.

3. Conclusion
It is proposed to reuse the cause value #24 (security mode rejected, unspecified) and extend the definition in TS 24.301 and TS 24.501 to cover the case that the UE rejects the use of "null ciphering algorithm" for non-emergency scenarios. The corresponding CRs for TS 24.301 are proposed in C1-235722 (Rel-17)/C1-235723 (Rel-18), and the CRs for TS 24.501 are proposed in C1-235724(Rel-17)/C1-235725 (Rel-17).

