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	Reason for change:
	SA3 has specified the following in TS 33.503 (due to the agreed CR S3-233377):

In clause 6.1.3.2.2.1 (Restricted 5G ProSe Direct Discovery Model A):

	For 5G ProSe UE-to-Network Relay discovery, the 5G ProSe Remote UE plays the role of the Monitoring UE and sends a Relay Discovery Key Request instead of the Discovery Request. The Relay Discovery Key Request message includes the RSC and the 5G ProSe Remote UE's PC5 security capability. The Remote UE may provide a list of PLMNs in which the UE is authorized to use a 5G ProSe U2N Relay. in the Relay Discovery Key Request.

For 5G ProSe UE-to-Network Relay Discovery, Relay Discovery Key Request and RSC are used instead of Discovery Request and RPAUID. The 5G DDNMF of the remote UE discovers 5G DDNMF(s) of the potential 5G ProSe UE-to-Network relay(s) supporting the RSC based on HPLMNs of the potential 5G ProSe UE-to-Network relay(s) mapping to the RSC.
NOTE 2a:	5G DDNMF may get the HPLMNs of the potential 5G ProSe UE-to-Network relays in different ways (e.g. from PCF, or based on local configuration).

(and the same requirements are stated in clause 6.1.3.2.2.2 (for Restricted 5G ProSe Direct Discovery Model B)).

The above indicates that, for both Control-plane and User-plane security solutions for UE-to-network relay:
1- The Remote UE may provide a list of VPLMN IDs in the Security Material Request that goes to 5G-DDNMF/5G-PKMF. ==>this is already considered and implemented in stage-3 spec TS 24.554.

2- The 5G-DDNMF/5G-PKMF of the Remote UE needs to prioritize and consider the provided list of VPLMN IDs (if any) over any other mechanism, to discover the 5G-DDNMF/5G-PKMF of the potential Relay UEs.

3- If no VPLMN IDs provided in the Security Material Request, the 5G-DDNMF/5G-PKMF of the Remote UE may use other methods -such as using local configuration- to obtain the PLMN IDs of the potential Relay UEs, in order to discover the 5G-DDNMF/5G-PKMF of the potential Relay UEs.

Points 2 and 3 above needs to be specified in stage-3 TS 24.554.



	
	

	Summary of change:
	Specifying that:

-The 5G-DDNMF/5G-PKMF of the Remote UE needs to prioritize and consider the provided list of VPLMN IDs (if any) over any other mechanism, to discover the 5G-DDNMF/5G-PKMF of the potential Relay UEs.

- If no VPLMN IDs provided in the Security Material Request, the 5G-DDNMF/5G-PKMF of the Remote UE may use other methods -such as using local configuration- to obtain the PLMN IDs of the potential Relay UEs, in order to discover the 5G-DDNMF/5G-PKMF of the potential Relay UEs.

Backward compatibility analysis:
The change is backward compatible since it doesn't change an existing functionality, but rather it clarifies the behaviour to avoid wrong functionality.


	
	

	Consequences if not approved:
	Unclarity how 5G-DDNMF/5G-PKMF of the Remote UE can discover the 5G-DDNMF/5G-PKMF of the Relay UE, specially when there are no VPLMN IDs provided by the Remote UE in the Security Material Request.
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[bookmark: _Hlk118471422]***** First change *****
[bookmark: _Toc138361793]8.2.10.2.2.3	5G ProSe UE-to-network relay discovery security parameters request procedure accepted by the 5G PKMF
Upon receiving a PROSE_SECURITY_PARAM_REQUEST message with the <UNR-discovery-security-parameters-request> element, if:
a)	the UE requests the 5G ProSe UE-to-network relay discovery security parameters for 5G ProSe remote UE only and the PROSE_SECURITY_PARAM_REQUEST message is received over a TLS tunnel established by a UE authorized to act as a 5G ProSe remote UE;
b)	the UE requests the 5G ProSe UE-to-network relay discovery security parameters for 5G ProSe UE-to-network relay UE only and the PROSE_SECURITY_PARAM_REQUEST message is received over a TLS tunnel established by a UE authorized to act as a 5G ProSe UE-to-network relay UE; or
c)	the UE requests the 5G ProSe UE-to-network relay discovery security parameters for 5G ProSe remote UE and the 5G ProSe UE-to-network relay discovery security parameters for 5G ProSe UE-to-network relay UE and the PROSE_SECURITY_PARAM_REQUEST message is received over a TLS tunnel established by a UE authorized to act as a 5G ProSe UE-to-network relay UE and authorized to act as a 5G ProSe remote UE;
the 5G PKMF shall send a PROSE_SECURITY_PARAM_RESPONSE message containing a <UNR-discovery-security-parameters-accept> element. In the <UNR-discovery-security-parameters-accept> element, the 5G PKMF:
a)	shall include the transaction ID set to the value of the transaction ID received in the PROSE_SECURITY_PARAM_REQUEST message;
b)	if the UE requests the 5G ProSe UE-to-network relay discovery security parameters for 5G ProSe remote UE:
1)	shall include the 5G ProSe UE-to-network relay discovery security parameters for 5G ProSe remote UE. In the 5G ProSe UE-to-network relay discovery security parameters for 5G ProSe remote UE, the 5G PKMF:
A)	shall include the expiration timer of the 5G ProSe UE-to-network relay discovery security parameters for 5G ProSe remote UE; and
B)	for each relay service code for which the UE is authorized to act as a 5G ProSe remote UE:
i)	if the requested model is not indicated in the PROSE_SECURITY_PARAM_REQUEST message or is set to "model A", may include the code-receiving security parameters for model A containing one or more of DUSK, DUIK and DUCK with associated encrypted bitmask;
ii)	if the requested model is not indicated in the PROSE_SECURITY_PARAM_REQUEST message or is set to "model B", may include the code-receiving security parameters for model B containing one or more of DUSK, DUIK and DUCK with associated encrypted bitmask and the code-sending security parameters for model B containing one or more of DUSK, DUIK and DUCK with associated encrypted bitmask; and
iii)	shall include the selected ciphering algorithm; and
2)	may include the PC5 security policies per relay service code for 5G ProSe remote UE. In the PC5 security policies per relay service code for 5G ProSe remote UE, the 5G PKMF:
A)	for each relay service code for which the UE is authorized to act as a 5G ProSe remote UE:
i)	shall include the PC5 security policies;
c)	if the UE requests the 5G ProSe UE-to-network relay discovery security parameters for 5G ProSe UE-to-network relay UE:
1)	shall include the 5G ProSe UE-to-network relay discovery security parameters for 5G ProSe UE-to-network relay UE. In the 5G ProSe UE-to-network relay discovery security parameters for 5G ProSe UE-to-network relay UE, the 5G PKMF:
A)	shall include the expiration timer of the 5G ProSe UE-to-network relay discovery security parameters for 5G ProSe UE-to-network relay UE; and
B)	for each relay service code for which the UE is authorized to act as a 5G ProSe UE-to-network relay UE:
i)	if the requested model is not indicated in the PROSE_SECURITY_PARAM_REQUEST message or is set to "model A", may include the code-sending security parameters for model A containing one or more of DUSK, DUIK and DUCK with associated encrypted bitmask;
ii)	if the requested model is not indicated in the PROSE_SECURITY_PARAM_REQUEST message or is set to "model B", may include the code-receiving security parameters for model B containing one or more of DUSK, DUIK and DUCK with associated encrypted bitmask and the code-sending security parameters for model B containing one or more of DUSK, DUIK and DUCK with associated encrypted bitmask; and
iii)	shall include the selected ciphering algorithm; and
2)	may include the PC5 security policies per relay service code for 5G ProSe UE-to-network relay UE. In the PC5 security policies per relay service code for 5G ProSe UE-to-network relay UE, the 5G PKMF:
A)	for each relay service code for which the UE is authorized to act as a 5G ProSe UE-to-network relay UE:
i)	shall include the PC5 security policies; and
d)	shall include the current time set to the current UTC-based time at the 5G PKMF and the max offset.
If the UE requests the 5G ProSe UE-to-network relay discovery security parameters for 5G ProSe remote UE, the UE identity in the PROSE_SECURITY_PARAM_REQUEST message indicates a UE authorized to act as a 5G ProSe remote UE and the PROSE_SECURITY_PARAM_REQUEST message contains a list of PLMN identities of the visited PLMNs, the 5G PKMF shall include in the 5G ProSe UE-to-network relay discovery security parameters for 5G ProSe remote UE any information received from the 5G PKMFs that are discovered based on the provided list of PLMN identities of potential 5G ProSe UE-to-network relay UEs which can serve the UE. If the PROSE_SECURITY_PARAM_REQUEST message does not contain a list of PLMN identities of the visited PLMNs, the 5G PKMF may get the PLMN identities of potential 5G ProSe UE-to-network relay UEs through different means such as local configurations.
***** Next change *****
[bookmark: _Toc138361826]8.2.12.2.2.3	5G ProSe UE-to-network relay discovery security material request procedure accepted by the 5G DDNMF
Upon receiving a PROSE_SECURITY_MATERIAL_REQUEST message with the <UNR-discovery-security-parameters-request> element, if:
a)	the UE requests the 5G ProSe UE-to-network relay discovery security material for 5G ProSe remote UE only and the PROSE_SECURITY_MATERIAL_REQUEST message is received over a TLS tunnel established by a UE authorized to act as a 5G ProSe remote UE;
b)	the UE requests the 5G ProSe UE-to-network relay discovery security material for 5G ProSe UE-to-network relay UE only and the PROSE_SECURITY_MATERIAL_REQUEST message is received over a TLS tunnel established by a UE authorized to act as a 5G ProSe UE-to-network relay UE; or
c)	the UE requests the 5G ProSe UE-to-network relay discovery security material for 5G ProSe remote UE and the 5G ProSe UE-to-network relay discovery security material for 5G ProSe UE-to-network relay UE and the PROSE_SECURITY_MATERIAL_REQUEST message is received over a TLS tunnel established by a UE authorized to act as a 5G ProSe UE-to-network relay UE and authorized to act as a 5G ProSe remote UE;
the 5G DDNMF shall send a PROSE_SECURITY_MATERIAL_RESPONSE message containing a <UNR-discovery-security-parameters-accept> element. In the <UNR-discovery-security-parameters-accept> element, the 5G DDNMF:
a)	shall include the transaction ID set to the value of the transaction ID received in the PROSE_SECURITY_MATERIAL_REQUEST message;
b)	if the UE requests the 5G ProSe UE-to-network relay discovery security material for 5G ProSe remote UE:
1)	shall include the 5G ProSe UE-to-network relay discovery security material for 5G ProSe remote UE. In the 5G ProSe UE-to-network relay discovery security material for 5G ProSe remote UE, the 5G DDNMF:
A)	shall include the expiration timer of the 5G ProSe UE-to-network relay discovery security material for 5G ProSe remote UE; and
B)	for each relay service code for which the UE is authorized to act as a 5G ProSe remote UE:
i)	if the requested model is not indicated in the PROSE_SECURITY_MATERIAL_REQUEST message or is set to "model A", may include the code-receiving security parameters for model A containing one or more of DUSK, DUIK and DUCK with associated encrypted bitmask;
ii)	if the requested model is not indicated in the PROSE_SECURITY_MATERIAL_REQUEST message or is set to "model B", may include the code-receiving security parameters for model B containing one or more of DUSK, DUIK and DUCK with associated encrypted bitmask and the code-sending security parameters for model B containing one or more of DUSK, DUIK and DUCK with associated encrypted bitmask; and
iii)	shall include the selected ciphering algorithm; and
2)	may include the PC5 security policies per relay service code for 5G ProSe remote UE. In the PC5 security policies per relay service code for 5G ProSe remote UE, the 5G DDNMF:
A)	for each relay service code for which the UE is authorized to act as a 5G ProSe remote UE:
i)	shall include the PC5 security policies;
c)	if the UE requests the 5G ProSe UE-to-network relay discovery security material for 5G ProSe UE-to-network relay UE:
1)	shall include the 5G ProSe UE-to-network relay discovery security material for 5G ProSe UE-to-network relay UE. In the 5G ProSe UE-to-network relay discovery security material for 5G ProSe UE-to-network relay UE, the 5G DDNMF:
A)	shall include the expiration timer of the 5G ProSe UE-to-network relay discovery security material for 5G ProSe UE-to-network relay UE; and
B)	for each relay service code for which the UE is authorized to act as a 5G ProSe UE-to-network relay UE:
i)	if the requested model is not indicated in the PROSE_SECURITY_MATERIAL_REQUEST message or is set to "model A", may include the code-sending security parameters for model A containing one or more of DUSK, DUIK and DUCK with associated encrypted bitmask;
ii)	if the requested model is not indicated in the PROSE_SECURITY_MATERIAL_REQUEST message or is set to "model B", may include the code-receiving security parameters for model B containing one or more of DUSK, DUIK and DUCK with associated encrypted bitmask and the code-sending security parameters for model B containing one or more of DUSK, DUIK and DUCK with associated encrypted bitmask; and
iii)	shall include the selected ciphering algorithm; and
2)	may include the PC5 security policies per relay service code for 5G ProSe UE-to-network relay UE. In the PC5 security policies per relay service code for 5G ProSe UE-to-network relay UE, the 5G DDNMF:
A)	for each relay service code for which the UE is authorized to act as a 5G ProSe UE-to-network relay UE:
i)	shall include the PC5 security policies; and
d)	shall include the current time set to the current UTC-based time at the 5G DDNMF and the max offset.
If the UE requests the 5G ProSe UE-to-network relay discovery security material for 5G ProSe remote UE, the UE identity in the PROSE_SECURITY_MATERIAL_REQUEST message indicates a UE authorized to act as a 5G ProSe remote UE and the PROSE_SECURITY_MATERIAL_REQUEST message contains a list of PLMN identities of the visited PLMNs, the 5G DDNMF shall include in the 5G ProSe UE-to-network relay discovery security material for 5G ProSe remote UE any information received from 5G DDNMFs that are discovered based on the provided list of PLMN identities of potential 5G ProSe UE-to-network relay UEs which can serve the UE. If the PROSE_SECURITY_MATERIAL_REQUEST message does not contain a list of PLMN identities of the visited PLMNs, the 5G DDNMF may get the PLMN identities of potential 5G ProSe UE-to-network relay UEs through different means such as local configurations.
***** End of changes *****

