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1. Overall Description:
CT1 has discussed the decryption of the UP-PRUK ID/CP-PRUK ID and relay service code in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message. To achieve this, the UE-to-Network Relay needs to retrieve the corresponding 5G ProSe UE-to-Network relay discovery security parameters. However, the relay service code is encrypted in the received the PROSE DIRECT LINK ESTABLISHMENT REQUEST message, and the UE cannot identify which relay service code should be used to retrieve the associated relay discovery security parameters. 

During the discussion within CT1, there is a proposal to use Layer-2 ID that was used for the UE-to-Network relay discovery procedure to identify the associated relay service code for the received PROSE DIRECT LINK ESTABLISHMENT message, so that the associated security parameter can be retrieved for decryption. Note that the Layer-2 ID used for the UE-to-Network relay discovery is used for PROSE DIRECT LINK ESTABLISHMENT message for UE-to-Network relay operation.

2. Actions:
To SA WG3 group.
ACTION: 	CT WG1 kindly asks SA WG3 group to provide CT WG1 feedback for the following:
1)	whether SA3 can define a security method to ensure that the 5G Pro Se UE-to- Network relay is able to retrieve the corresponding discovery security parameters for decryption of the relay service code and the UP-PRUK ID/CP-PRUK ID;
2)	if no for 1) provide opinions on the feasibility of this approach discussed in CT1 as described above from the security point of view;
3)	if yes for 1) inform CT1 about the defined security method.


3. Date of Next CT1 Meetings:
CT1#143	21st  – 25th August 2023 		Goteborg
CT1#144	9th   – 13th October 2023 		China (TBC)
CT1#145	13th   – 17th November 2023 		Chicago


