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[bookmark: _Hlk118471422]***** First change *****
[bookmark: _Toc68196218][bookmark: _Toc59208890][bookmark: _Toc131695042]7.2.2.5	5G ProSe direct link establishment procedure not accepted by the target UE
If the PROSE DIRECT LINK ESTABLISHMENT REQUEST message cannot be accepted, the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message. The PROSE DIRECT LINK ESTABLISHMENT REJECT message contains a PC5 signalling protocol cause IE set to one of the following cause values:
#1	direct communication to the target UE not allowed;
#3	conflict of layer-2 ID for unicast communication is detected;
#5	lack of resources for 5G ProSe direct link;
#13	congestion situation;
#15	security procedure failure of 5G ProSe UE-to-network relay;
#xx21	Failure from 5G ProSe end UE; or
#111	protocol error, unspecified.
If the target UE is not allowed to accept the PROSE DIRECT LINK ESTABLISHMENT REQUEST message, e.g., based on operator policy or configuration parameters for ProSe direct communication over PC5 as specified in clause 5.2, or the target UE is acting as a layer-3 relay UE, is in non-allowed area of its serving PLMN and the corresponding relay service code is not associated with high priority access as defined in clause 5.3.5 of 3GPP TS 24.501 [11], the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #1 "direct communication to the target UE not allowed".
For a received PROSE DIRECT LINK ESTABLISHMENT REQUEST message from a layer-2 ID (for unicast communication), if the target UE already has an existing link established to a UE using this layer-2 ID or is currently processing a PROSE DIRECT LINK ESTABLISHMENT REQUEST message from the same layer-2 ID and with one of following parameters different from the existing link or the link for which the link establishment is in progress:
a)	the source user info;
b)	type of data (e.g., IP or non-IP); or
c)	security policy,
the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #3 "conflict of layer-2 ID for unicast communication is detected".
NOTE 1:	If the UE is processing a PROSE DIRECT DISCOVERY message from the same source layer-2 ID of the received PROSE DIRECT LINK ESTABLISHMENT REQUEST message, it depends on UE implementation to avoid the conflict of destination layer-2 ID (e.g. send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #3 "conflict of layer-2 ID for unicast communication is detected", or ignore the PROSE DIRECT DISCOVERY message).
NOTE 2:	The type of data (e.g., IP or non-IP) is indicated by the optional IP address configuration IE included in the corresponding DIRECT LINK SECURITY MODE COMPLETE message, i.e., the type of data for the requested link is IP type if this IE is included and the type of data for the requested link is non-IP if this IE is not included.
If the 5G ProSe direct link establishment fails due to the implementation-specific maximum number of established 5G ProSe direct links has been reached, or other temporary lower layer problems causing resource constraints, the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #5 "lack of resources for 5G ProSe direct link".
If the 5G ProSe direct link establishment request is for relaying and:
a)	the NAS level mobility management congestion control as specified in clause 5.3.9 of TS 24.501 [11] is activated at the target UE; or
b)	the target UE is under congestion;
the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #13 "congestion situation". The target UE may provide a back-off timer value to the initiating UE in the PROSE DIRECT LINK ESTABLISHMENT REJECT message. The target UE shall not accept any 5G ProSe direct link establishment request for relaying if the back-off timer for NAS level mobility management congestion control is running.
If the 5G ProSe direct link establishment request is for relaying, the NAS level session management congestion as specified in clause 6.2.7 and in clause 6.2.8 of TS 24.501 [11] is activated at the target UE which is acting as a 5G ProSe layer-3 UE-to-network relay UE, and the relay service code used in the 5G ProSe direct link establishment corresponds to a DNN and/or S-NSSAI for which the NAS level session management congestion is activated, and the target UE needs to perform the PDU session establishment procedure for the DNN and/or S-NSSAI or the PDU session modification procedure for the DNN and/or S-NSSAI, then the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #13 "congestion situation". The target UE may provide a back-off timer value to the initiating UE in the PROSE DIRECT LINK ESTABLISHMENT REJECT message.
NOTE 3:	How the target UE determines that it is under congestion is implementation specific (e.g., any relaying related operational overhead, etc).
NOTE 4:	In case the target UE is under the NAS level mobility management congestion control, it is an implementation option that the provided back-off timer value to the initiating UE is set to the remaining time of the mobility management back-off timer T3346 or with an additional offset value.
If the 5G ProSe direct link establishment request is for relaying, the request required the establishment of a PDU session by the 5G ProSe layer-3 UE-to-network relay UE which is a target UE, and the PDU session establishment was unsuccessful due to the reception of 5GSM cause #8 "maximum number of PDU sessions reached", #27 "Missing or unknown DNN", #28 "Unknown PDU session type", #29 "user authentication or authorization failed", #31 "request rejected, unspecified", #32 "service option not supported", #33 "requested service option not subscribed", or #65 "maximum number of PDU sessions reached" as specified in 3GPP TS 24.501 [11], then target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #111 "protocol error, unspecified".
If the 5G ProSe direct link establishment procedure is for direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE and it fails due to a failure in the security procedure over control plane or security procedure over user plane as specified in 3GPP TS 33.503 [34], the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #15 "security procedure failure of 5G ProSe UE-to-network relay". The target UE shall provide the EAP message if received from the network according to the security procedure over control plane as specified in 3GPP TS 33.503 [34].
If the target UE is acting as a target 5G ProSe end UE and the 5G ProSe direct link establishment procedure is between the 5G ProSe UE-to-UE relay UE and the target 5G ProSe end UE, the target 5G ProSe end UE may include in the PROSE DIRECT LINK ESTABLISHMENT REJECT message:
a)	the source end UE info IE set to the user info ID of the source 5G ProSe end UE;
b)	the target end UE info IE set to the user info ID of the target 5G ProSe end UE; and
c)	the UE-to-UE relay UE info IE set to the user info ID of the 5G ProSe UE-to-UE relay UE.
[bookmark: _Hlk125469626]If the target UE is acting as a 5G ProSe UE-to-UE relay UE, the 5G ProSe direct link establishment procedure is between the source 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE, and the target 5G ProSe end UE has rejected the 5G ProSe direct link establishment procedure or the 5G ProSe direct link modification procedure, then the 5G ProSe UE-to-UE relay UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message with PC5 signalling protocol cause value #xx "Failure from 5G ProSe end UE" to the source 5G ProSe end UE. The 5G ProSe UE-to-UE relay UE may include in the PROSE DIRECT LINK ESTABLISHMENT REJECT message the PC5 end UE failure cause IE set to the PC5 signalling protocol cause received from the target 5G ProSe end UE that has rejected the 5G ProSe direct link establishment procedure. The 5G ProSe UE-to-UE relay UE may include in the PROSE DIRECT LINK MODIFICATION REJECT message:
a)	the source end UE info IE set to the user info ID of the source 5G ProSe end UE;
b)	the target end UE info IE set to the user info ID of the target 5G ProSe end UE; and
c)	the UE-to-UE relay UE info IE set to the user info ID of the 5G ProSe UE-to-UE relay UE. 
NOTE 5:	The cause value #15 "security procedure failure of 5G ProSe UE-to-network relay" is also used when the CP-PRUK or the UP-PRUK is not found in the network.
If the 5G ProSe direct link establishment fails due to other reasons, the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #111 "protocol error, unspecified".
After sending the PROSE DIRECT LINK ESTABLISHMENT REJECT message, the target UE shall provide the following information along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication to the lower layer:
a)	an indication of deactivation of the PC5 unicast security protection and deletion of security context for the 5G ProSe direct link, if applicable.
Upon receipt of the PROSE DIRECT LINK ESTABLISHMENT REJECT message, the initiating UE shall stop timer T5080 and abort the 5G ProSe direct link establishment procedure. If the PC5 signalling protocol cause value in the PROSE DIRECT LINK ESTABLISHMENT REJECT message is #1 "direct communication to the target UE not allowed" or #5 "lack of resources for 5G ProSe direct link", then the initiating UE shall not attempt to start the 5G ProSe direct link establishment procedure with the same target UE at least for a time period T. If the PC5 signalling protocol cause value in the PROSE DIRECT LINK ESTABLISHMENT REJECT message is #13 "congestion situation" and a back-off timer value is provided in the PROSE DIRECT LINK ESTABLISHMENT REJECT message, the initiating UE shall start timer T5088 associated with the layer-2 ID of the target UE and set its value to the provided timer value. If the PC5 signalling protocol cause value in the PROSE DIRECT LINK ESTABLISHMENT REJECT message is #15 "security procedure failure of 5G ProSe UE-to-network relay", and initiating UE has included the UE identity IE set to SUCI in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message, then the initiating UE shall initiate the UE-to-network relay reselection procedure as specified in clause 8.2.3. If the PC5 signalling protocol cause value in the PROSE DIRECT LINK ESTABLISHMENT REJECT message is #15 "security procedure failure of 5G ProSe UE-to-network relay" and the initiating UE has included the User security key ID IE set to UP-PRUK ID or CP-PRUK ID in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message, then the initiating UE may initiate the UE-to-network relay reselection procedure as specified in clause 8.2.3 and the UE shall further:
a)	if the same 5G ProSe UE-to-network relay UE is selected, discard the previously used CP-PRUK and associated CP-PRUK ID, or the UP-PRUK and associated UP-PRUK ID, if any, and include the UE identity IE set to SUCI in the PROSE DIRECT LINK ESTABLISHMENT REQUEST when initiating the subsequent 5G ProSe direct link establishment procedure as specified in clause 7.2.2.2; or
b)	if a different 5G ProSe UE-to-network relay UE is selected, include the User security key ID IE set to the previously used UP-PRUK ID or CP-PRUK ID in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message.
NOTE 5:	The length of time period T is UE implementation specific and can be different for the case when the UE receives PC5 signalling protocol cause value #1 "direct communication to the target UE not allowed" or when the UE receives PC5 signalling protocol cause value #5 "lack of resources for 5G ProSe direct link".
After receiving the PROSE DIRECT LINK ESTABLISHMENT REJECT message, the initiating UE shall provide the following information along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication to the lower layer:
a)	an indication of deactivation of the PC5 unicast security protection and deletion of security context for the 5G ProSe direct link, if applicable.
***** Next change *****
[bookmark: _Toc131695060]7.2.3.5	5G ProSe direct link modification procedure not accepted by the target UE
If the 5G ProSe direct link modification request cannot be accepted, the target UE shall send a PROSE DIRECT LINK MODIFICATION REJECT message. The PROSE DIRECT LINK MODIFICATION REJECT message contains a PC5 signalling protocol cause IE set to one of the following cause values:
#5	lack of resources for 5G ProSe direct link;
#6	required service not allowed;
#12	security policy not aligned;
#16	lack of local capabilities;
#xx21	Failure from 5G ProSe end UE; or
#111	protocol error, unspecified.
If the target UE is not allowed to accept this request, e.g., because the ProSe application to be added is not allowed per the operator policy or configuration parameters for ProSe communication over PC5 as specified in clause 5.2.4, the target UE shall send a PROSE DIRECT LINK MODIFICATION REJECT message with PC5 signalling protocol cause value #6 "required service not allowed".
If the 5G ProSe direct link modification fails due to the congestion problems or other temporary lower layer problems causing resource constraints, the target UE shall send a PROSE DIRECT LINK MODIFICATION REJECT message with PC5 signalling protocol cause value #5 "lack of resources for 5G ProSe direct link".
If the link modification operation code is set to "Associate new ProSe application(s) with existing PC5 QoS flow(s)" and the security policy corresponding to the ProSe identifier(s) is not aligned with the security policy applied to the existing 5G ProSe direct link, then the target UE shall send a PROSE DIRECT LINK MODIFICATION REJECT message with PC5 signalling protocol cause value #12 "security policy not aligned".
If the link modification operation requires the addition of new PC5 QoS flow(s) but the target UE cannot support additional packet filters which would be required on the existing PDU session of the target UE, then the target UE shall send a PROSE DIRECT LINK MODIFICATION REJECT message with PC5 signalling protocol cause value #16"lack of local capabilities".
If the target UE is acting as a target 5G ProSe end UE and the 5G ProSe direct link modification procedure is between the 5G ProSe UE-to-UE relay UE and the target 5G ProSe end UE, the target 5G ProSe end UE may include in the PROSE DIRECT LINK MODIFICATION REJECT message the source end UE info IE set to the user info ID of the source 5G ProSe end UE that has initiated the 5G ProSe direct link establishment procedure.
[bookmark: _Hlk124867971]If the target UE is acting as a 5G ProSe UE-to-UE relay UE, the 5G ProSe direct link modification procedure is between the source 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE, and the target 5G ProSe end UE has rejected the 5G ProSe direct link establishment procedure or the 5G ProSe direct link modification procedure, then the 5G ProSe UE-to-UE relay UE shall send a PROSE DIRECT LINK MODIFICATION REJECT message with PC5 signalling protocol cause value #xx "Failure from 5G ProSe end UE" to the source 5G ProSe end UE. The 5G ProSe UE-to-UE relay UE may include in the PROSE DIRECT LINK MODIFICATION REJECT message the PC5 end UE failure cause IE set to the PC5 signalling protocol cause received from the target 5G ProSe end UE that has rejected the 5G ProSe direct link establishment procedure as specified in clause 7.2.2.5. The 5G ProSe UE-to-UE relay UE may include in the PROSE DIRECT LINK MODIFICATION REJECT message the target end UE info IE set to the user info ID of the target 5G ProSe end UE that has rejected the 5G ProSe direct link establishment procedure.
For other reasons causing the failure of link modification, the target UE shall send a PROSE DIRECT LINK MODIFICATION REJECT message with PC5 signalling protocol cause value #111 "protocol error, unspecified".
Upon receipt of the PROSE DIRECT LINK MODIFICATION REJECT message, the initiating UE shall stop timer T5081 and abort the 5G ProSe direct link modification procedure. If the PC5 signalling protocol cause value in the PROSE DIRECT LINK MODIFICATION REJECT message is #11 "required service not allowed" or #5 "lack of resources for 5G ProSe direct link" or #12 "security policy not aligned", then the initiating UE shall not attempt to start 5G ProSe direct link modification with the same target UE to add the same ProSe application, or to add or modify the same PC5 QoS flow(s) at least for a time period T.
NOTE:	The length of time period T is UE implementation specific and can be different for the case when the UE receives PC5 signalling protocol cause value #11 "required service not allowed" or when the UE receives PC5 signalling protocol cause value #5 "lack of resources for 5G ProSe direct link" or when the UE receives PC5 signalling protocol cause value #12 "security policy not aligned". The length of time period T is not less than 30 minutes.
***** Next change *****
[bookmark: _Toc68196342][bookmark: _Toc59209013][bookmark: _Toc51951241][bookmark: _Toc45882691][bookmark: _Toc45282305][bookmark: _Toc34404460][bookmark: _Toc34388689][bookmark: _Toc25070712][bookmark: _Toc525231349][bookmark: _Toc131695373]10.3.1.1	Message definition
This message is sent by a UE to another peer UE to establish a direct link. See table 10.3.1.1.1.
Message type:	PROSE DIRECT LINK ESTABLISHMENT REQUEST
Significance:	dual
Direction:	UE to peer UE
Table 10.3.1.1.1: PROSE DIRECT LINK ESTABLISHMENT REQUEST message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	PROSE DIRECT LINK ESTABLISHMENT REQUEST message identity
	ProSe PC5 signalling message type
11.3.1
	M
	V
	1

	
	Sequence number
	Sequence number
11.3.2
	M
	V
	1

	
	Source user info
	Application layer ID
11.3.4
	M
	LV
	2-256

	
	UE security capabilities
	UE security capabilities
11.3.11
	M
	LV
	3-9

	
	UE PC5 unicast signalling security policy
	UE PC5 unicast signalling security policy
11.3.12
	M
	V
	1

	4F
	MIC
	MIC
11.3.38
	O
	TV
	5

	7B
	ProSe identifiers
	ProSe identifier
11.3.3
	O
	TLV-E
	21-65538

	74
	Key establishment information container
	Key establishment information container
11.3.9
	O
	TLV-E
	4-65538

	56
	Nonce_1
	Nonce
11.3.10
	O
	TV
	17

	5C
	MSB of KNRP-sess ID
	MSB of KNRP-sess ID
11.3.13
	O
	TV
	2

	28
	Target user info
	Application layer ID
11.3.4
	O
	TLV
	3-257

	58
	KNRP ID
	KNRP ID
11.3.14
	O
	TV
	5

	54
	Relay service code
	Relay service code
11.3.26
	O
	TV
	4

	7D
	UE identity
	5GS mobile identity
11.3.30
	O
	TLV-E
	4-n

	64
	User security key ID
	User security key ID
11.3.32
	O
	TLV
	3-n

	2A
	HPLMN ID
	PLMN ID
11.3.33
	O
	TLV
	5

	2B
	UTC-based counter LSB
	UTC-based counter LSB
11.2.14
	O
	TV
	2

	TBD
	UE-to-UE relay UE user info
	User info ID
11.3.39xz
	O
	TLV
	3-257

	TBD
	Target end UE layer-2 ID
	Layer-2 ID
11.3.25
	O
	TV
	4



Editor’s note:	The security parameters for 5G ProSe UE-to-UE relay and the parameters for 5G ProSe layer-2 UE-to-UE relay are FFS.

***** Next change *****
[bookmark: _Toc68196414][bookmark: _Toc59209085][bookmark: _Toc51951308][bookmark: _Toc131695396]10.3.3.1	Message definition
This message is sent by the UE to another peer UE to indicate that the link establishment request is not accepted. See table 10.3.3.1.1.
Message type:	PROSE DIRECT LINK ESTABLISHMENT REJECT
Significance:	dual
Direction:	UE to peer UE
Table 10.3.3.1.1: PROSE DIRECT LINK ESTABLISHMENT REJECT message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	PROSE DIRECT LINK ESTABLISHMENT REJECT message identity
	ProSe PC5 signalling message type
11.3.1
	M
	V
	1

	
	Sequence number
	Sequence number
11.3.2
	M
	V
	1

	
	PC5 signalling protocol cause
	PC5 signalling protocol cause
11.3.8
	M
	V
	1

	5E
	Back-off value
	GPRS timer
11.3.27
	O
	TV
	2

	70
	EAP message
	EAP message
11.3.31
	O
	TLV-E
	7-1503

	ZZ
	PC5 end UE failure cause
	PC5 signalling protocol cause 2
11.3.41m
	O
	TLV
	3

	XY
	Source end UE info
	User info ID
11.3.xz39
	O
	TLV
	3-257

	XZ
	Target end UE info
	User info ID
11.3.39xz
	O
	TLV
	3-257

	XY
	UE-to-UE relay UE info
	User info ID
11.3.39xz
	O
	TLV
	3-257



***** Next change *****
[bookmark: _Toc131695399]10.3.3.4	PC5 end UE failure cause 2
The UE may include this IE if:
a)	the UE acts as a 5G ProSe UE-to-UE relay UE and the 5G ProSe direct link is between the source 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE to indicate the PC5 signalling protocol cause received from the target 5G ProSe end UE.
***** Next change *****
[bookmark: _Toc68196354][bookmark: _Toc59209025][bookmark: _Toc51951250][bookmark: _Toc45882700][bookmark: _Toc45282314][bookmark: _Toc34404465][bookmark: _Toc34388694][bookmark: _Toc131695409]10.3.6.1	Message definition
This message is sent by the UE to another peer UE to initiate the direct link modification procedure. See table 10.3.6.1.1.
Message type:	PROSE DIRECT LINK MODIFICATION REQUEST
Significance:	dual
Direction:	UE to peer UE
Table 10.3.6.1.1: PROSE DIRECT LINK MODIFICATION REQUEST message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	PROSE DIRECT LINK MODIFICATION REQUEST message identity
	ProSe PC5 signalling message type
11.3.1
	M
	V
	1

	
	Sequence number
	Sequence number
11.3.2
	M
	V
	1

	
	Link modification operation code
	Link modification operation code
11.3.19
	M
	V
	1

	
	QoS flow descriptions
	PC5 QoS flow descriptions
11.3.5
	M
	LV-E
	5-65537

	7C
	QoS rules
	PC5 QoS rules
11.3.29
	O
	TLV-E
	7-65538

	XY
	Source end UE info
	User info ID
11.3.xz39
	O
	TLV
	3-257

	XZ
	Target end UE info
	User info ID
11.3.39xz
	O
	TLV
	3-257

	ZZ
	Target end UE layer-2 ID
	Layer-2 ID
11.3.25
	O
	TV
	4



***** Next change *****
[bookmark: _Toc68196356][bookmark: _Toc59209027][bookmark: _Toc51951252][bookmark: _Toc45882702][bookmark: _Toc45282316][bookmark: _Toc34404467][bookmark: _Toc34388696][bookmark: _Toc131695415]10.3.7.1	Message definition
This message is sent by the UE to another peer UE to indicate that the link modification request is accepted. See table 10.3.7.1.1.
Message type:	PROSE DIRECT LINK MODIFICATION ACCEPT
Significance:	dual
Direction:	UE to peer UE
Table 10.3.7.1.1: PROSE DIRECT LINK MODIFICATION ACCEPT message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	PROSE DIRECT LINK MODIFICATION ACCEPT message identity
	ProSe PC5 signalling message type
11.3.1
	M
	V
	1

	
	Sequence number
	Sequence number
11.3.2
	M
	V
	1

	79
	QoS flow descriptions
	PC5 QoS flow descriptions
11.3.5
	O
	TLV-E
	6-65538

	7C
	QoS rules
	PC5 QoS rules
11.3.29
	O
	TLV-E
	7-65538

	XY
	Source end UE info
	User info ID
11.3.39xz
	O
	TLV
	3-257

	XZ
	Target end UE info
	User info ID
11.3.39xz
	O
	TLV
	3-257



***** Next change *****
[bookmark: _Toc68196412][bookmark: _Toc59209083][bookmark: _Toc51951306][bookmark: _Toc45882758][bookmark: _Toc45282372][bookmark: _Toc131695483]10.3.22.1	Message definition
This message is sent by the UE to another peer UE to indicate that the link modification request is not accepted. See table 10.3.22.1.1.
Message type:	PROSE DIRECT LINK MODIFICATION REJECT
Significance:	dual
Direction:	UE to peer UE
Table 10.3.22.1.1: PROSE DIRECT LINK MODIFICATION REJECT message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	PROSE DIRECT LINK MODIFICATION REJECT message identity
	ProSe PC5 signalling message type
11.3.1
	M
	V
	1

	
	Sequence number
	Sequence number
11.3.2
	M
	V
	1

	
	PC5 signalling protocol cause
	PC5 signalling protocol cause
11.3.8
	M
	V
	1

	ZZ
	PC5 end UE failure cause
	PC5 signalling protocol cause 2
11.3.41m
	O
	TLV
	3

	XY
	Source end UE info
	User info ID
11.3.39xz
	O
	TLV
	3-257

	XZ
	Target end UE info
	User info ID
11.3.39xz
	O
	TLV
	3-257



***** Next change *****
[bookmark: _Toc131695484]10.3.22.2	PC5 end UE failure cause 2
The UE may include this IE if:
a)	the UE acts as a 5G ProSe UE-to-UE relay UE and the 5G ProSe direct link is between the source 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE to indicate the PC5 signalling protocol cause received from the target 5G ProSe end UE.
***** Next change *****
[bookmark: _Toc68196433][bookmark: _Toc59209101][bookmark: _Toc51951324][bookmark: _Toc45882774][bookmark: _Toc45282388][bookmark: _Toc34404492][bookmark: _Toc34388721][bookmark: _Toc502240455][bookmark: _Toc131695582]11.3.8	PC5 signalling protocol cause
The purpose of the PC5 signalling protocol cause information element is to indicate the cause used in the PC5 signalling protocol procedures.
The PC5 signalling protocol cause is a type 3 information element with a length of 2 octets.
The PC5 signalling protocol cause information element is coded as shown in figure 11.3.8.1 and table 11.3.8.1.

	8
	7
	6
	5
	4
	3
	2
	1
	

	PC5 signalling protocol cause IEI
	octet 1

	PC5 signalling cause value
	octet 2


Figure 11.3.8.1: PC5 signalling protocol cause information element
Table 11.3.8.1: PC5 signalling protocol cause information element
	PC5 signalling cause value (octet 2)

	

	Bits

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	0
	0
	0
	1
	
	Direct communication to the target UE not allowed

	0
	0
	0
	0
	0
	0
	1
	0
	
	Direct communication to the target UE no longer needed

	0
	0
	0
	0
	0
	0
	1
	1
	
	Conflict of layer-2 ID for unicast communication is detected

	0
	0
	0
	0
	0
	1
	0
	0
	
	Direct connection is not available anymore

	0
	0
	0
	0
	0
	1
	0
	1
	
	Lack of resources for 5G ProSe direct link

	0
	0
	0
	0
	0
	1
	1
	0
	
	Authentication failure

	0
	0
	0
	0
	0
	1
	1
	1
	
	Integrity failure

	0
	0
	0
	0
	1
	0
	0
	0
	
	UE security capabilities mismatch

	0
	0
	0
	0
	1
	0
	0
	1
	
	LSB of KNRP-sess ID conflict

	0
	0
	0
	0
	1
	0
	1
	0
	
	UE PC5 unicast signalling security policy mismatch

	0
	0
	0
	0
	1
	0
	1
	1
	
	Required service not allowed

	0
	0
	0
	0
	1
	1
	0
	0
	
	Security policy not aligned

	0
	0
	0
	0
	1
	1
	0
	1
	
	Congestion situation

	0
	0
	0
	0
	1
	1
	1
	0
	
	Authentication synchronisation error

	0

0

0
	0

0

0
	0

0

0
	0

1

1
	1

0

0
	1

0

1
	1

1

0
	1

0

0
	




	Security procedure failure of 5G ProSe UE-to-network relay
path switching is not allowed for the ProSe applications
communication path over Uu is not available for path switching

	x0
	x0
	x0
	x1
	x0
	x1
	x0
	x1
	
	Failure from 5G ProSe end UE

	0
	1
	1
	0
	1
	1
	1
	1
	
	Protocol error, unspecified

	Any other value received by the UE shall be treated as 0110 1111, "protocol error, unspecified".



***** End of changes *****
