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* * * First Change * * * *
[bookmark: _Toc123902385]C.1	Storage of 5GMM information for UEs not operating in SNPN access operation mode
The following 5GMM parameters shall be stored on the USIM if the corresponding file or file extension is present:
a)	5G-GUTI;
b)	last visited registered TAI;
c)	5GS update status;
d)	5G NAS security context parameters from a full native 5G NAS security context (see 3GPP TS 33.501 [24]);
e)	KAUSF and KSEAF (see 3GPP TS 33.501 [24]);
f)	SOR counter (see subclause 9.11.3.51); and
g)	UE parameter update counter (see subclause 9.11.3.53A);
The UE may support multiple records of NAS security context storage for multiple registration (see 3GPP TS 31.102 [22]). If the UE supports multiple records of NAS security context storage for multiple registration, the first 5G security context of one access shall be stored in record 1 of the 5G NAS Security Context USIM file for that access and the second 5G security context of that access shall be stored in record 2 of the same file. The presence and format of corresponding files on the USIM is specified in 3GPP TS 31.102 [22].
If the corresponding file is not present on the USIM, these 5GMM parameters are stored in a non-volatile memory in the ME together with the SUPI from the USIM. These 5GMM parameters can only be used if the SUPI from the USIM matches the SUPI stored in the non-volatile memory; else the UE shall delete the 5GMM parameters. If KAUSF is stored on the USIM and the SOR counter and the UE parameter update counter are not present on the USIM, these parameters shall be stored in a non-volatile memory together with the KAUSF from the USIM. Upon reading from non-volatile memory, the parameters SOR counter and UE parameter update counter shall only be used if the KAUSF from the USIM matches the KAUSF stored in the non-volatile memory; else the UE shall reset the SOR counter and the UE parameter update counter to zero.
The following 5GMM parameters shall be stored in a non-volatile memory in the ME together with the SUPI from the USIM:
-	configured NSSAI(s);
-	NSSRG information;
-	NSSAI inclusion mode(s);
-	MPS indicator;
-	MCS indicator;
-	operator-defined access category definitions;
-	network-assigned UE radio capability IDs;
-	"CAG information list", if the UE supports CAG;
-	signalled URSP (see 3GPP TS 24.526 [19]);
-	SOR-CMCI;
-	one or more lists of type "list of PLMN(s) to be used in disaster condition", if the UE supports MINT;
-	disaster roaming wait range, if the UE supports MINT; 
-	disaster return wait range, if the UE supports MINT;
-	indication of whether disaster roaming is enabled in the UE; and
-	indication of 'applicability of "lists of PLMN(s) to be used in disaster condition" provided by a VPLMN'.
The following 5GMM parameters should be stored in a non-volatile memory in the ME together with the SUPI from the USIM:
-	allowed NSSAI(s).
Each configured NSSAI consists of S-NSSAI(s) stored together with a PLMN identity, if it is associated with a PLMN. The UE shall store the S-NSSAI(s) of the HPLMN. If the UE is in the VPLMN, the UE shall also store the configured NSSAI for the current PLMN and any necessary mapped S-NSSAI(s). The configured NSSAI(s) can only be used if the SUPI from the USIM matches the SUPI stored in the non-volatile memory of the ME; else the UE shall delete the configured NSSAI(s). A configured NSSAI may be associated with NSSRG information.
Each NSSAI inclusion mode is associated with a PLMN identity and access type. The NSSAI inclusion mode(s) can only be used if the SUPI from the USIM matches the SUPI stored in the non-volatile memory of the ME; else the UE shall delete the NSSAI inclusion mode(s).
The MPS indicator is stored together with a PLMN identity of the PLMN that provided it, and is valid in that RPLMN or equivalent PLMN. The MPS indicator can only be used if the SUPI from the USIM matches the SUPI stored in the non-volatile memory of the ME, else the UE shall delete the MPS indicator.
The MCS indicator is stored together with a PLMN identity of the PLMN that provided it, and is valid in that RPLMN or equivalent PLMN. The MCS indicator can only be used if the SUPI from the USIM matches the SUPI stored in the non-volatile memory of the ME, else the UE shall delete the MCS indicator.
Operator-defined access category definitions are stored together with a PLMN identity of the PLMN that provided them, and is valid in that PLMN or equivalent PLMN. The operator-defined access category definitions can only be used if the SUPI from the USIM matches the SUPI stored in the non-volatile memory of the ME, else the UE shall delete the operator-defined access category definitions. The maximum number of stored operator-defined access category definitions is UE implementation dependent.
Each network-assigned UE radio capability ID is stored together with a PLMN identity of the PLMN that provided it as well as a mapping to the corresponding UE radio configuration, and is valid in that PLMN. A network-assigned UE radio capability ID can only be used if the SUPI from the USIM matches the SUPI stored in the non-volatile memory of the ME, else the UE shall delete the network-assigned UE radio capability ID. The UE shall be able to store at least the last 16 received network-assigned UE radio capability IDs. There shall be only one network-assigned UE radio capability ID stored for a given combination of PLMN identity and UE radio configuration and any existing UE radio capability ID shall be deleted when a new UE radio capability ID is added for the same combination of PLMN identity and UE radio configuration. If the UE receives a network-assigned UE radio capability ID with a Version ID value different from the value included in the network-assigned UE radio capability ID(s) stored at the UE for the serving PLMN, the UE may delete these stored network-assigned UE radio capability ID(s).
The allowed NSSAI(s) can be stored in a non-volatile memory in the ME together with the SUPI from the USIM. Allowed NSSAI consists of S-NSSAI(s) stored together with a PLMN identity, if it is associated with a PLMN. If the allowed NSSAI is stored, then the UE shall store the S-NSSAI(s) of the HPLMN. If the UE is in the VPLMN, the UE shall also store the allowed NSSAI for the serving PLMN and any necessary mapping of the allowed NSSAI for the serving PLMN to the S-NSSAI(s) of the HPLMN. The allowed NSSAI(s) can only be used if the SUPI from the USIM matches the SUPI stored in the non-volatile memory of the ME; else the UE shall delete the allowed NSSAI(s).
If the UE is registered for emergency services, the UE shall not store the 5GMM parameters described in this annex on the USIM or in non-volatile memory. Instead the UE shall temporarily store these parameters locally in the ME and the UE shall delete these parameters when the UE is deregistered.
If the UE is configured for eCall only mode as specified in 3GPP TS 31.102 [22], the UE shall not store the 5GMM parameters described in this annex on the USIM or in non-volatile memory. Instead the UE shall temporarily store these parameters locally in the ME and the UE shall delete these parameters when the UE enters 5GMM-DEREGISTERED.eCALL-INACTIVE state, the UE is switched-off or the USIM is removed.
[bookmark: _Toc20233331][bookmark: _Toc27747468]The "CAG information list" can only be used if the SUPI from the USIM matches the SUPI stored in the non-volatile memory of the ME; else the UE shall delete the "CAG information list".
The handling of the SOR-CMCI stored in the non-volatile memory in the ME is specified in 3GPP TS 23.122 [5].
Each "list of PLMN(s) to be used in disaster condition" is stored together with the PLMN identity of the PLMN that provided it. The stored lists of type "list of PLMN(s) to be used in disaster condition" can only be used if the SUPI from the USIM matches the SUPI stored in the non-volatile memory of the ME; else the UE shall delete the lists of type "list of PLMN(s) to be used in disaster condition". The UE shall store at least the "list of PLMN(s) to be used in disaster condition" provided by the HPLMN or EHPLMN. If the 'applicability of "lists of PLMN(s) to be used in disaster condition" provided by a VPLMN' is set to "true", the UE should also store the "list of PLMN(s) to be used in disaster condition" provided by the VPLMN. The maximum number of stored lists of type "list of PLMN(s) to be used in disaster condition" provided by a PLMN other than the HPLMN or EHPLMN is UE implementation dependent.
The disaster roaming wait range can only be used if the SUPI from the USIM matches the SUPI stored in the non-volatile memory of the ME; else the UE shall delete the disaster roaming wait range.
[bookmark: _Toc36213662][bookmark: _Toc36657839][bookmark: _Toc45287517][bookmark: _Toc51948793][bookmark: _Toc51949885]The disaster return wait range can only be used if the SUPI from the USIM matches the SUPI stored in the non-volatile memory of the ME; else the UE shall delete the disaster return wait range.
The indication of whether disaster roaming is enabled in the UE can only be used if the SUPI from the USIM matches the SUPI stored in the non-volatile memory of the ME; else the UE shall delete the indication of whether disaster roaming is enabled in the UE.
The indication of 'applicability of "lists of PLMN(s) to be used in disaster condition" provided by a VPLMN' can only be used if the SUPI from the USIM matches the SUPI stored in the non-volatile memory of the ME; else the UE shall delete the indication of 'applicability of "lists of PLMN(s) to be used in disaster condition" provided by a VPLMN'.
[bookmark: _Toc123902386]C.2	Storage of 5GMM information for UEs operating in SNPN access operation mode
The 5GMM information for UEs operating in SNPN access operation mode and not registering or registered for the onboarding service in SNPN are stored according to the following conditions:
-	if the UE does not support access to an SNPN using credentials from a credentials holder, the following 5GMM parameters shall be stored per subscribed SNPN in a non-volatile memory in the ME together with the subscriber identifier associated with the SNPN identity of the SNPN in the "list of subscriber data" configured in the ME (see 3GPP TS 23.122 [5]) or with the SUPI from the USIM if no subscriber identifier is configured in the entry of the "list of subscriber data" associated with the SNPN identity and the UE has a valid USIM;and
-	if the UE supports access to an SNPN using credentials from a credentials holder, the following 5GMM parameters shall be stored in a non-volatile memory in the ME per:
i)	the subscribed SNPN together with the subscriber identifier associated with the selected entry in the "list of subscriber data" configured in the ME (see 3GPP TS 23.122 [5]) or with the SUPI from the USIM if no subscriber identifier is configured in the selected entry of the "list of subscriber data" configured in the ME and the UE has a valid USIM; or
ii)	the PLMN subscription together with the SUPI from the USIM which is associated with the PLMN subscription:
a)	5G-GUTI;
b)	last visited registered TAI;
c)	5GS update status;
d)	5G NAS security context parameters from a full native 5G NAS security context (see 3GPP TS 33.501 [24]);
e)	KAUSF and KSEAF (see 3GPP TS 33.501 [24]);
f)	UE parameter update counter (see subclause 9.11.3.53A);
g)	configured NSSAI(s);
g1)	NSSRG information;
h)	NSSAI inclusion mode(s);
i)	MPS indicator;
j)	MCS indicator;
k)	operator-defined access category definitions;
l)	network-assigned UE radio capability IDs;
m)	zero or more instances of signalled URSP (see 3GPP TS 24.526 [19]), each associated with a non-subscribed SNPN, the subscribed SNPN or the HPLMN, which provided the URSP;
n)	optionally a non-subscribed SNPN signalled URSP handling indication indicating whether the UE is allowed to accept URSP signalled by non-subscribed SNPNs;
o)	permanently forbidden SNPNs list;
p)	temporarily forbidden SNPNs;
q)	SOR counter (see subclause 9.11.3.51); and
r)	SOR-CMCI.
The 5GMM information for UEs operating in SNPN access operation mode and registering or registered for the onboarding service in SNPN are stored as follows:
a)	5G-GUTI;
b)	last visited registered TAI;
c)	5GS update status;
d)	5G NAS security context parameters from a full native 5G NAS security context (see 3GPP TS 33.501 [24]);
e)	KAUSF and KSEAF (see 3GPP TS 33.501 [24]);
f)	UE parameter update counter (see subclause 9.11.3.53A);
g)	network-assigned UE radio capability IDs;
h)	"permanently forbidden SNPNs" list for onboarding services; and
i)	"temporarily forbidden SNPNs" list for onboarding services.
The 5GMM information for UEs operating in SNPN access operation mode are stored according to the following conditions:
-	if the UE does not support access to an SNPN using credentials from a credentials holder, the following 5GMM parameters should be stored per subscribed SNPN in a non-volatile memory in the ME together with the subscriber identifier associated with the SNPN identity of the SNPN in the "list of subscriber data" configured in the ME (see 3GPP TS 23.122 [5]) or with the SUPI from the USIM if no subscriber identifier is configured in the entry of the "list of subscriber data" associated with the SNPN identity and the UE has a valid USIM; and
-	if the UE supports access to an SNPN using credentials from a credentials holder, the following 5GMM parameters should be stored in a non-volatile memory in the ME per:
i)	the subscribed SNPN together with the subscriber identifier associated with the selected entry in the "list of subscriber data" configured in the ME (see 3GPP TS 23.122 [5]) or with the SUPI from the USIM if no subscriber identifier is configured in the selected entry of the "list of subscriber data" configured in the ME and the UE has a valid USIM; or
ii)	the PLMN subscription together with the SUPI from the USIM which is associated with the PLMN subscription:
a)	allowed NSSAI(s).
If the 5GMM parameters are associated with the PLMN subscription, then the 5GMM parameters can only be used if the SUPI from the USIM which is associated with the selected PLMN subscription matches the SUPI stored in the non-volatile memory; else the UE shall delete the 5GMM parameters.
If the 5GMM parameters are associated with the subscribed SNPN of the entry in the "list of subscriber data", then the 5GMM parameters can only be used if the subscriber identifier of the selected entry of the "list of subscriber data" matches the subscriber identifier stored in the non-volatile memory or if the subscriber identifier from the USIM matches the subscriber identifier stored in the non volatile memory, no subscriber identifier is configured in the selected entry of the "list of subscriber data" configured in the ME and the UE has a valid USIM.
Each configured NSSAI consists of S-NSSAI(s) stored together with an SNPN identity, if it is associated with an SNPN. A configured NSSAI may be associated with NSSRG information.
Each NSSAI inclusion mode is associated with an SNPN identity and access type.
The MPS indicator is stored together with an SNPN identity of the SNPN that provided it, and is valid in that registered SNPN.
The MCS indicator is stored together with an SNPN identity of the SNPN that provided it, and is valid in that registered SNPN.
Operator-defined access category definitions are stored together with an SNPN identity of the SNPN that provided them, and are valid in that SNPN. The maximum number of stored operator-defined access category definitions is UE implementation dependent.
Each network-assigned UE radio capability ID is stored together with an SNPN identity of the SNPN that provided it as well as a mapping to the corresponding UE radio configuration, and is valid in that SNPN. The UE shall be able to store at least the last 16 received network-assigned UE radio capability IDs. There shall be only one network-assigned UE radio capability ID stored for a given combination of SNPN identity and UE radio configuration and any existing UE radio capability ID shall be deleted when a new UE radio capability ID is added for the same combination of SNPN identity and UE radio configuration. If the UE receives a network-assigned UE radio capability ID with a Version ID value different from the value included in the network-assigned UE radio capability ID(s) stored at the UE for the serving SNPN, the UE may delete these stored network-assigned UE radio capability ID(s).
The handling of the SOR-CMCI stored in the non-volatile memory in the ME is specified in 3GPP TS 23.122 [5].
The allowed NSSAI(s) can be stored in a non-volatile memory in the ME. Allowed NSSAI consists of S-NSSAI(s) stored together with an SNPN identity, if it is associated with an SNPN.


* * * End of Changes * * * *
[bookmark: _Toc11052991][bookmark: _Toc20391831][bookmark: _Toc27773797][bookmark: _Toc36474222][bookmark: _Toc36477579][bookmark: _Toc44930471][bookmark: _Toc50965240][bookmark: _Toc57102008][bookmark: _Toc106962284]


* * * next section from TS 31.102 * * * *

4.4.11.6	EF5GAUTHKEYS (5G authentication keys)
If Service n°123 is "available" in EFUST, this file shall be present. This EF contains KSEAF for 3GPP access and the KAUSF that are generated on the ME using CK and IK as part of AKA procedures as described in TS 33.501 [105].
If Service n°133 is not "available" in EFUST, the file size is at least 68 bytes.
[bookmark: MCCQCTEMPBM_00000129]If Service n°133 is also "available" in EFUST, this EF additionally contains KSEAF for non-3GPP access, SOR counter and UE parameter update counter and the file size is at least 110 bytes.
	Identifier: '4F05'
	Structure: transparent
	Optional

	SFI: '05'
	

	File size: >= 68 or 110 bytes
	Update activity: high

	Access Conditions:
	READ	PIN
	UPDATE	PIN
	DEACTIVATE	ADM
	ACTIVATE	ADM


	Description
	Value
	M/O
	Length

	KAUSF Tag
	'80'
	M
	1

	Length
	K (Note2)
	M
	Note1

	KAUSF
	--
	M
	K (Note2)

	KSEAF for 3GPP access Tag
	'81'
	M
	1

	Length
	L (Note2)
	M
	Note1

	KSEAF for 3GPP access
	--
	M
	L (Note2)

	KSEAF for non-3GPP access Tag
	'82'
	C
	1

	Length
	M (Note2)
	C
	Note1

	KSEAF for non-3GPP access
	--
	C
	M (Note2)

	SOR counter Tag
	'83'
	C
	1

	Length
	N
	C
	Note 1

	SOR counter
	--
	C
	N (Note 3)

	UE parameter update counter Tag
	'84'
	C
	1

	Length
	O
	C
	Note 1

	UE parameter update counter
	--
	C
	O (Note 3)

	Note 1:	The length is coded according to ISO/IEC 8825-1 [35]

	Note 2:     As per TS 33.501 [105], the length of keys KAUSF and KSEAF is 32 bytes each

	Note 3:	As per TS 33.501 [105], the length of SOR counter and UE parameter update counter is 2 bytes each



‑	KAUSF Tag '80'.

Contents:
-	KAUSF as described in TS 33.501[105]).

Coding:
-	The most significant bit of KAUSF is the most significant bit of the 1st byte of this TLV value field. The least significant bit of KAUSF is the least significant bit of the last byte of this TLV value field.
‑	KSEAF for 3GPP access Tag '81'.

Contents:
-	KSEAF for 3GPP access as described in TS 33.501[105]. If there is no valid KSEAF for 3GPP access, the contents (Value part of the TLV) shall be 'FF…FF'.

Coding:
-	The most significant bit of KSEAF for 3GPP access is the most significant bit of the 1st byte of this TLV value field. The least significant bit of KSEAF for 3GPP access is the least significant bit of the last byte of this TLV value field.

‑	KSEAF for non-3GPP access Tag '82'.

Contents:
-	KSEAF for non-3GPP access as specified in TS 33.501[105]. If there is no valid KSEAF for non-3GPP access, the contents (Value part of the TLV) shall be 'FF…FF'.

Coding:
-	The most significant bit of KSEAF for non-3GPP access is the most significant bit of the 1st byte of this TLV value field. The least significant bit of KSEAF for non-3GPP access is the least significant bit of the last byte of this TLV value field.

-	SOR counter Tag '83'
Contents:
-	The SOR counter as defined in 3GPP TS 33.501 [105] clause 6.14.2.3. In this release the SOR counter is coded on 2 bytes. If there is no valid SOR counter, the contents (Value part of the TLV) shall be 'FF…FF'.
Coding:
-	The most significant bit of the SOR counter is the most significant bit of the 1st byte of this TLV value field. The least significant bit of the SOR counter is the least significant bit of the last byte of this TLV value field.
-	UE parameter update counter Tag '84'
Contents:
-	The UE parameter update counter as defined in 3GPP TS 33.501 [105] clause 6.15.2.2. In this release the UE parameter update counter is coded on 2 bytes. If there is no valid UE parameter update counter, the contents (Value part of the TLV) shall be 'FF…FF'.
Coding:
-	The most significant bit of the UE parameter update counter is the most significant bit of the 1st byte of this TLV value field. The least significant bit of the UE parameter update counter is the least significant bit of the last byte of this TLV value field.

[bookmark: _Toc20232605][bookmark: _Toc27746696][bookmark: _Toc36212878][bookmark: _Toc36657055][bookmark: _Toc45286717][bookmark: _Toc51947986][bookmark: _Toc51949078]
* * * next section from TS 24.501 * * * *

5.4.1.2.2.8	UE handling EAP-success message
Upon receiving an EAP-success message, the ME shall:
a)	delete the valid KAUSF and the valid KSEAF, if any;
b)	if the ME has not generated a new KAUSF and a new KSEAF and has not created a partial native 5G NAS security context as described in subclause 5.4.1.2.2.3:
1)	if the UE operates in SNPN access operation mode and the credentials in the USIM contain an indication to use MSK for derivation of KAUSF after success of primary authentication and key agreement procedure then generate a new KAUSF from the MSK otherwise generate a new KAUSF from the EMSK;
NOTE:	When the UE is registering or registered for onboarding services in SNPN, credentials in the USIM do not contain an indication to use MSK for derivation of KAUSF after success of primary authentication and key agreement procedure.
2)	generate a new KSEAF from the new KAUSF, and the KAMF from the ABBA that was received with the EAP-success message, and the new KSEAF as described in 3GPP TS 33.501 [24];
3)	create a partial native 5G NAS security context identified by the ngKSI value in the volatile memory of the ME; and
4)	store the KAMF in the created partial native 5G NAS security context; and
c)	consider the new KAUSF to be the valid KAUSF, and the new KSEAF to be the valid KSEAF, reset the SOR counter and the UE parameter update counter to zero, and store the valid KAUSF, the valid KSEAF, the SOR counter and the UE parameter update counter as specified in annex C, and use the valid KAUSF in the verification of SOR transparent container and UE parameters update transparent container, if any are received.
The UE shall consider the procedure complete.


* * * next section from TS 33.501 * * * *


[bookmark: _Toc19634774][bookmark: _Toc26875834][bookmark: _Toc35528585][bookmark: _Toc35533346][bookmark: _Toc45028689][bookmark: _Toc45274354][bookmark: _Toc45274941][bookmark: _Toc51168198][bookmark: _Toc106197709]6.14.2.3	SoR Counter 
The AUSF and the UE shall associate a 16-bit counter, CounterSoR, with the key KAUSF. 
The UE shall initialize the CounterSoR to 0x00 0x00 when the newly derived KAUSF is  stored (see clause 6.2.2.2). The UE shall store the SoR counter. If the USIM supports both 5G parameters storage and 5G parameters extended storage, then CounterSoR shall be stored in the USIM. Otherwise, CounterSoR shall be stored in the non-volatile memory of the ME
To generate the SoR-MAC-IAUSF, the AUSF shall use the CounterSoR. The CounterSoR shall be incremented by the AUSF for every new computation of the SoR-MAC-IAUSF. The CounterSoR is used as freshness input into SoR-MAC-IAUSF and SoR-MAC-IUE derivations as described in the Annex A.17 and Annex A.18 respectively, to mitigate the replay attack. The AUSF shall send the value of the CounterSoR (used to generate the SoR-MAC-IAUSF) along with the SoR-MAC-IAUSF to the UE. The UE shall only accept CounterSoR value that is greater than stored CounterSoR value. The UE shall store the received CounterSoR, only if the verification of the received SoR-MAC-IAUSF is successful. The UE shall use the stored CounterSoR received from the HPLMN, when deriving the SoR-MAC-IUE for the SoR acknowledgement.
The AUSF and the UE shall maintain the CounterSoR for lifetime of the KAUSF.
The AUSF that supports the control plane solution for steering of roaming shall initialize the CounterSoR to 0x00 0x01 when the newly derived KAUSF is stored (see clause 6.2.2.1). The AUSF shall set the CounterSoR to 0x00 0x02 after the first calculated SoR-MAC-IAUSF, and monotonically increment it for each additional calculated SoR-MAC-IAUSF. The SoR Counter value of 0x00 0x00 shall not be used to calculate the SoR-MAC-IAUSF and SoR-MAC-IUE. 
The AUSF shall suspend the SoR protection service for the UE, if the CounterSoR associated with the KAUSF of the UE, is about to wrap around. When a fresh KAUSF is generated for the UE, the CounterSoR at the AUSF is reset to 0x00 0x01 as defined above and the AUSF shall resume the SoR protection service for the UE.

