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	Reason for change:
	Per SA3 agreements on groupcast communication security related content (see TS 33.503):
[bookmark: _Toc114242867]6.5.2	Security requirements
There are no requirements for securing the groupcast mode 5G ProSe Direct Communication. 
The 5G System shall protect against linkability and trackability attacks on Layer-2 ID and IP address for groupcast mode.
[bookmark: _Toc114242868]6.5.3	Security procedures
There are no particular procedures defined for securing the groupcast mode 5G ProSe Direct Communication. 
The groupcast mode security mechanism to randomise the UE’s source Layer-2 ID and source IP address including IP prefix (if used), as defined in clause 5.5 of TS 33.536 [6], is reused in 5G ProSe to provide groupcast mode 5G ProSe Direct Communication security. 
The above should be reflected in stage-3 spec as well.

	
	

	Summary of change:
	Add the statement that how to change and randomise the UE’s source Layer-2 ID and source IP address including IP prefix (if used) is specified in clause 5.4 of 3GPP TS 33.536.

Backward compatibility analysis

This CR is backward compatible. This CR proposes the groupcast communication security related requirement.


	
	

	Consequences if not approved:
	Missing stage-3 requirement on groupcast communication security.
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* * * First Change * * * *
[bookmark: _Toc34388670][bookmark: _Toc34404441][bookmark: _Toc45282286][bookmark: _Toc45882672][bookmark: _Toc51951222][bookmark: _Toc59208978][bookmark: _Toc75734817][bookmark: _Toc114845035]7.4.2.4	Privacy of 5G ProSe direct transmission over PC5
The procedures described in clause 7.3.2.4 apply with the following additions: 
a)	using the privacy timer T5200 for groupcast; and
[bookmark: OLE_LINK13]b)	how to change and randomise the UE's source layer-2 ID and source IP address including IP prefix (if used) is specified in clause 5.4 of 3GPP TS 33.536 [37] with the consideration of replacing V2X with 5G ProSe.
* * * End of Changes * * * *

