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[bookmark: _Hlk107395363]***** First change *****
[bookmark: _Toc106698402]8.2.x	5G ProSe security procedures over PC3a interface
[bookmark: _Toc106698403]8.2.x.1	General
[bookmark: _Toc106698404]8.2.x.1.1	Transport protocol for PC3a messages
The UE and 5G DDNMF shall use HTTP 1.1 as specified in IETF RFC 7230 [3] and IETF RFC 7231 [4] as the transport protocol for PC3a messages over the PC3a interface. The PC3a messages described here shall be included in the body of either an HTTP request message or an HTTP response message.
[bookmark: _Toc106698405]8.2.x.1.2	Handling of UE-initiated procedures
[bookmark: _Toc106698406]8.2.x.1.2.1	General
The following rules apply for UE-initiated procedures:
a)	the UE initiates 5G ProSe transactions with an HTTP request message containing the PC3a request(s);
b)	the 5G DDNMF responds to the requests with an HTTP response message containing the PC3a response(s) for the PC3a request(s); and
c)	HTTP POST methods are used for 5G ProSe procedures over PC3a interface.
The UE may use UE local configuration or URSP, as defined in 3GPP TS 24.526 [5], to establish a PDU session for reaching the HPLMN 5G DDNMF:
a)	if a PDU session for reaching the HPLMN 5G DDNMF is not established yet, the UE shall establish the PDU session for reaching the HPLMN 5G DDNMF and shall send the HTTP request message via the PDU session for reaching the HPLMN 5G DDNMF; and
b)	if a PDU session for reaching the HPLMN 5G DDNMF is already established (e.g., either due to other 5G ProSe feature or due to other application), the UE shall send the HTTP request message via the PDU session for reaching the HPLMN 5G DDNMF.
[bookmark: _Toc106698407]8.2.x.1.2.2	5G DDNMF discovery
The IP address of the 5G DDNMF in the HPLMN may be pre-configured in the UE. The UE may use the pre-configured IP address or the FQDN of the 5G DDNMF in the HPLMN to discover the 5G DDNMF.
[bookmark: _Toc106698408]8.2.x.2	Procedures
[bookmark: _Toc106698409]8.2.x.2.1	Types of 5G ProSe security procedures over PC3a interface
The following procedures are defined:
a)	5G ProSe UE-to-network relay discovery security material request procedure.
In the following descriptions of 5G procedures over PC3a interface, the terms "request" and "response" refer to the corresponding PC3a messages, not to the HTTP request or response. The following procedure descriptions use a single PC3a message for illustration purposes.
[bookmark: _Toc106698410]The PC3a control protocol procedures for 5G ProSe direct discovery shall be integrity protected and confidentiality protected using the security procedures defined in clause 5.2.3 in 3GPP TS 33.503 [34].
NOTE:	A single HTTP request message can contain multiple PC3a control protocol requests and a single HTTP response message can contain multiple PC3a control protocol responses.
When the TLS tunnel between the UE and the 5G DDNMF for transport of PC3a messages is established by the UE according to 3GPP TS 33.503 [34], the 5G DDNMF shall obtain identity of the served UE using the procedures specified in 3GPP TS 33.220 [46] or 3GPP TS 33.535 [47].
8.2.x.2.2	5G ProSe UE-to-network relay discovery security material request procedure
[bookmark: _Toc106698411]8.2.x.2.2.1	General
The purpose of the 5G ProSe UE-to-network relay discovery security material request procedure is for the UE:
a)	to obtain the 5G ProSe UE-to-network relay discovery security material for 5G ProSe remote UE, applicable when the UE acts as a 5G ProSe remote UE and uses the security procedure over control plane as specified in 3GPP TS 33.503 [34]; and
b)	to obtain the 5G ProSe UE-to-network relay discovery security material for 5G ProSe UE-to-network relay UE, applicable when the UE acts as a 5G ProSe UE-to-network relay UE and uses the security procedure over control plane as specified in 3GPP TS 33.503 [34].
[bookmark: _Toc106698412]8.2.x.2.2.2	5G ProSe UE-to-network relay discovery security material request procedure initiation
The UE shall initiate the 5G ProSe UE-to-network relay discovery security material request procedure:
a)	if the UE is authorized to act as a 5G ProSe remote UE and uses the security procedure over control plane as specified in 3GPP TS 33.503 [34]:
1)	when the UE has no 5G ProSe UE-to-network relay discovery security material for 5G ProSe remote UE and the UE is in NG-RAN coverage; or
2)	after expiration of timer T50xy, when in NG-RAN coverage or when entering NG-RAN coverage; or
b)	if the UE is authorized to act as a 5G ProSe UE-to-network relay UE and uses the security procedure over control plane as specified in 3GPP TS 33.503 [34]:
1)	when the UE has no 5G ProSe UE-to-network relay discovery security material for 5G ProSe UE-to-network relay UE and the UE is in NG-RAN coverage; or
2)	after expiration of timer T50yz, when in NG-RAN coverage or when entering NG-RAN coverage.
The UE shall initiate the 5G ProSe UE-to-network relay discovery security material request procedure by sending a PROSE_SECURITY_MATERIAL_REQUEST message with the <UNR-discovery-security-parameters-request> element. In the <UNR-discovery-security-parameters-request> element, the UE:
a)	shall include a new transaction ID;
b)	shall indicate whether the UE requests the 5G ProSe UE-to-network relay discovery security material for 5G ProSe remote UE, the 5G ProSe UE-to-network relay discovery security material for 5G ProSe UE-to-network relay UE or both;
c)	shall include the PC5 UE security capabilities indicating ciphering algorithms supported by the UE;
d)	if the UE requests the 5G ProSe UE-to-network relay discovery security material for 5G ProSe remote UE, may include a list of PLMN identities of the visited PLMNs; and
e)	may indicate the requested model indicating the model of the 5G ProSe UE-to-network relay discovery over PC5 interface for which security parameters are requested, set to "model A" or "model B".
NOTE:	If the requested model is not included in the PROSE_SECURITY_MATERIAL_REQUEST message, security parameters are requested for both model A and model B of the 5G ProSe UE-to-network relay discovery over PC5 interface.
Figure 8.2.x.2.2.2.1 illustrates the interaction of the UE and the 5G DDNMF in the 5G ProSe UE-to-network relay discovery security material request procedure.


Figure 8.2.x.2.2.2.1: 5G ProSe UE-to-network relay discovery security material request procedure
[bookmark: _Toc106698413]8.2.x.2.2.3	5G ProSe UE-to-network relay discovery security material request procedure accepted by the 5G DDNMF
Upon receiving a PROSE_SECURITY_MATERIAL_REQUEST message with the <UNR-discovery-security-parameters-request> element, if:
a)	the UE requests the 5G ProSe UE-to-network relay discovery security material for 5G ProSe remote UE only and the PROSE_SECURITY_MATERIAL_REQUEST message is received over a TLS tunnel established by a UE authorized to act as a 5G ProSe remote UE;
b)	the UE requests the 5G ProSe UE-to-network relay discovery security material for 5G ProSe UE-to-network relay UE only and the PROSE_SECURITY_MATERIAL_REQUEST message is received over a TLS tunnel established by a UE authorized to act as a 5G ProSe UE-to-network relay UE; or
c)	the UE requests the 5G ProSe UE-to-network relay discovery security material for 5G ProSe remote UE and the 5G ProSe UE-to-network relay discovery security material for 5G ProSe UE-to-network relay UE and the PROSE_SECURITY_MATERIAL_REQUEST message is received over a TLS tunnel established by a UE authorized to act as a 5G ProSe UE-to-network relay UE and authorized to act as a 5G ProSe remote UE;
the 5G DDNMF shall send a PROSE_SECURITY_MATERIAL_RESPONSE message containing a <UNR-discovery-security-parameters-accept> element. In the <UNR-discovery-security-parameters-accept> element, the 5G DDNMF:
a)	shall include the transaction ID set to the value of the transaction ID received in the PROSE_SECURITY_MATERIAL_REQUEST message;
b)	if the UE requests the 5G ProSe UE-to-network relay discovery security material for 5G ProSe remote UE:
1)	shall include the 5G ProSe UE-to-network relay discovery security material for 5G ProSe remote UE. In the 5G ProSe UE-to-network relay discovery security material for 5G ProSe remote UE, the 5G DDNMF:
A)	shall include the expiration timer of the 5G ProSe UE-to-network relay discovery security material for 5G ProSe remote UE; and
B)	for each relay service code for which the UE is authorized to act as a 5G ProSe remote UE:
i)	if the requested model is not indicated in the PROSE_SECURITY_MATERIAL_REQUEST message or is set to "model A", may include the code-receiving security parameters for model A containing one or more of DUSK, DUIK and DUCK with associated encrypted bitmask;
ii)	if the requested model is not indicated in the PROSE_SECURITY_MATERIAL_REQUEST message or is set to "model B", may include the code-receiving security parameters for model B containing one or more of DUSK, DUIK and DUCK with associated encrypted bitmask and the code-sending security parameters for model B containing one or more of DUSK, DUIK and DUCK with associated encrypted bitmask; and
iii)	shall include the selected ciphering algorithm; and
2)	may include the PC5 security policies per relay service code for 5G ProSe remote UE. In the PC5 security policies per relay service code for 5G ProSe remote UE, the 5G DDNMF:
A)	for each relay service code for which the UE is authorized to act as a 5G ProSe remote UE:
i)	shall include the PC5 security policies;
c)	if the UE requests the 5G ProSe UE-to-network relay discovery security material for 5G ProSe UE-to-network relay UE:
1)	shall include the 5G ProSe UE-to-network relay discovery security material for 5G ProSe UE-to-network relay UE. In the 5G ProSe UE-to-network relay discovery security material for 5G ProSe UE-to-network relay UE, the 5G DDNMF:
A)	shall include the expiration timer of the 5G ProSe UE-to-network relay discovery security material for 5G ProSe UE-to-network relay UE; and
B)	for each relay service code for which the UE is authorized to act as a 5G ProSe UE-to-network relay UE:
i)	if the requested model is not indicated in the PROSE_SECURITY_MATERIAL_REQUEST message or is set to "model A", may include the code-sending security parameters for model A containing one or more of DUSK, DUIK and DUCK with associated encrypted bitmask;
ii)	if the requested model is not indicated in the PROSE_SECURITY_MATERIAL_REQUEST message or is set to "model B", may include the code-receiving security parameters for model B containing one or more of DUSK, DUIK and DUCK with associated encrypted bitmask and the code-sending security parameters for model B containing one or more of DUSK, DUIK and DUCK with associated encrypted bitmask; and
iii)	shall include the selected ciphering algorithm; and
2)	may include the PC5 security policies per relay service code for 5G ProSe UE-to-network relay UE. In the PC5 security policies per relay service code for 5G ProSe UE-to-network relay UE, the 5G DDNMF:
A)	for each relay service code for which the UE is authorized to act as a 5G ProSe UE-to-network relay UE:
i)	shall include the PC5 security policies; and
d)	shall include the current time set to the current UTC-based time at the 5G DDNMF and the max offset.
If the UE requests the 5G ProSe UE-to-network relay discovery security material for 5G ProSe remote UE, the UE identity in the PROSE_SECURITY_MATERIAL_REQUEST message indicates a UE authorized to act as a 5G ProSe remote UE and the PROSE_SECURITY_MATERIAL_REQUEST message contains a list of PLMN identities of the visited PLMNs, the 5G DDNMF shall include in the 5G ProSe UE-to-network relay discovery security material for 5G ProSe remote UE any information received from 5G DDNMFs of potential 5G ProSe UE-to-network relay UEs which can serve the UE.
[bookmark: _Toc106698414]8.2.x.2.2.4	5G ProSe UE-to-network relay discovery security material request procedure completion by the UE
Upon receipt of the PROSE_SECURITY_MATERIAL_RESPONSE message with the <UNR-discovery-security-parameters-accept>, if the transaction ID contained in the <UNR-discovery-security-parameters-accept> element matches the value sent by the UE in a PROSE_SECURITY_MATERIAL_REQUEST message with the <UNR-discovery-security-parameters-request> element, the UE:
a)	if the PROSE_SECURITY_MATERIAL_RESPONSE message contains the 5G ProSe UE-to-network relay discovery security material for 5G ProSe remote UE:
1)	shall store the 5G ProSe UE-to-network relay discovery security material for 5G ProSe remote UE, shall stop timer T50xy, if running and shall start timer T50xy with the value of the expiration timer indicated in the 5G ProSe UE-to-network relay discovery security material for 5G ProSe remote UE; and
2)	if the PC5 security policies per relay service code for 5G ProSe remote UE are received, shall store the PC5 security policies per relay service code for 5G ProSe remote UE;
b)	if the PROSE_SECURITY_MATERIAL_RESPONSE message contains the 5G ProSe UE-to-network relay discovery security material for 5G ProSe UE-to-network relay UE:
1)	shall store the 5G ProSe UE-to-network relay discovery security material for 5G ProSe UE-to-network relay UE, shall stop timer T50yz, if running and shall start timer T50yz with the value of the expiration timer indicated in the 5G ProSe UE-to-network relay discovery security material for 5G ProSe UE-to-network relay UE; and
2)	if the PC5 security policies per relay service code for 5G ProSe UE-to-network relay UE are received, shall store the PC5 security policies per relay service code for 5G ProSe UE-to-network relay UE; and
c)	shall set a ProSe clock (see 3GPP TS 33.503 [34]) to the value of the received current time parameter and store the received max offset.
[bookmark: _Toc106698415]8.2.x.2.2.5	5G ProSe UE-to-network relay discovery security material request procedure not accepted by the 5G DDNMF
If the PROSE_SECURITY_MATERIAL_REQUEST message with the <UNR-discovery-security-parameters-request> element cannot be accepted by the 5G DDNMF, the 5G DDNMF shall send a PROSE_SECURITY_MATERIAL_RESPONSE message containing a <UNR-discovery-security-parameters-reject> element. In the <UNR-discovery-security-parameters-reject> element, the 5G DDNMF shall include the transaction ID set to the value of the transaction ID received in the PROSE_SECURITY_MATERIAL_REQUEST message and shall include an appropriate PC3a control protocol cause value.
Upon receipt of the PROSE_SECURITY_MATERIAL_RESPONSE message with the <UNR-discovery-security-parameters-reject> element, if the transaction ID contained in the <UNR-discovery-security-parameters-reject> element matches the value sent by the UE in a PROSE_SECURITY_MATERIAL_REQUEST message with the <UNR-discovery-security-parameters-request> element, the UE shall consider the 5G ProSe UE-to-network relay discovery security material request procedure as rejected.
[bookmark: _Toc106698416]8.2.x.2.2.6	Abnormal cases in the UE
The following abnormal cases can be identified:
a)	Indication from the transport layer of transmission failure of PROSE_SECURITY_MATERIAL_REQUEST message (e.g. after TCP retransmission timeout).
	The UE shall close the existing secure connection to the 5G DDNMF, establish a new secure connection and then restart the 5G ProSe UE-to-network relay discovery security material request procedure.
b)	No response from the 5G DDNMF after the PROSE_SECURITY_MATERIAL_REQUEST message has been successfully delivered (e.g. TCP ACK has been received for the PROSE_SECURITY_MATERIAL_REQUEST message)
	The UE shall retransmit the PROSE_SECURITY_MATERIAL_REQUEST message.
NOTE:	The timer to trigger retransmission and the maximum number of allowed retransmissions are UE implementation specific.
[bookmark: _Toc106698417]8.2.x.2.2.7	Abnormal cases in the 5G DDNMF
The following abnormal cases can be identified:
a)	Indication from the lower layer of transmission failure of PROSE_SECURITY_MATERIAL_RESPONSE message.
	After receiving an indication from lower layer that the PROSE_SECURITY_MATERIAL_RESPONSE message has not been successfully acknowledged (e.g. TCP ACK is not received), the 5G DDNMF shall abort the procedure.
***** Next change *****
[bookmark: _Toc525231309][bookmark: _Toc59198709][bookmark: _Toc75283067][bookmark: _Toc106698573]10.5	5G ProSe discovery and security messages over PC3a
[bookmark: _Toc525231310][bookmark: _Toc59198710][bookmark: _Toc75283068][bookmark: _Toc106698574]10.5.1	General
This clause defines the XML schema and MIME type related to 5G ProSe direct discovery messages.
***** Next change *****
[bookmark: _Toc525231311][bookmark: _Toc59198711][bookmark: _Toc75283069][bookmark: _Toc106698575]10.5.2	application/3gpp-5gprose+xml
The MIME type is used to carry information related to the 5G ProSe discovery operation. It shall be coded as an XML document containing one of the following 5G ProSe discovery messages:
a)	DISCOVERY_REQUEST;
b)	DISCOVERY_RESPONSE;
c)	MATCH_REPORT;
d)	MATCH_REPORT_ACK;
e)	DISCOVERY_UPDATE_REQUEST;
f)	DISCOVERY_UPDATE_RESPONSE;
g)	ANNOUNCING_ALERT_REQUEST;r
h)	ANNOUNCING_ALERT_RESPONSE;
i)	PROSE_5GPKMF_ADDRESS_REQUEST; or
j)	PROSE_5GPKMF_ADDRESS_RESPONSE;.
k)	PROSE_SECURITY_MATERIAL_REQUEST; or
l)	PROSE_SECURITY_MATERIAL_RESPONSE
Each of those messages is presented in the XML document as an XML element named after the corresponding message.
[bookmark: _Toc525231313][bookmark: _Toc59198713][bookmark: _Toc75283071][bookmark: _Toc106698577]***** Next change *****
10.5.4	Semantics
[bookmark: _Toc525231314][bookmark: _Toc59198714][bookmark: _Toc75283072][bookmark: _Toc106698578]10.5.4.1	General
The <prose-discovery-message> element is the root element of this XML document and it can be one of the following elements:
a)	<DISCOVERY_REQUEST>;
b)	<DISCOVERY_RESPONSE>;
c)	<MATCH_REPORT>;
d)	<MATCH_REPORT_ACK>;
e)	<DISCOVERY_UPDATE_REQUEST>;
f)	<DISCOVERY_UPDATE_RESPONSE>
g)	<ANNOUNCE_ALERT_REQUEST>;
h)	<ANNOUNCE_ALERT_RESPONSE>;
i)	<PROSE_5GPKMF_ADDRESS_REQUEST>;
j)	<PROSE_5GPKMF_ADDRESS_RESPONSE>;
k)	<PROSE_SECURITY_MATERIAL_REQUEST>;
l)	<PROSE_SECURITY_MATERIAL_RESPONSE>;
mk)	<message-ext> element containing other discovery message defined in future releases; or
nl)	an element from other namespaces defined in future releases.
[bookmark: _Toc525231315][bookmark: _Toc59198715][bookmark: _Toc75283073][bookmark: _Toc106698579]***** Next change *****
10.5.4.x	Semantics of <PROSE_SECURITY_MATERIAL_REQUEST>
The semantics of <PROSE_SECURITY_MATERIAL_REQUEST> is same as the semantics of <PROSE_SECURITY_PARAM_REQUEST> defined in clause 10.6.4.2, where 5G PKMF is replaced by 5G DDNMF.
10.5.4.y	Semantics of <PROSE_SECURITY_MATERIAL_RESPONSE>
The semantics of <PROSE_SECURITY_MATERIAL_RESPONSE> is same as the semantics of <PROSE_SECURITY_PARAM_RESPONSE> defined in clause 10.6.4.3, where 5G PKMF is replaced by 5G DDNMF.
***** Next change *****
[bookmark: _Toc106698785]12.y	Timers for 5G ProSe UE-to-network relay discovery security material request procedure over PC3a interface
Table 12.8.1: Timers for PC8 interface - UE side
	TIMER NUM.
	TIMER VALUE
	CAUSE OF START
	NORMAL STOP
	ON
EXPIRY

	T50xy
	Expiration time of the 5G ProSe UE-to-network relay discovery security material for 5G ProSe remote UE (see clause 8.2.x.2.2).
	Reception of the 5G ProSe UE-to-network relay discovery security material for 5G ProSe remote UE.
	Stop using the old 5G ProSe UE-to-network relay discovery security material for 5G ProSe remote UE.
	Initiation of 5G ProSe UE-to-network relay discovery security material request procedure, requesting the 5G ProSe UE-to-network relay discovery security material for 5G ProSe remote UE.

	T50yz
	Expiration time of the 5G ProSe UE-to-network relay discovery security material for 5G ProSe UE-to-network relay UE (see clause 8.2.x.2.2).
	Reception of the 5G ProSe UE-to-network relay discovery security material for 5G ProSe UE-to-network relay UE.
	Stop using the old 5G ProSe UE-to-network relay discovery security material for 5G ProSe UE-to-network relay UE.
	Initiation of 5G ProSe UE-to-network relay discovery security material request procedure, requesting the 5G ProSe UE-to-network relay discovery security material for 5G ProSe UE-to-network relay UE.



***** End of changes *****
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