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1. Overall Description:
CT1 is working on the protocol aspects for enabling MSGin5G Service. The security aspects of MSGIn5G Service are specified in Annex Y of 3GPP TS 33.501:

Once the UE is registered in 5GC, the MSGin5G Client in the UE and the MSGin5G Server may use TLS for authentication as specified in Annex B of TS 33.535 [91] with the MSGin5G Server taking the role of AKMA AF.
Methods other than TLS with AKMA may be used for authentication between the MSGin5G Client and MSGin5G Server, depending on the Ua* protocols.

However, UDP based CoAP is used as the basic transport protocol of MSGin5G service in reference point MSGin5G-1 in Rel-17, so TLS cannot be used. Based on the security aspects of CoAP specified in IETF RFC 7252, DTLS over UDP specified in IETF RFC RFC6347 can be used in MSGin5G-1.

2. Actions:
To SA3
ACTION: 	CT1 kindly ask SA3 to answer:
1)	whether TLS with AKMA is mandatory for MSGin5G service; and 
2)	whether DTLS with AKMA can be considered as the Ua* protocol for MSGin5G service and implementation specified.

3. Date of Next CT1 Meetings:
CT1#137e	22th - 26th August 2022	Goteborg, SE
CT1#138e	10th - 14th October 2022	e-meeting




