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	Reason for change:
	According to TS 33.501 annex I.2.2.2.2 step 9 and 10 the MSK and the SUPI (i.e., the UE identifier that is used for the successful EAP authentication) shall be provided from the AAA Server to the NSSAAF. The SUPI received from the AAA shall be used when deriving 5G keys (e.g., KAMF) that requires SUPI as an input for the key derivation.
“9.	After successful authentication, the MSK and the SUPI (i.e., the UE identifier that is used for the successful EAP authentication) shall be provided from the AAA Server to the NSSAAF. 
10.	The NSSAAF returns the MSK and the SUPI to the AUSF using the Nnssaaf_AIWF_Authenticate service operation response message. The SUPI received from the AAA shall be used when deriving 5G keys (e.g., KAMF) that requires SUPI as an input for the key derivation.”
However, TS 24.501 clause 5.4.1.2.2.5 NOTE 1 specifies that the AAA server of the CH or the DCS provides (via the NSSAAF) the MSK to the AUSF. It does not mention the SUPI. It is therefore proposed to add the SUPI. 
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	Consequences if not approved:
	Stage 3 not alligned with TS 33.501

	
	

	Clauses affected:
	5.4.1.2.2.5

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	· 




Page 1








[bookmark: _Toc20232683][bookmark: _Toc27746785][bookmark: _Toc36212967][bookmark: _Toc36657144][bookmark: _Toc45286808][bookmark: _Toc51948077][bookmark: _Toc51949169][bookmark: _Toc82895860][bookmark: _Toc20218019][bookmark: _Toc27743904][bookmark: _Toc35959475][bookmark: _Toc45202908][bookmark: _Toc45700284][bookmark: _Toc51920020][bookmark: _Toc68251080][bookmark: _Toc74916057][bookmark: _Hlk82807406][bookmark: _Toc20217977][bookmark: _Toc27743862][bookmark: _Toc35959433][bookmark: _Toc45202865][bookmark: _Toc45700241][bookmark: _Toc51919977][bookmark: _Toc68251037][bookmark: _Toc74916014][bookmark: _Toc20217979][bookmark: _Toc27743864][bookmark: _Toc35959435][bookmark: _Toc45202867][bookmark: _Toc45700243][bookmark: _Toc51919979][bookmark: _Toc68251039][bookmark: _Toc74916016][bookmark: _Toc20218017][bookmark: _Toc27743902][bookmark: _Toc35959473][bookmark: _Toc45202906][bookmark: _Toc45700282][bookmark: _Toc51920018][bookmark: _Toc68251078][bookmark: _Toc74916055][bookmark: _Toc36212835][bookmark: _Toc36657012][bookmark: _Toc45286673][bookmark: _Toc51947940][bookmark: _Toc51949032][bookmark: _Toc82895723]*** First change ***
[bookmark: _Toc20232600][bookmark: _Toc27746691][bookmark: _Toc36212873][bookmark: _Toc36657050][bookmark: _Toc45286712][bookmark: _Toc51947981][bookmark: _Toc51949073][bookmark: _Toc20232798][bookmark: _Toc27746901][bookmark: _Toc36213085][bookmark: _Toc36657262][bookmark: _Toc45286927][bookmark: _Toc51948196][bookmark: _Toc51949288][bookmark: _Toc91599216][bookmark: _Toc20232827][bookmark: _Toc27746930][bookmark: _Toc36213114][bookmark: _Toc36657291][bookmark: _Toc45286956][bookmark: _Toc51948225][bookmark: _Toc51949317][bookmark: _Toc91599252]5.4.1.2.2.5	Network successfully authenticates UE
Upon reception of the EAP-response/AKA'-challenge message, if procedures for handling an EAP-response/AKA'-challenge message as specified in IETF RFC 5448 [40] are successful and:
a)	the AUSF acts as the EAP-AKA' server, the AUSF shall generate EMSK, the KAUSF from the EMSK, and the KSEAF from the KAUSF as described in 3GPP TS 33.501 [24]; or
b)	the AAA server of the CH or the DCS acts as the EAP-AKA' server, the AAA server of the CH or the DCS shall generate MSK as described in 3GPP TS 33.501 [24];
and:
a)	if the AUSF or the AAA server of the CH or the DCS included the AT_RESULT_IND attribute in the EAP-request/AKA'-challenge message and the AT_RESULT_IND attribute is included in the corresponding EAP-response/AKA'-challenge message, the AUSF or the AAA server of the CH or the DCS shall send an EAP-request/AKA'-notification message as specified in IETF RFC 5448 [40]; or
b)	if the AUSF or the AAA server of the CH or the DCS:
1)	included the AT_RESULT_IND attribute in the EAP-request/AKA'-challenge message and the AT_RESULT_IND attribute is not included in the EAP-response/AKA'-challenge message; or
2)	did not include the AT_RESULT_IND attribute in the EAP-request/AKA'-challenge message;
	then the AUSF or the AAA server of the CH or the DCS shall send an EAP-success message as specified in IETF RFC 5448 [40] and shall consider the procedure complete.
NOTE 1:	When the AAA server of the CH or the DCS acts as the EAP-AKA' server, the AAA server of the CH or the DCS provides (via the NSSAAF) the MSK and the SUPI to the AUSF. Upon reception of the MSK, the AUSF generates the KAUSF from the MSK, and the KSEAF from the KAUSF as described in 3GPP TS 33.501 [24].
NOTE 2:	The AUSF provides the KSEAF to the SEAF. Upon reception of the KSEAF, the SEAF generates the KAMF based on the ABBA and the KSEAF as described in 3GPP TS 33.501 [24] and provides ngKSI and the KAMF to the AMF. Upon reception of the ngKSI and the KAMF, the AMF creates a partial native 5G NAS security context identified by the ngKSI and stores the KAMF in the created partial native 5G NAS security context.
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