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1. Introduction
Security aspects of the MSGin5G service has been defined in Annex Y of TS 33.501. Thus it is proposed to remove the unnecessary IE of schema based on the conclusion in SA3.
2. Reason for Change
SA3 has defined the authentication and authorization for MSGin5G Client and MSGin5G Server. 
Before initiating communication with MSGin5G Server, the UE with the MSGin5G Client shall perform primary authentication and registration to the 5GC successfully. Once the UE is registered in 5GC, the MSGin5G Client and the MSGin5G Server may use TLS with AKMA for authentication with the MSGin5G Server taking the role of AKMA AF, or methods other than TLS with AKMA depending on the Ua* protocols. All the message exchanged for the procedures above over the MSGin5G-1 interface may be protected by TLS based on KAF established by AKMA, or mechanisms other than TLS with AKMA, depending on the Ua* protocols. 
CT1 has agreed that CoAP is used as the basic transport protocol of MSGin5G service over MSGin5G-1 interface in Rel-17. Thus TLS with AKMA can’t not be used to protect the message exchange between the MSGin5G Client and MSGin5G Server. It propose to use DTLS (which is TLS with added feature to deal with the unreliable nature of the UDP transport as defined in RFC 6347) with KAKMA to protect MSGin5G interface-1. All the CoAP messages secured by DTLS shall be sent as "application data" for DTLS session. Thus there is no need for message layer to take any credential information.
Thus there is no need for message layer to take any credential information.
[bookmark: _GoBack]3. Conclusions
Remove the unnecessary IE of schema based on the conclusion in SA3.
4. Proposal
It is proposed to agree the following changes to 3GPP TS 24.538 v1.1.0.

[bookmark: _Hlk61529092]*******
* * * First Change * * * *
[bookmark: _Toc97379737][bookmark: _Toc101272845]7.3.3	Registration
[bookmark: _Toc91148405][bookmark: _Toc97379738][bookmark: _Toc101272846]7.3.3.1	MSGin5G UE Registration structure
The schema is based on JSON Schema Draft-07 [8]. For reducing the overhead of the message used in MSGin5G service, the properties are defined as shorten form and the relationships between the properties and elements used in clause 6.3.1.1.1 are described in the description of the properties. The JSON schema of the CoAP POST request for the MSGin5G registration is defined below:
{
  "$schema": "http://json-schema.org/draft-07/schema#",
  "$id": "http://www.3gpp.org/MSGin5G/MSGin5G_Registration_request_schema",
  "title": "MSGin5G Registration Request",
  "type": "object",
  "properties": {
    "msgIden": {
      "type": "string",
      "format": "uri",
      "description": "Refer to Service identifier of MSGin5G service"
    },
    "msgType": {
      "type": "string",
      "enum": [
        "REG"
      ],
      "description": "Refer to the usage of this message. The value REG refers to MSGin5G Registration"
    },
    "oriAddr": {
      "type": "object",
      "properties": {
        "oriAddrType": {
          "enum": [
            "UE"
          ]
        },
        "addr": {
          "type": "string"
        }
      },
      "description": "Refer to Originating UE Service ID"
    },
    "secCred": {
      "type": "object",
      "description": "Refer to Security Credentials"
    },
    "cliProfile": {
      "type": "object",
      "properties": {
        "triInfo": {
          "type": "object",
          "properties": {
            "ueId": {
              "type": "string",
              "format": "uri",
              "description": "Refer to MSGin5G UE ID"
            },
            "cliPort": {
              "type": "string",
              "description": "Refer to MSGin5G Client Ports"
            }
          },
          "required": [
            "ueId",
            "cliPort"
          ],
          "description": "Refer to MSGin5G Client Triggering Information"
        },
        "comAvail": {
          "type": "object",
          "properties": {
            "schTime": {
              "type": "string",
              "format": "date-time",
              "description": "Refer to Scheduled Communication Time"
            },
            "durTime": {
              "type": "string",
              "format": "date-time",
              "description": "Refer to Communication Duration Time"
            },
            "periIndi": {
              "type": "boolean",
              "default": false,
              "description": "Refer to Periodic Communication Indicator"
            },
            "periInterval": {
              "type": "string",
              "format": "date-time",
              "description": "Refer to Periodic Communication Interval"
            },
            "dataSize": {
              "type": "string",
              "description": "Refer to Data Size Indication"
            },
            "storeForward": {
              "type": "string",
              "description": "Refer to Store and Forward Option"
            }
          },
          "description": "Refer to MSGin5G Client Communication Availability"
        }
      },
      "description": "Refer to MSGin5G Client Profile"
    }
  },
    "required": [
    "msgIden",
    "oriAddr ",
    "secCred"
  ]
}
The schema is based on JSON Schema Draft-07 [8]. For reducing the overhead of the message used in MSGin5G service, the properties are defined as shorten form and the relationships between the properties and elements used in clause 6.3.1.2.1 are described in the description of the properties. The JSON schema of CoAP 2.01 (Created) response or CoAP 2.04 (Change) response for the MSGin5G registration is defined below:
{
  "$schema": "http://json-schema.org/draft-07/schema#",
  "$id": "http://www.3gpp.org/MSGin5G/MSGin5G_Registration_response_schema",
  "title": "MSGin5G Registration Response",
  "type": "object",
  "properties": {
    "oriAddr": {
      "type": "object",
      "properties": {
        "oriAddrType": {
          "enum": [
            "UE"
          ]
        },
        "addr": {
          "type": "string"
        }
      },
      "description": "Refer to Originating UE Service ID"
    },
    "result": {
      "type": "boolean",
      "default": true,
      "description": "Refer to Registration result. The value true refers to succcess"
    }
  },
    "required": [
    "oriAddr",
    "result"
  ]
}
[bookmark: _Toc97379739][bookmark: _Toc101272847]7.3.3.2	MSGin5G UE De-registration structure
The schema is based on JSON Schema Draft-07 [8]. For reducing the overhead of the message used in MSGin5G service, the properties are defined as shorten form and the relationships between the properties and elements used in clause 6.3.1.1.2 are described in the description of the properties. The JSON schema of the CoAP POST request for the MSGin5G de-registration is defined below:
{
  "$schema": "http://json-schema.org/draft-07/schema#",
  "$id": "http://www.3gpp.org/MSGin5G/MSGin5G_Deregistration_request_schema",
  "title": "MSGin5G Deregistration Request",
  "type": "object",
  "properties": {
    "msgIden": {
      "type": "string",
      "format": "uri",
      "description": "Refer to Service identifier of MSGin5G service"
    },
    "msgType": {
      "type": "string",
      "enum": [
        "DEREG"
      ],
      "description": "Refer to the usage of this message. The value DEREG refers to MSGin5G De-registration"
    },
    "oriAddr": {
      "type": "object",
      "properties": {
        "oriAddrType": {
          "enum": [
            "UE"
          ]
        },
        "addr": {
          "type": "string"
        }
      },
      "description": "Refer to Originating UE Service ID"
    },
    "secCred": {
      "type": "object",
      "description": "Refer to Security Credentials"
    }
  },
    "required": [
    "msgIden",
    "oriAddr ",
    "secCred"
  ]
}
The schema is based on JSON Schema Draft-07 [8]. For reducing the overhead of the message used in MSGin5G service, the properties are defined as shorten form and the relationships between the properties and elements used in clause 6.3.1.2.2 are described in the description of the properties. The JSON schema of CoAP 2.04 (Change) response for the MSGin5G de-registration is defined below:
{
  "$schema": "http://json-schema.org/draft-07/schema#",
  "$id": "http://www.3gpp.org/MSGin5G/MSGin5G_ Deregistration_response_schema",
  "title": "MSGin5G Deregistration Response",
  "type": "object",
  "properties": {
    "oriAddr": {
      "type": "object",
      "properties": {
        "oriAddrType": {
          "enum": [
            "UE"
          ]
        },
        "addr": {
          "type": "string"
        }
      },
      "description": "Refer to Originating UE Service ID"
    },
    "result": {
      "type": "boolean",
      "default": true,
      "description": "Refer to De-registration result. The value true refers to succcess"
    }
  },
    "required": [
    "oriAddr",
    "result"
  ]
}

* * * Next Change * * * *
[bookmark: _Toc97379740][bookmark: _Toc101272848]7.3.4	MSGin5G Message
Editor's note: whether more clauses are needed to be added is FFS based on the protocol selection.
[bookmark: _Toc97379741][bookmark: _Toc101272849]7.3.4.1	JSON schema of MSGin5G message
The JSON schema of the MSGin5G message is defined below:
{
  "$schema": "http://json-schema.org/draft-07/schema#",
  "$id": "http://www.3gpp.org/MSGin5G/MSGin5G_Message_schema",
  "title": "MSGin5G Message",
  "type": "object",
  "properties": {
    "msgIden": {
      "type": "string",
      "format": "uri",
      "description": "Refer to Service identifier of MSGin5G service"
    },
    "msgType": {
      "type": "string",
      "enum": [
        "MSG"
      ],
      "description": "the usage of this message. The value MSG refers to MSGin5G message"
    },
    "appId": {
      "type": "string",
      "description": "Refer to Application ID"
    },
    "msgId": {
      "type": "string",
      "format": "uuid",
      "description": "Refer to Message ID"
    },
    "secCred": {
      "type": "object",
      "description": "Refer to Security credentials"
    },
    "isDelivStatReq": {
      "type": "boolean",
      "default": false,
      "description": "Refer to Delivery status required"
    },
    "oriAddr": {
      "type": "object",
      "properties": {
        "oriAddrType": {
          "enum": [
            "UE",
            "AS"
          ]
        },
        "addr": {
          "type": "string"
        }
      },
      "description": "Refer to Originating UE Service ID or Originating AS Service ID"
    },
    "destAddr": {
      "type": "object",
      "properties": {
        "destAddrType": {
          "enum": [
            "UE",
            "AS",
            "GROUP",
            "BC",
            "TOPIC
          ]
        },
        "addr": {
          "type": "string"
        }
      },
      "description": "Refer to Recipient UE Service ID or Recipient AS Service ID or Group Service ID or Broadcast Area ID or Messaging Topic"
    },
    "sfFlag": {
      "type": "boolean",
      "default": false,
      "description": "Refer to Store And Forward Flag"
    },
    "sfParam": {
      "$ref": "#/$defs/SfParams",
      "description": "Refer to Store And Forward Parameters"
    },
    "payload": {
      "type": "string",
      "description": "Refer to Payload"
    },
    "priority": {
      "type": "string",
      "enum": [
        "HIGH",
        "MIDDLE",
        "LOW"
      ],
      "default": "MIDDLE",
      "description": "Refer to Priority Type"
    },
    "isSegmented": {
      "type": "boolean",
      "default": false,
      "description": "Refer to Message Is Segmented"
    },
    "segParams": {
      "$ref": "#/$defs/SegParams"
    }
  },
  "required": [
    "msgIden ",
    "msgId",
    "msgType",
    "oriAddr",
    "destAddr"
  ],
  "dependentRequired": {
    " sfParams": [
      " sfFlag"
    ],
    " segParams": [
      " isSegmented "
    ],
"if": {
    "properties": {
        "oriAddrType": {
            "const": "AS"
        }
    }
  },
  "then": {
    "properties": {
        "destAddrType": {
            "not":{
                "const": "AS"
            }
         }
    }
  }
  },
  "$defs": {
    "SfParams": {
      "type": "object",
      "properties": {
        "expireTime": {
          "type": "string",
          "format": " date-time",
          "description": "Refer to Message expiration time"
        },
        "appSpecSf": {
          "type": "object",
          "description": "Refer to Application Specific Store And Forward Information"
        }
      }
    },
    "SegParams": {
      "type": "object",
      "properties": {
        "segId": {
          "type": "string",
          "description": "Refer to Segmentation Set Identifier"
        },
        "totalSegCount": {
          "type": "integer",
          "description": "Refer to Total Number Of Message Segments"
        },
        "segNumb": {
          "type": "integer",
          "description": "Refer to Message Segment Number"
        },
        "lastSegFlag": {
          "type": "string",
          "description": "Refer to Last Segment Flag"
        },
        "required": [
          "segId",
          "totalSegCount",
          "segNumb"
        ]
      }
    }
  }
}

[bookmark: _Toc97379742][bookmark: _Toc101272850]7.3.4.2	JSON schema of MSGin5G message delivery status report
The JSON schema of the MSGin5G message delivery status report is defined below:
{
  "$schema": "http://json-schema.org/draft-07/schema#",
  "$id": "http://www.3gpp.org/MSGin5G/MSGin5G_Message_schema",
  "title": "MSGin5G message delivery status report",
  "type": "object",
  "properties": {
    "msgIden": {
      "type": "string",
      "format": "uri",
      "description": "Refer to Service identifier of MSGin5G service"
    },
    "msgType": {
      "type": "string",
      "enum": [
        "IMDN"
      ],
      "description": "the usage of this message. The value IMDN refers to MSGin5G message delivery status report"
    },
    "oriAddr": {
      "type": "object",
      "properties": {
        "oriAddrType": {
          "enum": [
            "UE",
            "AS"
          ]
        },
        "addr": {
          "type": "string"
        }
      },
      "description": "Refer to Originating UE Service ID or Originating AS Service ID"
    },
    "destAddr": {
      "type": "object",
      "properties": {
        "destAddrType": {
          "enum": [
            "UE",
            "AS"
          ]
        },
        "addr": {
          "type": "string"
        }
      },
      "description": "Refer to Recipient UE Service ID or Recipient AS Service ID"
    },
    "msgId": {
      "type": "string",
      "format": "uuid",
      "description": "Refer to Message ID"
    },
    "secCred": {
      "type": "object",
      "description": "Refer to Security credentials"
    },
    "DelSta": {
      "type": "string",
      "enum": [
        "success",
        "failure"
      ],
      "description": "Refer to Delivery Status"
    },
    "Cause": {
      "type": "string",
      "description": "Refer to Failure Cause"
    }
  },
  "required": [
    "msgIden ",
    "msgType",
    "msgId",
    "oriAddr",
    "destAddr",
    "DelSta"
  ],
  "dependentRequired": {
    "Cause": [{
      "DelSta": {
        "const": "failure"
      }
    }],
    "if": {
      "properties": {
        "oriAddrType": {
          "const": "AS"
        }
      }
    },
    "then": {
      "properties": {
        "destAddrType": {
          "not": {
            "const": "AS"
          }
        }
      }
    }
  }
}



* * * End of Changes * * * *

