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1. Introduction
There are two security procedures for UE-to-network relay procedure, which are called the user plane security solution (interacting with PKMF) and the control plane security solution (interacting with AUSF or corresponding NF), respectively.
Stage-2 work of those features comes late to stage-3, so this paper analyzes the issue and proposes the resolution.
2. Discussion
2.1 Issue 1: How remote UE and relay UE determine to use either UP security or CP security
As per current description in TS 33.503:
- For CP security solution, there should be information indicating the use of CP security solution in the ProSe policy.
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- For UP security solution, both remote UE and relay UE shall connect to PKMF based on the received PKMF address from the 5G DDNMF. The PKMF address can be provisioned by the PCF. 
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Proposal 1: 
· Update ProSe Policy to indicate whether CP security solution is configured for the UE.
· If there is no CP security solution indication in the ProSe policy, it is assumed that the UE uses the UP security solution. 
· i.e., if there is a 5G PKMF address in the ProSe policy, the UE uses the UP security solution. If there is no 5G PKMF address in the ProSe policy and no indication of CP security solution, the UE connects to the 5G DDNMF to get the 5G PKMF address
Question 1: Is the configuration of UP security solution or CP security solution per RSC or per ProSe policy?
The CP security solution and the UP security solution require different deployment of network functions. The CP security solution requires that the AMF and the AUSF support CP security solution, and the UP solution requires PKMF deployment. Hence, it is a reasonable assumption that the MNO will not deploy both the UP security solution and the CP security solution in their network. The network shall configure the UE properly, and the UE shall use the configured solution in the ProSe Policy. In other words, the ProSe policy indicates which solution to use.
Proposal 2: ProSe policy indicates which security solution shall be used.
Question 2: What if misconfiguration happens? E.g., Relay UE is configured to use CP security solution while remote UE is configured to use UP security solution.
This misconfiguration can be detected during the direct link establishment procedure. Peer UEs will know if there is a lack of necessary security information in the direct link establishment message. For example, for the UP security solution, if the remote UE is configured to perform the CP security solution while the 5G ProSe UE-to-network relay is configured to perform the UP security solution, the 5G ProSe UE-to-network relay can determine the lack of PRUK ID and Krnp freshness parameter 1 in the Direct Link Establishsment message from the remote UE. Hence, appropriate failure handling due to the mismatch of the configured security solution needs to be specified.
Proposal 3: Appropriate failure handling should be clarified in TS 24.554 e.g., Direct link establishment reject
2.1 Issue 2: How to ensure that relay UE’s AMF/AUSF supports CP security procedure?
This issue is only applicable for the CP security solution.

Question 3: How to ensure that relay UE’s AMF/AUSF supports CP security procedure?

There are two options to ensure that CN NF for relay UE support the CP security procedure.

Option 1: using S-NSSAI

In the ProSe policy, S-NSSAI for the RSC is optionally configured to the relay UE/remote UE. It can be clarified to include the S-NSSAI mandatorily for CP solution, and the relay UE shall use the S-NSSAI for relay operation (i.e., it has to register with the S-NSSAI). It is assumed that S-NSSAI shall be configured correctly, and the CN NF(s) for the S-NSSAI support the CP security solution.

Option 2: NAS capability for support of CP security solution

The relay UE configured with CP solution indication in the ProSe policy indicates its support for the CP security solution during the Registration procedure. Then the AMF also needs to discover an AUSF supporting CP security solution by inquerying NRF service operation. 

Option 2 is more complicated than the option 1 in terms of overall architecture impact because 1) the 5G MM capability needs to be extended to include the CP security solution support, and 2)  the AMF supporting the CP security solution needs to perform AUSF discovery with CP security solution support indication. On the other hands, option 1 uses the existing mechanism to steer the UE for specific network slice which is configured to support the CP security solution.
Proposal 4: For the sake of simplicity, CT1 can reach an agreement to go with option 1 and can inform SA2.
Question 4: What if the relay UE’s AMF/AUSF turns out to not support CP security procedure?

Consequent action for PC5 interface needs to be clarified: Rejection of Direct Link Establishment, and the remote UE seeks for another relay. Since it would happen because of misconfiguration, the remote UE and the relay UE may need to request ProSe policy provisioning update. 

Proposal 5: Rejection case can be clarified in stage-3. Subsequent operation can be captured as an informative note.

3. Conclusions

For issue 1) whether to use CP security or UP security solution

Proposal 1: 
· Update ProSe Policy to indicate whether CP security solution is configured for the UE as a part of PC5 security policy.
· If there is no CP security solution indication in the ProSe policy, it is assumed that the UE uses the UP security solution. 
i.e., if there is a 5G PKMF address in the ProSe policy, the UE uses the UP security solution. If there is no 5G PKMF address in the ProSe policy and no indication of CP security solution, the UE connects to the 5G DDNMF to get the 5G PKMF address
Proposal 2: Clarify only one security solution is configured in the ProSe policy.
Proposal 3: Specify appropriate failure handling in TS 24.554 e.g., Direct link establishment reject due to mismatch of the configured security solution.

For issue 2) How to ensure that the relay UE’s AMF/AUSF supports the CP security procedure

Proposal 4: For the sake of simplicity, CT1 can reach an agreement to go with option 1: using S-NSSAI. CT1 may need to inform SA2 its preference.
Proposal 5: If there is no support at the network side for the CP security solution, NAS procedure rejection case shall be clarified in stage-3. 

A corresponding CR is submitted as C1-223690. Draft LS is submitted as C1-223694.
