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1
Introduction
3GPP SA3Li sent an LS in C1-223386/S3i220244 highlighting the issues of providing the lawful interception for the VoIMS and IMS session using S8HR/N9HR home routing when a cross-country Inter-PLMN handover occurs.
This discussion paper provides the background information, discusses the issue, and raises the questions focusing mainly on CT1 aspects. To facilitate the discussions, a S8HR deployment scenario is depicted below.
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2
Background
At least 5GAA and several EU based networks have been investigating network deployments that enable inter-PLMN handover of both “data communication” and IMS voice calls. S8 Home Routing (S8HR) is assumed in the VPLMN(s).

An underlying assumption is that inter-PLMN idle mode mobility with IP address continuity is also enabled.
In recent years, several 3GPP Working Groups have discussed the inter-PLMN handover topic and there was general 3GPP agreement that the 3GPP standards enable it, but that its lack of widespread deployment is just a rollout matter or operational decision from operators.

However, recent investigations into the 3GPP standards indicate that there could be some LI issues related to the handover of ongoing VoLTE (and VoNR) calls, as described in C1-223386/S3i220244.
The issues relate to the potential need for the ‘new’ PLMN (the one that is the ‘target’ of the handover and aka VPLMN throughout this paper) to be able to intercept IMS communications after the handover.
This can be broken down into 2 primary components:

1) The capability to intercept the ongoing call in the VPLMN;


2) The capability to intercept new calls that are started in the VPLMN.
3
Discussions and questions
As 3GPP SA3Li indicated, in order to allow the lawful interception of the VoLTE using S8HR in the VPLMN, the VPLMN requires IMS confidentiality protection to be turned off to enable LI. This applies to all outbound roaming UEs and there is no exchange of “LI target UE” information between HPLMN and VPLMN. Communication between the LI entities in the HPLMN and VPLMN is not acceptable.
The VPLMN needs to know the SIP identities of both the calling and called parties. (e.g., LEA want to intercept calls between a non-targeted UE and a SIP identity that is not in that VPLMN, and also want to know with whom a targeted UE is communicating). To enable the VPLMN to obtain the SIP identities, the IMS confidentiality protection needs to be removed.
Vodafone would like to initiate and invite the discussions in CT1 with the following questions.
a) 
Whether and how the IMS signalling can be used to allow a VPLMN to intercept an ongoing VoIMS call after the cross-country inter-PLMN handover, and
b) 
how to ensure that the VPLMN can perform the lawful interception of the IMS calls started in the VPLMN?
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