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* * * First Change * * * *
[bookmark: _Toc59208931][bookmark: _Toc34388641][bookmark: _Toc34404412][bookmark: _Toc45282241][bookmark: _Toc45882627][bookmark: _Toc51951177][bookmark: _Toc75734770][bookmark: _Toc82772107][bookmark: _Toc97296036]7.2.10.5	5G ProSe direct link security mode control procedure not accepted by the target UE
If the PROSE DIRECT LINK SECURITY MODE COMMAND message cannot be accepted, the target UE shall send a PROSE DIRECT LINK SECURITY MODE REJECT message, and the target UE shall abort the ongoing procedure that triggered the initiation of the 5G ProSe direct link security mode control procedure unless the ongoing procedure is a 5G ProSe direct link establishment procedure and the Target user info is not included in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message. The PROSE DIRECT LINK SECURITY MODE REJECT message contains a PC5 signalling protocol cause IE indicating one of the following cause values:
#5:	lack of resources for 5G ProSe direct link;
#7:	integrity failure;
#8:	UE security capabilities mismatch; 
#9:	LSB of KNRP-sess ID conflict;
#10:	UE PC5 unicast signalling security policy mismatch; or
#111:	protocol error, unspecified. 
If this 5G ProSe direct link security mode control procedure is triggered during the 5G ProSe direct link establishment procedure and the implementation-specific maximum number of established NR 5G ProSe direct links has been reached, then the target UE shall send a PROSE DIRECT LINK SECURITY MODE REJECT message containing PC5 signalling protocol cause value #5 "lack of resources for 5G ProSe direct link".
If the PROSE DIRECT LINK SECURITY MODE COMMAND message cannot be accepted because the 5G ProSe direct link security mode control procedure was triggered during a 5G ProSe direct link establishment procedure, that the selected security algorithms in the PROSE DIRECT LINK SECURITY MODE COMMAND message included the null integrity protection algorithm and the target UE's 5G ProSe direct signalling integrity protection policy is set to "Signalling integrity protection required", the target UE shall include PC5 signalling protocol cause #10 "UE PC5 unicast signalling security policy mismatch" in the PROSE DIRECT LINK SECURITY MODE REJECT message.
If the PROSE DIRECT LINK SECURITY MODE COMMAND message cannot be accepted because the 5G ProSe direct link security mode control procedure was triggered during a 5G ProSe direct link re-keying procedure, the integrity protection algorithm currently in use for the 5G ProSe direct link is different from the null integrity protection algorithm and the selected security algorithms in the PROSE DIRECT LINK SECURITY MODE COMMAND message include the null integrity protection algorithm, the target UE, the target UE shall include PC5 signalling protocol cause #10 "UE PC5 unicast signalling security policy mismatch" in the PROSE DIRECT LINK SECURITY MODE REJECT message. 
If the target UE detects that the received UE security capabilities IE in the PROSE DIRECT LINK SECURITY MODE COMMAND message has been altered compared to the latest values that the target UE sent to the initiating UE in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message or PROSE DIRECT LINK REKEYING REQUEST message, the target UE shall include PC5 signalling protocol cause #8 "UE security capabilities mismatch" in the PROSE DIRECT LINK SECURITY MODE REJECT message.
If the target UE detects that the LSB of KNRP-sess ID included in the PROSE DIRECT LINK SECURITY MODE COMMAND message are set to the same value as those received from another UE in response to the target UE's PROSE DIRECT LINK ESTABLISHMENT REQUEST message, the target UE shall include PC5 signalling protocol cause #9 "LSB of KNRP-sess ID conflict" in the PROSE DIRECT LINK SECURITY MODE REJECT message.
After the PROSE DIRECT LINK SECURITY MODE REJECT message is generated, the target UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for 5G ProSe direct communication and the target UE's layer-2 ID for 5G ProSe direct communication.
Upon receipt of the PROSE DIRECT LINK SECURITY MODE REJECT message, the initiating UE shall stop timer T5089, provide an indication to the lower layer of deactivation of the 5G ProSe direct security protection and deletion of security context for the 5G ProSe direct link, if applicable and:
a)	if the PC5 signalling protocol cause IE in the PROSE DIRECT LINK SECURITY MODE REJECT message is set to #9 "LSB of KNRP-sess ID conflict", retransmit the PROSE DIRECT LINK SECURITY MODE COMMAND message with a different value for the LSB of KNRP-sess ID and restart timer T5089; or
b)	if the PC5 signalling protocol cause IE is set to the value other than #9 "LSB of KNRP-sess ID conflict", abort the ongoing procedure that triggered the initiation of the 5G ProSe direct link security mode control procedure.
* * * Next Change * * * *
[bookmark: _Toc45282256][bookmark: _Toc45882642][bookmark: _Toc51951192][bookmark: _Toc59208948][bookmark: _Toc75734787][bookmark: _Toc92273879][bookmark: _Toc97296042]7.2.11.3	5G ProSe direct link re-keying procedure accepted by the target UE
Upon receipt of a PROSE DIRECT LINK REKEYING REQUEST message, if the PROSE DIRECT LINK REKEYING REQUEST message includes a Re-authentication indication, the target UE shall derive a new KNRP. This may require performing one or more 5G ProSe direct link authentication procedures as specified in clause 7.2.12z.
NOTE:	How many times the 5G ProSe direct link authentication procedure needs to be performed to derive a new KNRP depends on the authentication method used.
Then the target UE shall initiate a 5G ProSe direct link security mode control procedure as specified in in clause 7.2.10
Upon successful completion of the 5G ProSe direct link security mode control procedure, the target UE shall create a PROSE DIRECT LINK REKEYING RESPONSE message. 
After the PROSE DIRECT LINK REKEYING RESPONSE message is generated, the target UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication.
* * * Next Change * * * *
[bookmark: _Toc75734789][bookmark: _Toc92273881][bookmark: _Toc97296044]7.2.11.5	Abnormal cases at the initiating UE
The following abnormal cases can be identified:
a)	Timer T5091 expires.
	The initiating UE shall retransmit the PROSE DIRECT LINK REKEYING REQUEST message and restart timer T5091. After reaching the maximum number of allowed retransmissions, the initiating UE shall abort the 5G ProSe direct link re-keying procedure, shall provide an indication of deactivation of the PC5 unicast security protection and deletion of security context for the 5G ProSe direct link to the lower layer, if applicable, along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication and may initiate the 5G ProSe direct link release procedure.
NOTE:	The maximum number of allowed retransmissions is UE implementation specific.
b)	The need to use this 5G ProSe direct link no longer exists before the 5G ProSe direct link re-keying procedure is completed.
	The initiating UE shall abort the procedure and shall provide an indication of deactivation of the PC5 unicast security protection and deletion of security context for the 5G ProSe direct link to the lower layer, if applicable, along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication.
c)	For the same 5G ProSe direct link, if the initiating UE receives a PROSE DIRECT LINK IDENTIFIER UPDATE REQUEST message after initiating the 5G ProSe direct link re-keying procedure, the initiating UE shall stop the timer T5091, abort the 5G ProSe direct link re-keying procedure and proceed with the 5G ProSe direct link identifier update procedure.
[bookmark: _Toc45282233][bookmark: _Toc45882619][bookmark: _Toc51951169][bookmark: _Toc59208923][bookmark: _Toc75734761][bookmark: _Toc92273853][bookmark: _Toc97296050]* * * Next Change * * * *
7.2.12.5	5G ProSe direct link authentication procedure not accepted by the target UE
If the PROSE DIRECT LINK AUTHENTICATION REQUEST message cannot be accepted, the target UE shall create a PROSE DIRECT LINK AUTHENTICATION REJECT message. In this message, the target UE shall include a PC5 signalling protocol cause IE indicating one of the following cause values:
#5:	lack of resources for 5G ProSe direct link;
#6:	authentication failure5G ProSe direct link.
If this 5G ProSe direct link authentication procedure is triggered during the 5G ProSe direct link establishment procedure and the implementation-specific maximum number of established NR 5G ProSe direct links has been reached, then the target UE shall send a PROSE DIRECT LINK AUTHENTICATION REJECT message containing PC5 signalling protocol cause value #5 "lack of resources for 5G ProSe direct link".
After the PROSE DIRECT LINK AUTHENTICATION REJECT message is generated, the target UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication.
The target UE shall abort the ongoing procedure that triggered the initiation of the 5G ProSe direct link authentication procedure if the ongoing procedure is the 5G ProSe direct link establishment procedure and the tTarget user info is included in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message.
Upon receipt of the PROSE DIRECT LINK AUTHENTICATION REJECT message, the initiating UE shall stop timer T5092 and abort the ongoing procedure that triggered the initiation of the 5G ProSe direct link authentication procedure.
* * * End of Changes * * * *

