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***** change *****
1	Scope
The present document specifies non-3GPP access network discovery and selection procedures, the access authorization procedure used for accessing non-3GPP access networks. These non-3GPP access networks can be trusted non-3GPP access networks, untrusted non-3GPP access networks or wireline access networks.
The present document also specifies the security association management procedures used for establishing IKEv2 and IPsec security associations:
-	between the UE and the N3IWF and the procedures for transporting messages between the UE and the N3IWF over the non-3GPP access networks; and
-	between the UE and the TNGF and the procedures for transporting messages between the UE and the TNGF over the non-3GPP access networks. 
The present document also specifies the EAP-5G procedures used for exchange of NAS messages via trusted non-3GPP access and wireline access network before the UE or the 5G-RG is authenticated and authorized to use the trusted non-3GPP access or the wireline access network.
The present document is applicable to the UE, the 5G-RG, the W-AGF acting on behalf of the FN-RG or the W-AGF acting on behalf of the N5GC device and the network. In this technical specification the network refers to the 3GPP 5GCN and the trusted non-3GPP access, untrusted non-3GPP access, or wireline access network.
[bookmark: _Toc20212008]NOTE:	The present document is not applicable to the FN-RG.
[bookmark: _Toc27744890][bookmark: _Toc36114690][bookmark: _Toc45271284][bookmark: _Toc51936542][bookmark: _Toc58230212][bookmark: _Toc99194339]***** change *****
[bookmark: _Toc20212010][bookmark: _Toc27744892][bookmark: _Toc36114692][bookmark: _Toc45271286][bookmark: _Toc51936544][bookmark: _Toc58230214][bookmark: _Toc99194341][bookmark: _Toc20212054][bookmark: _Toc27744937][bookmark: _Toc36114737][bookmark: _Toc45271331][bookmark: _Toc51936589][bookmark: _Toc58230259][bookmark: _Toc99194386]3.1	Definitions
[bookmark: OLE_LINK6][bookmark: OLE_LINK7][bookmark: OLE_LINK8]For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
MTU: Maximum transmission unit (MTU) is the largest PDU size which can be transmitted and received by a network entity in one single IP packet without any need for IP fragmentation.
NWt: NWt is the reference point between the UE and the TNGF for establishing secure tunnel(s) between the UE and the TNGF so that control-plane and user-plane exchanged between the UE and the 5G core network is transferred securely over trusted non-3GPP access.
NWu: NWu is the reference point between the UE and the N3IWF for establishing secure tunnel(s) between the UE and the N3IWF so that control-plane and user-plane exchanged between the UE and the 5G core network is transferred securely over untrusted non-3GPP access.
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.501 [2] apply:
5G Access Network
5G Core Network 
5G QoS flow
5G QoS identifier
5G System
Network identifier (NID)
PDU Session
Stand-alone Non-Public Network
TNGF
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.003 [8] apply:
Global Line Identifier (GLI)
Global Cable Identifier (GCI)NAI
For the purposes of the present document, the following terms and definitions given in 3GPP TS 33.501 [5] apply:
SUPI
SUCI
For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.302 [7] apply:
S2a connectivity
For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.501 [4] apply:
Non 5G capable over WLAN (N5CW) device
SNPN access operation mode
W-AGF acting on behalf of the N5GC device
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.316 [40] apply:
W-CP EAP connection
W-CP signalling connection
***** change *****
6.3.1	General
In order to register to the 5G core network (5GCN) via untrusted non-3GPP IP access, the UE first needs to be configured with a local IP address from the untrusted non-3GPP access network (N3AN).
Once the UE is configured with a local IP address, the UE shall select the Non-3GPP InterWorking Function (N3IWF) as described in clause 7.2 and shall initiate the IKEv2 SA establishment procedure as described in clause 7.3. During the IKEv2 SA establishment procedure, authentication and authorization for access to 5GCN is performed.
NOTE:	The trust relationship indicator (see 3GPP TS 24.302 [7]), which can be received during EAP extension authentication during IKEv2 SA, does not indicate the WLAN is a trusted non-3GPP access network connected to the 5GCN.
In a trusted non-3GPP access, a UE shall first connect to a TNAN using a link layer protocol and shall initiate EAP authentication. During EAP authentication, authentication and authorization for access to 5GCN is performed by exchange of EAP-5G message the link layer protocol between the UE and the TNAN, see clause 7.3A.2.1. Upon completion of EAP authentication, the UE shall be assigned an IP address by that TNAN. Once the UE is configured with an IP address, it shall initiate the IKEv2 SA establishment procedure as described in clause 7.3A.
[bookmark: _Toc20212055][bookmark: _Toc27744938]In a wireline access, the 5G-RG shall first establish W-CP EAP connection with a W-AGF serving the 5G-RG using means out of scope of the present document and shall initiate EAP authentication. During EAP authentication, authentication and authorization for access to 5GCN is performed by exchange of EAP-5G messages via W-CP EAP connection, see clause 7A. Once the EAP authentication succeeds, the 5G-RG shall establish a W-CP signalling connection.
In wireline access, authentication and authorization of an N5GC device behind a CRG for access to 5GCN is performed as described in clause 6.3.2.
[bookmark: _Toc36114738][bookmark: _Toc45271332][bookmark: _Toc51936590][bookmark: _Toc58230260][bookmark: _Toc99194387]***** change *****
[bookmark: _Toc36114851][bookmark: _Toc45271445][bookmark: _Toc51936704][bookmark: _Toc58230374][bookmark: _Toc99194506][bookmark: _Toc20212164][bookmark: _Toc27745050]7A	voidEAP-5G session over wireline access
[bookmark: _Toc36114852][bookmark: _Toc45271446][bookmark: _Toc51936705][bookmark: _Toc58230375][bookmark: _Toc99194507]7A.1	General
A vendor-specific EAP method (EAP-5G) is used to encapsulate NAS messages between the 5G-RG and the W-AGF serving the 5G-RG. The EAP-5G packets utilize the "Expanded" EAP type and the existing 3GPP Vendor-Id registered with IANA under the SMI Private Enterprise Code registry (i.e. 10415). The EAP-5G method is utilized only for encapsulating the NAS messages. The EAP-5G method is not utilized to authenticate the 5G-RG in wireline access network.
[bookmark: _Toc36114853][bookmark: _Toc45271447][bookmark: _Toc51936706][bookmark: _Toc58230376][bookmark: _Toc99194508]7A.2	EAP-5G session initiation
The 5G-RG and the W-AGF serving the 5G-RG shall exchange EAP-5G messages via W-CP EAP connection. The W-AGF on reception of a W-CP EAP connection establishment shall start an EAP-5G session by sending an EAP-Request/5G-Start message.
The 5G-RG acknowledges start of the EAP-5G session by sending an EAP-Response/5G-NAS message which shall include:
a)	a NAS-PDU field containing a NAS message, for example, a REGISTRATION REQUEST message; and
b)	an AN-parameters field containing access network parameters, such as GUAMI, selected PLMN ID, requested NSSAI and establishment cause (see 3GPP TS 23.502 [3]).
NOTE 1:	If and how the UE includes the requested NSSAI as a part of the access type depends on the NSSAI inclusion mode IE as specified in 3GPP TS 24.501 [4].
The W-AGF, on reception of NAS messages from the 5G-RG within an EAP-Response/5G-NAS message, shall forward the NAS message to the AMF.
The W-AGF, on reception of NAS messages from the AMF, shall include the NAS message within an EAP-Request/5G-NAS message. The W-AGF shall transmit the EAP-Request/5G-NAS message to the 5G-RG.
NOTE 2:	The W-AGF is transparent to the NAS messages and as an intermediate network entity only conveys transparently the NAS messages between the 5G-RG and the AMF.
The EAP-Request/5G-NAS message shall include a NAS-PDU field that contains a NAS message.
Further NAS messages between the 5G-RG and the AMF, via the W-AGF, shall be inserted in NAS-PDU field of an EAP-Response/5G-NAS (5G-RG to W-AGF direction) and EAP-Request/5G-NAS (W-AGF to 5G-RG direction) message.
[bookmark: _Toc36114854][bookmark: _Toc45271448][bookmark: _Toc51936707][bookmark: _Toc58230377][bookmark: _Toc99194509]7A.3	EAP-5G session completion initiated by the network
Upon completion of successful authentication and on reception of the W-AGF key from the AMF, the W-AGF serving the 5G-RG shall complete the EAP-5G session by sending an EAP-Success message.
On reception of the EAP-Success message from the W-AGF, the 5G-RG proceeds as specified in clause 8.2.1.
An example of an EAP-5G session after successful authentication is shown in figure 7A.3-1.


Figure 7A.3-1: EAP-5G session for successful 5G-RG registration over wireline access
[bookmark: _Toc36114855][bookmark: _Toc45271449][bookmark: _Toc51936708][bookmark: _Toc58230378][bookmark: _Toc99194510]7A.4	EAP-5G session completion initiated by the 5G-RG
Upon receiving indication from the upper layer that no 5G-NAS messages need to be transmitted between the 5G-RG and W-AGF, the 5G-RG shall terminate the EAP-5G session by sending an EAP-Response/5G-Stop message to the W-AGF.
On reception of EAP-Response/5G-Stop message, the W-AGF shall complete the EAP-5G session by sending an EAP-Failure message to the 5G-RG.
[bookmark: _Toc36114856][bookmark: _Toc45271450][bookmark: _Toc51936709][bookmark: _Toc58230379][bookmark: _Toc99194511]***** change *****
[bookmark: _Toc20212167][bookmark: _Toc27745053][bookmark: _Toc36114859][bookmark: _Toc45271453][bookmark: _Toc51936712][bookmark: _Toc58230382][bookmark: _Toc99194514]8.2.1	General
In trusted and untrusted non-3GPP access, after the completion of IKE SA and establishment of signalling IPsec SA as specified in clause 7.3 for untrusted non-3GPP access and clause 7.3A for trusted non-3GPP access, the UE establishes with the N3IWF for untrusted non-3GPP access or the TNGF for trusted non-3GPP access a TCP connection for transport of NAS messages over the inner IP layer and the signalling IPsec SA as specified in clause 8.2.3. Once the TCP connection for transport of NAS messages is established, the UE performs NAS procedures over the TCP connection for transport of NAS messages. All uplink and downlink NAS mobility management messages and NAS session management messages are relayed between the UE and the AMF via N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access using the TCP connection for transport of NAS messages as specified in clause 8.2.4. Once the TCP connection is established and upon detection of a TCP connection failure, the UE and the N3IWF for untrusted non-3GPP access or the UE and the TNGF for trusted non-3GPP access re-establish the TCP connection as specified in clause 8.2.3A. When the TCP connection for transport of NAS messages is no longer needed, the UE, the N3IWF for untrusted non-3GPP access or the TNGF for trusted non-3GPP access release the TCP connection as specified in clause 8.2.5.
[bookmark: _Toc20212168][bookmark: _Toc27745054]In wireline access, after completion of EAP-5G authentication as specified in clause 7A, all uplink and downlink NAS mobility management messages and NAS session management messages are relayed between the 5G-RG and the AMF via W-AGF serving the 5G-RG using the W-CP signalling connection without EAP-5G encapsulation. Transport using the W-CP signalling connection is out of scope of the present document.
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