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in 6.3.13.2 Authentication and authorization of UAV
Editor's Note:	It is FFS whether other ESM procedures can be used for UUAA-SM.
 Necessary ESM procedure has been specified for UUAA-SM. The EN is resolved.


In 6.3.13.3	Authorization of C2 communication
Editor's Note:	It is FFS how the network disables C2 communication for the PDN connection.
 TS 23.256 has clarified as following: 
"When the C2 authorization is revoked by the USS, the SMF or SMF+PGW-C shall release the PDU Session/PDN connection for C2 communication (in case separate PDU Sessions/PDN Connections are used), or disable C2 communication for the PDU Session/PDN connection (in case common PDU Session/PDN Connection is used), e.g. by removing the traffic filters for C2 communications and the QoS flow for C2 communication, and informs the UE with a PDU session modification/bearer modification request."
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In 6.1.5.4.1 General
Editor's Note:	It is FFS whether the protocol configuration options IE or the extended protocol configuration options IE is used in the PDN CONNECTIVITY REQUEST or ESM INFORMATION RESPONSE message to carry the UE's CAA-level UAV ID.
 It was agreed to use ePCO (C1-220834) so EN was resolved.
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*** First change ***
[bookmark: _Toc91684316]6.3.13.2	Authentication and authorization of UAV
The UE supporting UAS services may request a PDN connection for USS communication during attach and UE-requested PDN connectivity procedures (see clause 5.5.1 and 6.5.1). In the request of the PDN connection for USS communication, the UE provides CAA-level UAV ID to the network via the protocol configuration options and the network may decide to perform UUAA-SM procedure. A UE supporting UAS services may provide to the network the USS address or USS FQDN via the protocol configuration options during attach and UE-requested PDN connectivity procedures so that the network may use the information to discover the USS.
After successful UUAA-SM procedure, the network may initiate the re-authentication or re-authorization procedure for the UE supporting UAS services as a part of network-initiated EPS bearer context modification procedure. If UUAA-SM fails during the re-authentication or a re-authorization procedure, or if the revocation of UUAA is initiated by the network, then the associated PDN connection for USS communication is released.
Editor's Note:	It is FFS whether other ESM procedures can be used for UUAA-SM.
*** Next change ***
[bookmark: _Toc91684317]6.3.13.3	Authorization of C2 communication
The network supports C2 communication authorization for pairing of UAV and UAV-C. The pairing of UAV and UAV-C needs to be authorized by USS successfully before the user plane connectivity for C2 communication is enabled. The UE supporting UAS services may provide the network with an identification information of UAV-C to pair with, if available, via the protocol configuration options as follows:
-	If the UE uses a common PDN connectivity for both USS communication and C2 communication with a UAV-C, the C2 comunication with the UAV-C can be authorized using UUAA-SM procedure during the PDN connectivity procedure or during the bearer resource modification procedure. If the pairing of UAV and UAV-C is revoked, the network shall disable C2 communication for the PDN connection.
NOTE:	The network can disable C2 communication for the PDN connection e.g., by removing the packet filter(s) allocated for C2 communication during EPS bearer context modification procedure as specified in clause 6.4.3 or by deactivating the EPS bearer context for C2 communication during EPS bearer context deactivation procedure as specified in clause 6.4.4.
Editor's Note:	It is FFS how the network disables C2 communication for the PDN connection.
-	If the UE uses separate PDN connectivity for, respectively, USS communication and C2 communication with a UAV-C, the C2 communication with the UAV-C is authorized using UUAA-SM during the PDN connectivity procedure. If the pairing of UAV and UAV-C is revoked, the PDN connectivity or C2 communication shall be released by the network.
[bookmark: _Toc20218117][bookmark: _Toc27744002][bookmark: _Toc35959573][bookmark: _Toc45203006][bookmark: _Toc45700382][bookmark: _Toc51920118][bookmark: _Toc68251178][bookmark: _Toc91684355]*** Next change ***
6.5.1.4.1	General
If connectivity with the requested PDN cannot be accepted by the network, the MME shall send a PDN CONNECTIVITY REJECT message to the UE. The message shall contain the PTI and an ESM cause value indicating the reason for rejecting the UE requested PDN connectivity.
The ESM cause IE typically indicates one of the following ESM cause values:
#8:	operator determined barring;
#26:	insufficient resources;
#27:	missing or unknown APN;
#28:	unknown PDN type;
#29:	user authentication or authorization failed;
#30:	request rejected by Serving GW or PDN GW;
#31:	request rejected, unspecified;
#32:	service option not supported;
#33:	requested service option not subscribed;
#34:	service option temporarily out of order;
#35:	PTI already in use;
#38:	network failure;
#50:	PDN type IPv4 only allowed;
#51:	PDN type IPv6 only allowed;
#53:	ESM information not received;
#54:	PDN connection does not exist;
#55:	multiple PDN connections for a given APN not allowed;
#57:	PDN type IPv4v6 only allowed;
#58:	PDN type non IP only allowed;
#61:	PDN type Ethernet only allowed;
#65:	maximum number of EPS bearers reached;
#66:	requested APN not supported in current RAT and PLMN combination;
#95 – 111:	protocol errors;
#112:	APN restriction value incompatible with active EPS bearer context;
#113:	Multiple accesses to a PDN connection not allowed.
The network may include a Back-off timer value IE in the PDN CONNECTIVITY REJECT message. If the ESM cause value is #26 "insufficient resources" and the PDN CONNECTIVITY REQUEST message was received via a NAS signalling connection established with RRC establishment cause "High priority access AC 11 – 15" or the request type in the PDN CONNECTIVITY REQUEST message was set to "emergency" or "handover of emergency bearer services", the network shall not include a Back-off timer value IE.
If the Back-off timer value IE is included and the ESM cause value is different from #26 "insufficient resources", #50 "PDN type IPv4 only allowed", #51 "PDN type IPv6 only allowed", #57 "PDN type IPv4v6 only allowed", #58 "PDN type non IP only allowed", #61 "PDN type Ethernet only allowed", and #65 "maximum number of EPS bearers reached", the network may include the Re-attempt indicator IE to indicate:
-	whether the UE is allowed to attempt a PDP context activation procedure in the PLMN for the same APN in A/Gb or Iu mode or a PDU session establishment procedure in the PLMN for the same APN in N1 mode; and
-	whether another attempt in A/Gb and Iu mode, in S1 mode or in N1 mode is allowed in an equivalent PLMN.
If the ESM cause value is #50 "PDN type IPv4 only allowed", #51 "PDN type IPv6 only allowed", #57 "PDN type IPv4v6 only allowed", #58 "PDN type non IP only allowed" or #61 "PDN type Ethernet only allowed", the network may include the Re-attempt indicator IE without Back-off timer value IE to indicate whether the UE is allowed to attempt a PDN connectivity procedure in an equivalent PLMN for the same APN in S1 mode using the same PDN type.
If the ESM cause value is #66 "requested APN not supported in current RAT and PLMN combination", the network may include the Re-attempt indicator IE without Back-off timer value IE to indicate whether the UE is allowed to attempt a PDN connectivity procedure in an equivalent PLMN for the same APN in S1 mode.
Upon receipt of the PDN CONNECTIVITY REJECT message, the UE shall stop timer T3482 and enter the state PROCEDURE TRANSACTION INACTIVE.
If the PDN CONNECTIVITY REJECT message is due to an ESM failure notified by EMM layer (i.e., EMM cause #19 "ESM failure" included in an ATTACH REJECT message), the UE may include a different APN in the PDN CONNECTIVITY REQUEST message.
NOTE 1:	When receiving EMM cause #19 "ESM failure", coordination is required between the EMM and ESM sublayers in the UE to notify the ESM failure.
If the PDN CONNECTIVITY REQUEST message was sent with request type set to "emergency" or "handover of emergency bearer services" in a stand-alone PDN connectivity procedure and the UE receives a PDN CONNECTIVITY REJECT message, then the UE may:
a)	inform the upper layers of the failure to establish the emergency bearer; or
NOTE 2:	This can result in the upper layers requesting establishment of a CS emergency call (if not already attempted in the CS domain) or other implementation specific mechanisms, e.g. procedures specified in 3GPP TS 24.229 [13D] can result in the emergency call being attempted to another IP-CAN.
b)	detach locally, if not detached already, attempt EPS attach for emergency bearer services.
If the PDN CONNECTIVITY REQUEST message was sent with PDN type set to "Ethernet" and the UE receives a PDN CONNECTIVITY REJECT message with ESM cause #58 "PDN type non IP only allowed", then the UE may attempt a PDN connectivity procedure with the non-IP PDN type.
If the PDN CONNECTIVITY REJECT message contains the UAS services not allowed indication parameter in the extended protocol configuration options IE and the UE has not provided its CAA-level UAV ID to the network, the UE shall not send another PDN CONNECTIVITY REQUEST message for UAS services without providing its CAA-level UAV ID to the network.
Editor's Note:	It is FFS whether the protocol configuration options IE or the extended protocol configuration options IE is used in the PDN CONNECTIVITY REQUEST or ESM INFORMATION RESPONSE message to carry the UE's CAA-level UAV ID.
