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1. Successful intersystem TAU
3GPP TS 33.501 sc. 8.5.2 specifies successful scenario for 5G to 4G TAU procedure.
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NOTE:  This procedure is based on clause 4.11.1.3.2 in TS 23.502 [§] and only includes steps and descriptions
that are relevant to security.
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Figure 8.5.2-1: Idle mode mobility from 5G to 4G




1.
The UE initiates the TAU procedure by sending a TAU Request to the MME with a mapped EPS GUTI derived from the 5G GUTI and its EPS security capabilities. The mapped EPS GUTI contains the information of the AMF that has the latest UE context in the 5G network.

The UE integrity protects the TAU Request message using the current 5G NAS security context identified by the 5G GUTI used to derive the mapped EPS GUTI. More precisely, the UE shall compute the NAS MAC for the TAU request as it is done for a 5G NAS message over a 3GPP access.
/* After TAU Request is sent */

….

6.
The UE shall derive a mapped EPS NAS security context as described in clause 8.6.1. The UE shall select the EPS algorithms using the ones received in an earlier NAS SMC from the AMF as described in clause 6.7.2. The UE shall immediately activate the mapped EPS security context and be ready to use it for the processing of the TAU Accept message in step 7.

-----------------------------------------------------------------------------------------------------------------------------------------------------

As specified in 33.501 the UE shall immediately activate the mapped EPS security context after TAU REQUEST. In successful procedure the MME responds with the TAU ACCEPT security protected with mapped EPS security context. This means that after the successful tracking area updating procedures the UE and the network have established secure exchange of NAS messages with the mapped EPS security context.
33.501 nor 24.501 do not specify the actions at unsuccessful 5G to 4G TAU procedure.

2. Unsuccessful intersystem change with TAU Reject
5G to 4G intersystem TAU procedure may fail and the MME responds with a TAU REJECT message (Figure 1).
TAU REJECT can be received either integrity protected and ciphered with mapped EPS security context or unprotected.
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Figure 1

2.1 Receiving non-integrity protected TAU Reject

The MME may send the TAU reject unprotected. Reason can be an interoperability problem between MME and AMF e.g. if the MME cannot retrieve the UE context or the mapped EPS security context from the AMF or else.
If the UE receives the TAU Reject unprotected the secure exchange of NAS messages does not happen and the created mapped EPS NAS security context become useless.
2.2 Receiving protected TAU Reject

If the MME can receive the mapped EPS security context from the AMF, but the MME has to reject the TAU procedure for some reasons, it can protect the TAU Reject with the mapped EPS NAS security context.

The UE can use the derived mapped EPS NAS security context for verifying the integrity protection of the message. If the integrity check and unciphering succeed the UE and the network has performed secure exchange of NAS messages with the mapped EPS security context.
3 Proposed UE behaviour
It is unspecified whether the UE should use the 5GS NAS security context or the mapped EPS NAS security context for protecting upcoming NAS signaling in S1 mode. This should be clarified in TS 24.501.

Proposal#1: If the TAU Reject was received unprotected, and the UE needs to reattempt TAU i.e. the UE is still registered, the UE shall protect upcoming TAU Request again using the 5GS NAS security context. After the TAU request is sent the UE shall derive the mapped EPS security context meaning the UE behaviour is the same as in the first TAU.
Proposal#2: If the TAU Reject was received protected with the mapped EPS NAS security context the UE shall protect upcoming TAU Request with the mapped EPS NAS security context as secure exchange of NAS messages was completed using the mapped EPS security context.
Find related CR in C1-213415 for TS 24.301.

-------------------------------------------------------------------------------------------------------------------------------------------

Annex A. EMM main states in the UE
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