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	Reason for change:
	About when to derive KAKMA and A-KID at the UE, As per specified in TS 24.501, it was specified as per below yellow text:
"Upon receiving a request from upper layers to obtain AKMA Anchor Key (KAKMA) and AKMA Key Identifier (A-KID), the UE shall derive the KAKMA and the AKMA Temporary Identifier (A-TID) from the KAUSF if available as specified in 3GPP TS 33.535 [24A], shall further derive the A-KID from the A-TID as specified in 3GPP TS 33.535 [24A] and shall provide KAKMA and A-KID to the upper layers."

The keyword "from the KAUSF if available" means whenever the UE NAS received the request from upper layers, it shall always use the current available KAUSF for the derivation of KAKMA and A-KID, regardless of any other conditions.

However, it could happen that there is no KAUSF at the UE or the available KAUSF is invalid. The typical scenarios in which the UE has no valid KAUSF include, e.g.:
Scenario #1: During the network initiated EAP-AKA procedure, upon receipt of the EAP-request message, the UE has generated the new KAUSF and partial native 5G NAS security context, and temporarily store them in the volatile memory of the ME. Hereaftere, if the network cannot authenticate the UE, the network sends the EAP-failure message to the UE. Upon receipt of the EAP-failure message, as per current text in TS 24.501, the UE will only delete the partial native 5G NAS security context created but the KAUSF is not deleted (Note that KAUSF is not included in the native 5G NAS security context). However, due to failure of NAS AKA procedure, such KAUSF stored in the volatile memory of the ME should be invalid, even it was not deleted by the ME.

Scenario #2: Assuming the KAUSF and 5G NAS security context are stored in the USIM of ME1, if the USIM was removed and inserted into another ME2, then in the new ME2, due to the SUPI from the USIM does not match the SUPI stored in the non-volatile memory of the new ME2, the new UE will delete the KAUSF and 5G NAS security context stored in the USIM and then the new UE has no KAUSF.

The UE upper layers actually have no idea on the status of KAUSF at the UE NAS. Hence, when receiving a request from upper layers to obtain KAKMA and A-KID, if there is no valid KAUSF available, the UE NAS layer cannot derive the KAKMA and A-KID and how to further indicate this situation to the UE upper layers is unspecified in the current spec.

It proposes to add a NOTE to cover no valid KAUSF available case for AKMA that how to indicate this situation to the upper layers is implementation specific.

Also it proposes to clearly indicate that the UE shall derive the KAKMA and the A-TID from the valid KAUSF, not only KAUSF.

[bookmark: _GoBack]About when the UE considers the new generated KAUSF as valid, it was covered by the CR#3065 (C1-210993).

	
	

	Summary of change:
	It proposes to add a NOTE to cover no valid KAUSF available case for AKMA that how to indicate this situation to the upper layers is implementation specific.

Also it proposes to clearly indicate that the UE shall derive the KAKMA and the A-TID from the valid KAUSF, not only KAUSF.


	
	

	Consequences if not approved:
	The UE handling for AKMA is unspecified in case of no valid KAUSF available.
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* * * First Change * * * *
[bookmark: OLE_LINK57][bookmark: _Toc59215166]4.21	Authentication and Key Management for Applications (AKMA)
The purpose of AKMA is to provide authentication and key management to applications based on 3GPP credentials used for 5GS access as specified in 3GPP TS 33.535 [24A], which allows the UE to securely exchange data with an application server.
[bookmark: OLE_LINK29]Upon receiving a request from the upper layers to obtain AKMA Anchor Key (KAKMA) and AKMA Key Identifier (A-KID), the UE shall derive the KAKMA and the AKMA Temporary Identifier (A-TID) from the KAUSF, if available and valid, as specified in 3GPP TS 33.535 [24A], shall further derive the A-KID from the A-TID as specified in 3GPP TS 33.535 [24A] and shall provide KAKMA and A-KID to the upper layers.
NOTE 1:	The upper layers derive the AKMA Application Key (KAF) from KAKMA as specified in 3GPP TS 33.535 [24A].
NOTE 2:	The knowledge of whether a certain application needs to use AKMA or not is application specific and is out of the scope of 3GPP.
NOTE 3:	The exact method of securing the data exchange at the upper layers using KAF is application specific and is out of the scope of 3GPP.
NOTE y:	Upon receiving a request from the upper layers to obtain KAKMA and A-KID, if there is no valid KAUSF available, the UE NAS layer cannot derive the KAKMA and A-KID and how to indicate it to the upper layers is implementation specific.
* * * End of Change * * * *

