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3.1	Definitions
[bookmark: OLE_LINK6][bookmark: OLE_LINK7][bookmark: OLE_LINK8]For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
[bookmark: _Toc20215423][bookmark: _Toc27495888][bookmark: _Toc36107627]An MCData user is affiliated to an MCData group: The MCData user has expressed interest in an MCData group it is a member of, and both the MCData server serving the MCData user and the MCData server owning the MCData group have authorized the MCData user's interest in the MCData group communication.
An MCData user is affiliated to an MCData group at an MCData client: The MCData user is affiliated to the MCData group, the MCData client has a registered IP address for an IMPU related to the MCData ID, and the MCData server serving the MCData user has authorised the MCData user's interest in the MCData group at the MCData client.
Affiliation status: Applies for an MCData user to an MCData group and has one of the following states:
a)	the "not-affiliated" state indicating that the MCData user is not interested in the MCData group and the MCData user is not affiliated to the MCData group;
b)	the "affiliating" state indicating that the MCData user is interested in the MCData group but the MCData user is not affiliated to the MCData group yet;
c)	the "affiliated" state indicating that the MCData user is affiliated to the MCData group and there was no indication that MCData user is no longer interested in the MCData group; and
d)	the "deaffiliating" state indicating that the MCData user is no longer interested in the MCData group but the MCData user is still affiliated to the MCData group.
Group document: when the group is not a regroup based on a preconfigured regroup, the term "group document" used within the present document refers to the group document for that group within the GMS as specified in 3GPP TS 24.481 [3111]; when the group is a regroup based on a preconfigured group, the term "group document" used within the present document refers to the group document for the preconfigured group as specified in 3GPP TS 24.481 [3111] restricted to the users or groups included in the regroup stored by the MCData server at the time of the regroup creation, see clause 23.
Group identity: An MCData group identity or a temporary MCData group identity.
In-progress emergency private communication state: the state of two participants when an MCData emergency one‑to‑one communication is in progress.
In-progress imminent peril group state: the state of a group when an MCData imminent peril group communication is in progress.
MCData client ID: is a globally unique identification of a specific MCData client instance. MCData client ID is a UUID URN as specified in IETF RFC 4122 [14].
MCData emergency alert: A notification from the MCData client to the MCData service that the MCData user has an emergency condition.
MCData emergency alert state: MCData client internal perspective of the state of an MCData emergency alert.
MCData emergency group state: MCData client internal perspective of the in-progress emergency state of an MCData group maintained by the controlling MCData function.
MCData emergency group communication: An urgent MCData group communication that highlights a situation of potential death or serious injury.
MCData emergency group communication state: MCData client internal perspective of the state of an MCData emergency group communication.
MCData emergency state: MCData client internal perspective of the state of an MCData emergency associated with an alert, group communication or one‑to‑one (private) communication. 
MCData emergency private communication state: MCData client internal perspective of the state of an MCData emergency one‑to‑one communication, initiated with emergency indication, or without emergency indication, when the MCData emergency state is already set.
MCData emergency private priority state: MCData client internal perspective of the in-progress emergency private communication state of the two participants of an MCData emergency one‑to‑one communication maintained by the controlling MCData function.
MCData imminent peril group communication state: MCData client internal perspective of the state of an MCData imminent peril group communication.
MCData imminent peril group state: MCData client internal perspective of the state of an MCData imminent peril group.
MCData private emergency alert state: MCData client internal perspective of the state of an MCData private one‑to‑one emergency alert targeted to an MCData user.
Functional alias status: Applies for the status of a functional alias for an MCData user and has one of the following states:
a)	the "not-activated" state indicating that the MCData user has not activated the functional alias;
b)	the "activating" state indicating that the MCData user is interested in using the functional alias but the functional alias is not yet activated for the MCData user;
c)	the "activated" state indicating that the MCData user has activated the functional alias; and
d)	the "deactivating" state indicating that the MCData user is no longer interested in using the functional alias but the functional alias is still activated for the MCData user.
For the purpose of the present document, the following terms and definitions given in 3GPP TS 33.180 [26] apply:
Client Server Key (CSK)
Multicast Signalling Key (MuSiK)
Multicast Signalling Key Identifier (MuSiK-ID)
MBMS subchannel control key (MSCCK)
MBMS subchannel control key identifier (MSCCK-ID)
Private Call Key (PCK)
Signalling Protection Key (SPK)
XML Protection Key (XPK)
For the purpose of the present document, the following terms and definitions given in 3GPP TS 22.280 [68] apply:
Functional alias
[bookmark: _Toc44598365][bookmark: _Toc44602220][bookmark: _Toc45197397][bookmark: _Toc45695430][bookmark: _Toc51850886][bookmark: _Toc59197493]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
CSK	Client-Server Key 
IMPU	IP Multimedia Public User identity
IPEG		In-Progress Emergency Group
IPEPC		In-Progress Emergency Private Call
IPIG		In-Progress Imminent peril Group
MBMS	Multimedia Broadcast and Multicast Service
MC	Mission Critical
MCS	Mission Critical Service
MCData	Mission Critical Data
MCData group ID	MCData group Identity
MDEA	MCData Emergency Alert
MDEG	MCData Emergency Group
MDEGC	MCData Emergency Group Communication
MDEPC		MCData Emergency Private (one‑to‑one) Communication
MDEPP		MCData Emergency Private (one‑to‑one) Priority
MDES	MCData Emergency State
MDIG		MCData Imminent peril Group
MDIGC		MCData Imminent peril Group Communication
MDPEA		MCData Private (one‑to‑one) Emergency Alert 
MIME	Multipurpose Internet Mail Extensions
MONP	MC service Off-Network Protocol
QCI	QoS Class Identifier
RTP	Real-time Transport Protocol
SAI	Service Area Identifier
SDP	Session Description Protocol
SIP	Session Initiation Protocol
SPK	Signalling Protection Key
URI	Uniform Resource Identifier
URN	Uniform Resource Name
UUID	Universally Unique IDentifier
XPK	XML Protection Key
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MCData emergency alerts can be initiated or cancelled as described in the procedures of clause 16 which include:
-	MCData emergency alert initiation, on-network;
-	MCData emergency alert cancellation, on-network; 
-	MCData emergency alert initiation, off-network; and
-	MCData emergency alert cancellation, off-network.
MCData emergency alerts are initiated to a target MCData group, and, if successful and not already affiliated to that group, will result in the initiator being implicitly affiliated to that MCData group. 
Key aspects of MCData emergency alerts include:
-	MCData emergency alert (MDEA) state: the MCData client maintains the internal MCData emergency alert state (MDEA, see subclause G.4.1). The initial setting is "MDEA 1: no-alert".
-	MCData private emergency alert (MDPEA) state: the MCData client maintains the internal MCData private emergency alert state (MDPEA, see subclause G.4.12). The initial setting is "MDPEA 1: no-alert".
-	Authorisations for emergency alerts: MCData users need to be authorised to initiate MCData emergency alerts and additionally need to be authorised to cancel MCData emergency alerts initiated by them or by others. The parameters related to these authorisations are specified in 3GPP TS 24.483 [42] and 3GPP TS 24.484 [12].
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The text string included in a Warning header field consists of an explanatory text preceded by a 3-digit text code, according to the following format in Table 4. 9.2-1.
Table 4.9.2-1 ABNF for the Warning text

warn-text      =/  DQUOTE mcdata-warn-code SP mcdata-warn-text DQUOTE
mcdata-warn-code = DIGIT DIGIT DIGIT 
mcdata-warn-text = *( qdtext | quoted-pair )


Table 4. 9.2-2 defines the warning texts that are defined for the Warning header field when a Warning header field is included in a response to a SIP INVITE request as specified in subclause 4. 9.1.
Table 4.9.2-2: Warning texts defined for the Warning header field

	Code
	Explanatory text
	Description

	101
	service authorisation failed
	The service authorisation of the MCData ID against the IMPU failed at the MCData server.

	102
	too many simultaneous affiliations
	The MCData user already has N2 maximum number of simultaneous affiliations.

	104
	isfocus not assigned
	A controlling MCData function has not been assigned to the MCData session.

	113
	group document does not exist
	The group document requested from the group management server does not exist.

	114
	unable to retrieve group document
	The group document exists on the group management server but the MCData server was unable to retrieve it.

	115
	group is disabled
	The group has the <disabled> element set to "true" in the group management server.

	116
	user is not part of the MCData group
	The group exists on the group management server but the requesting user is not part of this group.

	120
	user is not affiliated to this group
	The MCData user is not affiliated to the group.

	136 
	authentication of the MIKEY-SAKKE I_MESSAGE failed
	Security context establishment failed.

	139
	integrity protection check failed
	The integrity protection of an XML MIME body failed.

	140
	unable to decrypt XML content
	The XML content cannot be decrypted.

	141
	user unknown to the participating function
	The participating function is unable to associate the public user identity with an MCData ID.

	142
	unable to determine the controlling function
	The participating function is unable to determine the controlling function for the group call or private call.

	145
	unable to determine called party
	The participating function was unable to determine the called party from the information received in the SIP request.

	148
	group is regrouped
	The group hosted by a non-controlling function is part of a temporary group session as the result of the group regroup function.

	149
	SIP-INFO request pending
	The MCData client needs to wait for a SIP-INFO request with specific content, before taking further action.

	150
	150 invalid combinations of data received in MIME body
	The MCData client included invalid combinations of data in the SIP request.

	160
	user not authorised to request creation of a regroup
	The user is not authorised to request creation of a regroup.

	161
	user not authorised to request removal of a regroup
	The user is not authorised to request removal of a regroup.

	162
	group call abandoned due to required group members not affiliated
	The group call was abandoned as the required number of affiliated group members is not met or some required members are not affiliated.

	163
	the group identity indicated in the request does not exist
	The server determines that the group identity indicates a user or group regroup based on a preconfigured group that does not exist.

	165
	group ID for regroup already in use
	The group ID proposed by the client for the user/group regroup based on a preconfigured group is already in use.

	198
	no users are affiliated to this group
	No users in the group are affiliated.

	199
	expected MIME bodies not in the request"
	The expected MIME bodies were not received in the SIP request.

	200
	user not authorised to transmit data
	The MCData user is not authorised to transmit data.

	201
	user not authorised to transmit data on this group identity
	The MCData user is not authorised to transmit data on the group identity included in the request.

	202
	user not authorised for one-to-one MCData communications due to exceeding the maximum amount of data that can be sent in a single request
	The MCData user is not authorised for one-to-one MCData communications due to exceeding the maximum amount of data that can be sent in a single request

	203
	message too large to send over signalling control plane
	The MCData client sent data that is greater than the size that can be handled by the signalling control plane.

	204
	unable to determine targeted user for one-to-one SDS
	The MCData server is unable to determine the targeted user for one-to-one SDS.

	205
	unable to determine targeted user for one-to-one FD
	The MCData server is unable to determine the targeted user for one-to-one FD.

	206
	short data service not allowed for this group
	SDS is not allowed on the group indicated in the SDS request.

	207
	SDS services not supported for this group
	SDS services not supported for this group

	208
	user not authorised for MCData communications on this group identity due to exceeding the maximum amount of data that can be sent in a single request
	The MCData user is not authorised for group MCData communications due to exceeding the maximum amount of data that can be sent in a single request.

	209
	one FD SIGNALLING PAYLOAD or FD HTTP TERMINATION message only must be present in FD request
	Only one FD SIGNALLING PAYLOAD or FD HTTP TERMINATION message must be present in FD request

	210
	Only one File URL must be present in the FD request
	Only one File URL must be present in the FD request.

	211
	payload for an FD request is not FILEURL
	The payload in the FD request did not contain a FILEURL

	212
	file referenced by file URL does not exist
	The MCData server was unable to locate the file referenced by the file URL.

	213
	file distribution not allowed for this group
	FD is not allowed on the group indicated in the FD request.

	214
	FD services not supported for this group
	FD services not supported for this group

	215
	request to transmit is queued by the server
	The MCData request was queued by the server for later transmission.

	216
	unable to correlate the disposition notification
	The MCData server was unable to correlate the disposition notification to a MCData message.

	217
	user not authorised for SDS communications on this group identity due to message size
	The size of the message exceeded the maximum data allowed for SDS communications on this group identity

	218
	user not authorised for one-to-one SDS communications due to message size
	The size of the message exceeded the maximum data allowed for one-to-one SDS communications.

	219
	user not authorised for FD communications on this group identity due to file size
	The size of the file exceeded the maximum data allowed for FD communications on this group identity

	220
	user not authorised for FD communications due to file size
	The size of the file exceeded the maximum data allowed for one-to-one FD communications.

	221
	user not authorised to initiate one-to-one SDS session
	The MCData user is not authorised to initiate a one-to-one SDS session.

	222
	user not authorised to initiate group SDS session on this group identity
	The MCData user is not authorised to initiate a SDS session on the group identity included in the request.

	223
	No Conversation ID or Message ID present
	Conversation ID and Message ID required to identify transmission

	224
	No Transmission available
	No transmission identified with given Conversation ID, Message Id and file URL

	225
	User not authorized to initiate pre-established session
	The MCData user is not authorised to initiate a pre-established MCData session.

	226
	function not allowed due to pre-established session not supported
	Pre-established session is not supported by MCData participating function

	227
	unable to determine targeted user for one-to-one IP Connectivity
	The MCData server is unable to determine the targeted user for one-to-one IP Connectivity.

	228
	maximum number of service authorizations reached
	The number of maximum simultaneous service authorizations for the MCData user has been reached.

	229
	one-to-one MCData communication not authorised to the targeted user"
	The user is not authorised to initiate one-to-one MCData communication to this targeted user".

	230
	one-to-one MCData communication not authorised from this originating user"
	The user is not authorised to receive one-to-one MCData communication from this originating user".



4.10	MCData emergency groups and emergency group communications
Editor’s note: In the current release, support for emergency groups and emergency group communications may be absent, partial or limited, namely only provided to the extent of facilitating emergency alert functionality. 
MCData emergency groups and emergency group communications as defined by 3GPP TS 23.282 [2] are supported by the procedures in this specification. There are a number of state variables used to manage MCData emergencies, including:
-	MCData emergency (MDE) state: in accordance with 3GPP TS 23.282 [2], indicates (see subclause G.4.2) that the MCData user is in a life-threatening situation. This MCData client state variable is changed via action by the MCData user of the device or by an authorised MCData user. While the MCData emergency state is set on the client, all communications originated by the client will be MCData emergency communications, assuming the MCData user is authorised for MCData emergency communications.
-	in-progress emergency group (IPEG) state: in accordance with 3GPP TS 23.282 [2], this state variable (see subclause G.4.3) indicates whether or not there is an MCData emergency group communication ongoing on the specified group. This state is managed by the controlling MCData function. All group communications originated on this MCData group when in an in-progress emergency state are MCData emergency group communications until this state is cancelled, regardless of the originator being (or not) in an MCData emergency state.
-	MCData emergency group (MDEG) state: this is an internal state (see subclause G.4.4) managed by the MCData client which tracks the in-progress emergency state of the group (see 3GPP TS 23.282 [2]) managed by the controlling MCData function. Ideally, the MCData client would not need to track the in-progress emergency group state, but doing so enables the MCData client to request MCData emergency-level priority earlier than otherwise possible. For example, if the MCData user wishes to join an MCData emergency group communication and is not in MCData emergency state itself, the MCData client should have emergency level priority. If it has knowledge of the in-progress emergency state of the group, it can request priority by including a Resource-Priority header field set to the MCPTT namespace specified in IETF RFC 8101 [67], and appropriate priority level in the SIP INVITE request (or SIP re-INVITE request).
-	MCData emergency group communication (MDEGC) state: this is an internal state (see subclause G.4.5) corresponding to an ongoing group communication. The state is managed by the MCData client, which in conjunction with the MCData emergency alert state (see subclause 4.4), aids in managing the MCData emergency state and related actions.
4.11	MCData imminent peril group communications
MCData imminent peril group communications as defined by 3GPP TS 23.282 [2] are supported by the procedures in this specification. The following MCData imminent peril group communications functionalities are specified in the present document:
-	MCData imminent peril group communications origination;
-	upgrade of an MCData group communication to an MCData imminent peril group communication;
-	upgrade from an MCData imminent peril group communication to an MCData emergency group communication; and
-	cancellation of the in-progress imminent peril state of the group.
Key aspects of MCData imminent peril include:
-	adjusted EPS bearer priority for all participants when the in-progress imminent peril state of the group is set whether or not they themselves initiated an imminent peril group communication. For unicast bearers this is achieved by using the Resource-Priority header field as specified in IETF RFC 4412 [r4412] with namespaces defined for use by MCPTT specified in IETF RFC 8101 [67], and for MBMS bearers this is achieved by having the participating MCData function adjust the ARP (priority, PVI, PCI) and executing the Modify MBMS Bearer Procedure per 3GPP TS 29.468 [57];
-	restoration of normal EPS bearer priority to the communication when the in-progress imminent peril group state is cancelled; and
-	requires the MCData user to be authorised to either originate or cancel an MCData imminent peril group communication.
Relationship to other MCData priority group communication types:
-	A normal MCData group communicationcan be upgraded to an MCData imminent peril group communication;
-	An MCData imminent peril group communicationcan be upgraded to an MCData emergency group communication;
-	When either an MCData imminent peril group communication or an MCData emergency group communication (i.e., their respective "in-progress" states) the group communication returns to the priority designated for normal group communications, i.e., there is no direct transition from an MCData emergency group communication to an MCData imminent peril group communication;
-	MCData imminent peril functionality is only applicable to MCData group communications, not MCData private communications; and
-	MCData imminent peril group communications have no associated alert capabilities such as the MCData emergency alert capability which is associated with MCData emergency group communications.
There are a number of states that are key in managing these aspects of MCData imminent peril group communications, which include:
-	MCData imminent peril group (MDIG) state: this is an internal state of the MCData client which in conjunction with the MCData imminent peril group communication state aids the client in managing the use of the Resource-Priority header field and related actions.
-	MCData imminent peril group communication (MIGC) state: this is an internal state managed by the MCData client which in conjunction with the MCData imminent peril group state aids the client in managing the use of the Resource-Priority header field and related actions.
-	In-progress imminent peril group (IPIG) state: this a state of the MCData group which is managed by the controlling MCData function. While an MCData group is in an in-progress imminent peril group state, all participants in group communications using this group will receive elevated priority.
The above states and their transitions are described in Annex G.
4.12	MCData emergency private communications
MCData emergency private communications refer to emergency one‑to‑one communications. The following MCData emergency private communication functionalities are specified in the present document:
-	MCData emergency private communication origination with optional MCData emergency alert initiation;
-	upgrade of an MCData private communication to an MCData emergency private; and
-	cancellation of the MCData emergency private communication priority.
Key aspects of MCData emergency private communications include:
-	adjusted EPS bearer priority for both participants whether or not they are both in an emergency condition (i.e. both have their MCData emergency state set). This is achieved by using the Resource-Priority header field as specified in IETF RFC 4412 [r4412] with namespaces defined for use by MCPTT specified in IETF RFC 8101 [67];
-	the initiator of the MCData emergency private communication can override the other MCData user in the MCData emergency private communication unless that user also has their MCData emergency state set;
-	restoration of normal EPS bearer priority to the communication according to system policy (e.g., configured time limit for the emergency priority of an MCData emergency private communication or cancellation of the emergency condition of the private communication);
-	requires the MCData user to be authorised to either originate or cancel an MCData emergency private communication;
-	requires the targeted MCData user to be authorised to receive an MCData emergency private communication;
-	requests to originate MCData emergency private communications may also include an indication of an MCData emergency alert; and
There are a number of states that are key in managing these aspects of MCData emergency private communications, which include:
-	MCData private emergency alert (MDPEA) state: this is an internal state of the MCData client which in conjunction with the MCData emergency private communication state aids in managing the MCData emergency state and related actions.
-	MCData emergency private communication (MDEPC) state: this is an internal state managed by the MCData client which in conjunction with the MCData emergency alert state aids in managing the MCData emergency state and related actions.
-	In-progress emergency private communication (IPEPC) state: indicates whether or not there is an MCData emergency private communication in-progress for the two participants. This state is managed by the controlling MCData function. All private communications originated between these two participants when in an in-progress emergency private communication state are MCData emergency private communications until this state is cancelled, whether or not the originator is in an MCData emergency state.
-	MCData emergency private priority (MDEPP) state: this is an internal state managed by the MCData client which tracks the in-progress emergency private communication state of the private communication managed by the controlling MCData function. Ideally, the MCData client would not need to track the in-progress emergency private priority state, but doing so enables the MCData client to request MCData emergency-level priority earlier than otherwise possible. For example, if the MCData user wishes to join an MCData emergency private communication and is not in the MCData emergency state, the MCData client should have emergency level priority. If it has knowledge of the in-progress emergency private priority state of the private communication (i.e., the two participants), it can request priority by including a Resource-Priority header field set to the MCPTT namespace specified in IETF RFC 8101 [67], and appropriate priority level in the SIP INVITE request (or SIP re-INVITE request).
NOTE:	The above states and their transitions are described in Annex G.
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When sending SIP provisional responses, with the exception of the SIP 100 (Trying) response to the SIP INVITE request, the MCData server acting in the controlling MCData function role:
1)	shall generate the SIP provisional response;
2)	shall include a P-Asserted-Identity header field with the public service identity of the controlling MCPTT function;
3)	shall include an MCData session identity in the Contact header field; and
4)	shall include the following in the Contact header field:
a)	the g.3gpp.mcdata media feature tag;
b)	the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata"; and
c)	the isfocus media feature tag.
* * * * * * NEXT CHANGE * * * * * *
6.2.5.1	Location information for location reporting
This procedure is initiated by the MCData client when it is including location report information:
1)	 as part of a SIP request for a specified location trigger; or.
2)	as part of a SIP request containing an MCData emergency alert.
The MCData client:
1)	shall include, unless already present, an application/vnd.3gpp.location-info+xml MIME body as specified in Annex D.4, with a <Report> element included in the <location-info> root element; and
2)	shall include, unless already present, in the <Report> element the specific location information configured for the specified location trigger.
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D.1.2	XML schema
<?xml version="1.0" encoding="UTF-8"?>
<xs:schema
  xmlns:xs="http://www.w3.org/2001/XMLSchema"
  targetNamespace="urn:3gpp:ns:mcdataInfo:1.0"
  xmlns:mcdatainfo="urn:3gpp:ns:mcdataInfo:1.0"
  elementFormDefault="qualified"
  attributeFormDefault="unqualified"
  xmlns:xenc="http://www.w3.org/2001/04/xmlenc#">

  <xs:import namespace="http://www.w3.org/2001/04/xmlenc#"/ schemaLocation="http://www.w3.org/TR/xmlenc-core/xenc-schema.xsd">

  <!-- root XML element -->
  <xs:element name="mcdatainfo" type="mcdatainfo:mcdatainfo-Type" id="info"/>

  <xs:complexType name="mcdatainfo-Type">
    <xs:sequence>
      <xs:element name="mcdata-Params" type="mcdatainfo:mcdata-ParamsType" minOccurs="0"/>
      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
      <xs:element name="anyExt" type="mcdatainfo:anyExtType" minOccurs="0"/>
    </xs:sequence>
    <xs:anyAttribute namespace="##any" processContents="lax"/>
  </xs:complexType> 

  <xs:complexType name="mcdata-ParamsType">
    <xs:sequence>
      <xs:element name="mcdata-access-token" type="mcdatainfo:contentType" minOccurs="0"/>
      <xs:element name="request-type" type="xs:string" minOccurs="0"/>
      <xs:element name="mcdata-request-uri" type="mcdatainfo:contentType" minOccurs="0"/>
      <xs:element name="mcdata-calling-user-id" type="mcdatainfo:contentType" minOccurs="0"/>
      <xs:element name="mcdata-called-party-id" type="mcdatainfo:contentType" minOccurs="0"/>
      <xs:element name="mcdata-calling-group-id" type="mcdatainfo:contentType" minOccurs="0"/>
      <xs:element name="alert-ind" type="mcdatainfo:contentType" minOccurs="0"/>
      <xs:element name="originated-by" type="mcdatainfo:contentType" minOccurs="0"/>
      <xs:element name="mcdata-client-id" type="mcdatainfo:contentType" minOccurs="0"/>
      <xs:element name="mcdata-controller-psi" type="mcdatainfo:contentType" minOccurs="0"/>
      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
      <xs:element name="anyExt" type="mcdatainfo:anyExtType" minOccurs="0"/>
    </xs:sequence>
    <xs:anyAttribute namespace="##any" processContents="lax"/>
  </xs:complexType>

<!--    anyExt elements for MCData-Params-->
    <xs:element name="pre-established-session-ind" type="xs:boolean"/>
    <xs:element name="mcdata-communication-state" type="xs:string"/>
    <xs:element name="emergency-ind" type="xs:boolean"/>
    <xs:element name="alert-ind-rcvd" type="xs:boolean"/>
    <xs:element name="mc-org" type="xs:string"/>
    <xs:element name="imminentperil-ind" type="xs:boolean"/>
    <xs:element name="emergency-ind-rcvd" type="xs:boolean"/>

  <xs:simpleType name="protectionType">
    <xs:restriction base="xs:string">
       <xs:enumeration value="Normal"/>
       <xs:enumeration value="Encrypted"/>
    </xs:restriction>
  </xs:simpleType>

  <xs:complexType name="contentType">
    <xs:choice>
      <xs:element name="mcdataURI" type="xs:anyURI"/>
      <xs:element name="mcdataString" type="xs:string"/>
      <xs:element name="mcdataBoolean" type="xs:boolean"/>
      <xs:any namespace="##other" processContents="lax"/>
      <xs:element name="anyExt" type="mcdatainfo:anyExtType" minOccurs="0"/>
    </xs:choice>
    <xs:attribute name="type" type="mcdatainfo:protectionType"/>
    <xs:anyAttribute namespace="##any" processContents="lax"/>
  </xs:complexType>

  <xs:complexType name="anyExtType">
    <xs:sequence>
      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>
  </xs:complexType>
</xs:schema>
* * * * * * NEXT CHANGE * * * * * *
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Editor’s note: In the current release, support for emergency groups and emergency group communications (in particular the use of the <emergency-ind> element) may be absent, partial or limited, namely only provided to the extent of facilitating emergency alert functionality.
The <mcdatainfo> element is the root element of the XML document. The <mcdatainfo> element can contain subelements.
NOTE 1:	The subelements of the <mcdata-info> are validated by the <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/> particle of the <mcdata-info> element
If the <mcdatainfo> contains the <mcdata-Params> element then:
1)	the <mcdata-access-token>, <mcdata-request-uri>, <mcdata-controller-psi>, <mcdata-calling-user-id>, <mcdata-called-party-id>, <mcdata-calling-group-id>, <alert-ind>, <originated-by> and <mcdata-client-id> can be included with encrypted content;
2)	for each element in 1) that is included with content that is not encrypted:
a)	the element has the "type" attribute set to "Normal";
b)	if the element is the <mcdata-request-uri>, <mcdata-calling-user-id>, <mcdata-called-party-id> or <mcdata-calling-group-id> or <originated-by>, then the <mcdataURI> element is included;
c)	if the element is the <mcdata-access-token> or <mcdata-client-id>, then the <mcdataString> element is included; and
d)	if the element is <alert-ind>, then the <mcdataBoolean> element is included; and
3)	for each element in 1) that is included with content that is encrypted:
a)	the element has the "type" attribute set to "Encrypted";
b)	the <xenc:EncryptedData> element from the "http://www.w3.org/2001/04/xmlenc#" namespace is included and:
i)	can have a "Type" attribute can be included with a value of "http://www.w3.org/2001/04/xmlenc#Content";
ii)	can include an <EncryptionMethod> element with the "Algorithm" attribute set to value of "http://www.w3.org/2009/xmlenc11#aes128-gcm";
iii)	can include a <KeyInfo> element with a <KeyName> element containing the base 64 encoded XPK-ID; and
iv)	includes a <CipherData> element with a <CipherValue> element containing the encrypted data.
NOTE 2:	When the optional attributes and elements are not included within the <xenc:EncryptedData> element, the information they contain is known to sender and the receiver by other means.
If the <mcdatainfo> contains the <mcdata-Params> element then:
1)	the <mcdata-access-token> can be included with the access token received during authentication procedure as described in 3GPP TS 24.382 482 [4924];
2)	the <request-type> can be included with:
a)	a value of "one-to-one-sds" to indicate that the MCData client wants to initiate a one-to-one SDS request;
b)	a value of "group-sds" to indicate the MCData client wants to initiate a group SDS request;
c)	a value of "one-to-one-fd" to indicate that the MCData client wants to initiate a one-to-one FD request;
d)	a value of "group-fd" to indicate that the MCData client wants to initiate a group FD request;
e)	a value of "msf-disc-req" to indicate that the MCData client wishes to discover the absoluteURI of the media storage function for HTTP requests;
f)	a value of "msf-disc-res" when the participating MCData function sends the absolute URI to the MCData client;
g)	a value of "notify" when the controlling MCData function needs to send a notification to the MCData client;
h)	a value of "one-to-one-sds-session" to indicate that the MCData client wants to initiate a one-to-one SDS session; or
i)	a value of "group-sds-session" to indicate the MCData client wants to initiate a group SDS session;
3)	the <mcdata-request-uri> can be included with an MCData group ID or an MCData user ID;
4)	the <mcdata-calling-user-id> can be included, set to MCData ID of the originating user;
5)	the <mcdata-called-party-id> can be included, set to the MCData ID of the terminating user;
6)	the <mcdata-calling-group-id> can be included to indicate the MCData group identity to the terminating user;
7)	the <alert-ind> can be:
a)	set to "true" to indicate that an alert to be sent; or
b)	set to "false" to indicate that an alert to is be cancelled;
8)	the <originated-by> can be included, set to the MCData ID of the originating user of an MCData emergency alert when being cancelled by another authorised MCDATAData user;
9)	the <mcdata-client-id>: can be included, set to the MCData client ID of the MCData client that originated a SIP INVITE request, SIP REFER request or SIP MESSAGE request; 
10)	the <mcdata-controller-psi> can be included, set to the PSI of the controlling MCData function that handled the one-to-one or group MCData data request; and
11)	the <anyExt> can be included with the following elements not declared in the XML schema:
a)	a <pre-established-session-ind> of type "xs:Booleanboolean":
i)	set to a value of "true" by MCData client in pre-established session setup request to indicate MCData participating function about initiation of pre-established session;
b)	a <mcdata-communication-state> of type "xs:string" can be included to indicate state of MCData communication within pre-established session. The <mcdata-communication-state> can be set to:
i)	a value of "establish-request" by MCData participating function to indicate to the MCData client about MCData communication establishement request within pre-established session; 
ii)	a value of "establish-success" by MCData participating function or MCData client to indicate that the MCData communication is established successfully;
iii)	a value of "establish-fail" by MCData participating function or MCData client to indicate that the MCData communication establishement is failed or rejected;
iv)	a value of "terminate-request" by MCData participating function to indicate to the MCData client about MCData communication termination request within pre-established session; or
v)	a value of "terminated" by MCData participating function or MCData client to indicate MCData communication is terminated;
c)	an <emergency-ind> of type "xs:Booleanboolean" can be included and set to:
i)	"true" to indicate that the communication that the MCData client is initiating is an emergency MCData communication; or
ii)	"false" to indicate that the MCData client is cancelling an emergency MCData communication (i.e. converting it back to a non-emergency communication);
d)	an  <alert-ind-rcvd> of type "xs:Booleanboolean":
i)	may be set to “true” and included in a SIP MESSAGE to indicate that the emergency alert or cancellation was received successfully; and
e)	an <mc-org> of type “xs:string” may be:
i)	set to the MCData user's Mission Critical Organization and included in an emergency alert sent by the MCData server to terminating MCData clients.;
f)	an <imminentperil-ind> of type "xs:boolean" can be included if the <mcdata-request-uri> is also included and set to an MCData group ID, in which case <imminentperil-ind> is to be set to:
i)	"true" to indicate that the communication that the MCData client is initiating is an imminent peril MCData communication; or
ii)	"false" to indicate that the MCData client requests that the communication should no longer be considered an imminent peril MCData communication; and
g)	an <emergency-ind-rcvd> of type "xs:boolean":
i)	can be set to "true" and included in a SIP MESSAGE to indicate that the in-progress emergency cancellation request was received successfully.
Absence of the <emergency-ind>, <alert-ind> and <imminentperil-ind> in a SIP INVITE request indicates that the MCData client is initiating a non-emergency communication.
The recipient of the XML ignores any unknown element and any unknown attribute.
* * * * * * NEXT CHANGE * * * * * *
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Table G.4.1-1 provides the semantics of the MCData emergency alert (MDEA) state values. This is an internal state of the MCData client and is managed by the MCData client. These state values aid in the managing of the information elements of MCData emergency alerts and their cancellations.
Table G.4.1-1: MCData emergency alert state
	MCData emergency alert state values
	State-entering events
	Comments

	MDEA 1: no-alert
	initial state
emergency alert cancelled
emergency alert request denied
	emergency alerts can be cancelled in several ways:
emergency alerts can be cancelled via emergency alert cancel requests with <alert-ind> set to "false" (by initiator or by authorised user); or
via emergency group communication cancel request with <alert-ind> set to "false"
MCData emergency state: may be set or clear, depending on MCData emergency communication status

	MDEA 2: emergency-alert-confirm-pending
	emergency alert request sent 
	emergency alerts can be requested in several ways: using  MCData emergency alert request with  <alert-ind> set to "true"; or
MCData emergency group communication request with <alert-ind> set to "true"
MCData emergency state: is set

	MDEA 3: emergency-alert -initiated
	emergency alert response (success) received
	MCData emergency state: is set

	MDEA 4: emergency-alert-cancel-pending
	emergency alert cancellation request sent by alert originator
	MCData emergency state: is clear



Editor’s Note: [CR 0066, WI eMCData2] The text above needs to be revisited/revised if Stage 2 changes to include MCData emergency communications group or MCData emergency state.
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The MCData emergency state is managed by the MCData client and MCData user. High-level characteristics of this state are captured in table G.4.2-1.
Table G.4.2-1: MCData emergency state
	MCData emergency state
	State-setting events
	State-clearing events
	Comments

	Values:

"set": MCData user is in a life-threatening situation

"clear": MCData user is not in a life-threatening situation

Managed by:
MCData client and MCData user

	MCData emergency alert initiated

MCData emergency group communication initiated

MCData emergency private communication initiated

	MCData emergency alert cancelled (by initiator)

MCData emergency alert cancelled (by authorised-user)

MCData emergency communication cancelled by initiator (if there is no outstanding MCData emergency alert)

MCData user manually clears the state
	While the MCData client is in the MCData emergency state, all group communications it makes will be MCData emergency group communications, providing the group is authorised for MCData emergency group communications.
While in an emergency group communication while in the MCData emergency state, the MCData user is an emergency participant and will have pre-emptive priority over non-emergency participants in the emergency group communication.
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Editor’s note: In the current release, support for emergency groups and emergency group communications may be absent, partial or limited, namely only provided to the extent of facilitating emergency alert functionality. 
This state conforms with TS 23.282 [2]. It is managed by the controlling MCData function. High-level characteristics of this state are captured in table G.4.3-1.
Table G.4.3-1: in-progress emergency group state
	In-progress emergency group state values
	State-entering events
	Comments

	"true"
	acceptance by the controlling MCData function of an MCData emergency group communication request.
	

	"false"
	initial state prior to any communication activity

acceptance by the controlling MCData function of an MCData emergency group cancel request.
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Editor’s note: In the current release, support for emergency groups and emergency group communications may be absent, partial or limited, namely only provided to the extent of facilitating emergency alert functionality. 
The MCData emergency group state is the MCData client's perspective of the in-progress emergency group state which is managed by the controlling MCData function. The MCData emergency group (MDEG) state is managed by the MCData client to enable the requesting of MCData emergency-level priority as early as possible in the origination of an MCData emergency group communication. High-level characteristics of this state are captured in table G.4.4-1.
Table G.4.4-1: MCData emergency group state
	MCData emergency group state values
	State-entering events
	Comments

	MDEG 1: no-emergency
	initial state prior to any communication activity

Emergency group communication cancel request received on behalf of another user from the MCData server

Emergency group communication cancel response (success) in response to initiator's request
	

	MDEG 2: in-progress
	Emergency group communication response received (confirm) to initiator's emergency group communication request

Emergency group communication request received (on behalf of another user)
	In this state, all participants in communications on this group will receive emergency level priority whether or not they are in the MCData emergency state themselves.

	MDEG 3: cancel-pending
	Emergency group communication cancel request sent by initiator
	The controlling MCData serverfunction may not grant the cancel request for various reasons, e.g., other users in an MCData emergency state remain in the communication.

	MDEG 4: confirm-pending
	Emergency group communication request sent by initiator

	The controlling MCData serverfunction may not grant the request for various reasons, e.g., the MCData group is not configured as being emergency-capable so it can't be assumed that the group will enter the in-progress state.
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Editor’s note: In the current release, support for emergency groups and emergency group communications may be absent, partial or limited, namely only provided to the extent of facilitating emergency alert functionality. 
Table G.4.5-1 provides the semantics of the MCData emergency group communication (MDEGC) state values. This is an internal state of the MCData client and is managed by the MCData client. This state variable aids in the managing of the information elements of MCData emergency group communications and MCData emergency alerts and their cancellations.
Table G.4.5-1: MCData emergency group communication state
	MCData emergency group communication state values
	Semantics
	Comments

	MDEGC 1: emergency-gc-capable
	MCData emergency-capable client is not currently in an MCData emergency group communication that it has originated, nor is it in the process of initiating one.
	MCData emergency state:
may or may not be set in this state, depending upon the MCData client's MDEA state

	MDEGC 2: emergency-communication-requested
	MCData client has initiated an MCData emergency group communication request.
	MCData emergency state: is set

	MDEGC 3: emergency-communication-granted
	MCData client has received an MCData emergency group communication grant.

	If the MCData user initiates a communication while the MCData emergency state is still set, that communication will be an MCData emergency group communication, assuming that the group is authorised for the client to initiate emergency group communications on.
MCData emergency state: is set
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This state is managed by the controlling MCData function. High-level characteristics of this state are captured in table G.4.6-1.
Table G.4.6-1: in-progress imminent peril group state
	In-progress imminent peril group state values
	State-entering events
	Comments

	"true"
	acceptance by the controlling MCData function of an MCData imminent peril group communication.
	

	"false"
	initial state prior to any communication activity

acceptance by the controlling MCData function of an MCData imminent peril group cancel request.
	



[bookmark: _Toc20156531][bookmark: _Toc27501727][bookmark: _Toc36049858][bookmark: _Toc45210628][bookmark: _Toc51861455][bookmark: _Toc59212779]G.4.7	MCData imminent peril group state
The MCData imminent peril group state is the MCData client's perspective of the in-progress imminent peril group state which is managed by the controlling MCData function. The MCData imminent peril group (MDIG) state is managed by the MCData client to enable the requesting of MCData imminent peril-level priority as early as possible in the origination of an MCData imminent peril group communication. High-level characteristics of this state are captured in table G.4.7‑1.
Table G.4.7-1: MCData imminent peril group state
	MCData imminent peril group state values
	State-entering events
	Comments

	MDIG 1: no-imminent-peril
	initial state prior to any communication activity

Imminent peril group communication cancel request received on behalf of another user from the MCData server

Imminent peril group communication cancel response (success) in response to initiator's request
	

	MDIG 2: in-progress
	Imminent peril group communication response received (confirm) to initiator's imminent peril group communication request

Imminent peril group communication request received (on behalf of another user)
	In this state, all participants in communications on this group will receive imminent peril level priority whether or not they initiated an MCData imminent peril group communication themselves.

	MDIG 3: cancel-pending
	Imminent peril group communication cancel request sent by initiator
	The controlling MCData function may not grant the cancel request for various reasons, e.g., other users in an MCData imminent peril state remain in the communication.

	MDIG 4: confirm-pending
	Imminent peril group communication request sent by initiator

	The controlling MCData function may not grant the communication request for various reasons, e.g., the MCData group is not configured as being imminent peril-capable so it can't be assumed that the group will enter the in-progress state.
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Table G.4.8-1 provides the semantics of the MCData imminent peril group communication (MDIGC) state values. This internal state of the MCData client and is managed by the MCData client. These states aid in the managing of the information elements of MCData imminent peril group communications and their cancellations.
Table G.4.8-1: MCData imminent peril group communication state
	MCData imminent peril group communication state values
	Semantics
	Comments

	MDIGC 1: imminent-peril-gc-capable
	MCData client imminent peril-capable client is not currently in an MCData imminent peril group communication that it has originated, nor is it in the process of initiating one.
	In this state, the MCData imminent peril group state will be set to either "MDIG 1: no-imminent-peril" or "MDIG 2: in-progress" state.

	MDIGC 2: imminent-peril-communication-requested
	MCData client has initiated an MCData imminent peril group communication request.
	In this state, the MCData imminent peril group state will be set to "MDIG 4: confirm-pending" if not already in the "MDIG 2: in-progress" state.

	MDIGC 3: imminent-peril-communication-granted
	MCData client has received an MCData imminent peril group communication grant.

	In this state, the MCData imminent peril group state will be set to "MDIG2: in-progress".



[bookmark: _Toc20156533][bookmark: _Toc27501729][bookmark: _Toc36049860][bookmark: _Toc45210630][bookmark: _Toc51861457][bookmark: _Toc59212781]G.4.9	In-progress emergency private communication state
This state is managed by the controlling MCData function. All private communications originated between an initiator and the target MCData user when they are in an in-progress emergency private communication state are MCData emergency private communications until this state is cancelled, whether or not the originator of the private communication is in an MCData emergency state.
Table G.4.9-1: in-progress emergency private communication state
	In-progress emergency private communication state values
	State-entering events
	Comments

	"true"
	acceptance by the controlling MCData function of an MCData emergency private communication request.
	The in-progress emergency private communication state applies to the communication and the two MCData users in the communication.


	"false"
	initial state prior to any private communication activity

acceptance by the controlling MCData function of the cancellation of an MCData emergency private communication.
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The MCData emergency private priority state is the MCData client's perspective of the in-progress emergency private communication state which is managed by the controlling MCData function. The MCData emergency private priority (MDEPP) state is managed by the MCData client to enable the requesting of MCData emergency-level priority as early as possible in the origination of an MCData emergency private communication. High-level characteristics of this state are captured in table G.4.10-1.
Table G.4.10-1: MCData emergency private priority state
	MCData emergency private priority state values
	State-entering events
	Comments

	MDEPP 1: no-emergency
	initial state prior to any communication activity

Emergency private communication cancel request received on behalf of another user from the MCData server

Emergency private communication cancel response (success) in response to initiator's request
	

	MDEPP 2: in-progress
	Emergency private communication response received (confirm) to initiator's emergency private communication request

Emergency private communication request received (on behalf of another user)
	In this state, both participants in communications to each other will request emergency level priority whether or not they are in the MCData emergency state themselves.

	MDEPP 3: cancel-pending
	Emergency private communication cancel request sent by initiator
	The controlling MCData function may not grant the cancel request for various reasons, e.g., the other user in the communication is in an MCData emergency state.

	MDEPP 4: confirm-pending
	Emergency private communication request sent by initiator

	The controlling MCData function may not grant the communication request for various reasons, e.g., the MCData user is not configured as being authorised to originate an emergency private communication so it can't be assumed that the communication (originator and target users) will enter the in-progress state.
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Table G.4.11-1 provides the semantics of the MCData emergency private communication (MDEPC) state values. This is an internal state of the MCData client and is managed by the MCData client. This state aids in the managing of the information elements of MCData emergency private communications and MCData emergency alerts and their cancellations.
Table G.4.11-1: MCData emergency private communication state
	MCData emergency private communication state values
	Semantics
	Comments

	MDEPC 1: emergency-pc-capable
	MCData client emergency-capable client is not currently in an MCData emergency private communication that it has originated, nor is it in the process of initiating one.
	MCData emergency state:
may or may not be set in this state, depending upon the MCData client's MDPEA state and the emergency states related to MCData emergency group communications.

	MDEPC 2: emergency-pc-requested
	MCData client has initiated an MCData emergency private communication request.
	MCData emergency state: is set

	MDEPC 3: emergency-pc-granted
	MCData client has received an MCData emergency private communication grant.

	If the MCData user initiates a communication while the MCData emergency state is still set, that communication will be an MCData emergency private communication, assuming that the initiating MCData user is authorised to initiate an MCData emergency private communication to the targeted MCData user. 

MCData emergency state: is set
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Table G.4.12-1 provides the semantics of the MCData private emergency alert (MDPEA) state values. This is an internal state of the MCData client and is managed by the MCData client. These states aid in the managing of the information elements of MCData emergency private communications and MCData emergency alerts and their cancellations. MCData private emergency alerts are targeted to an MCData user.
Table G.4.12-1: MCData private emergency alert state
	MCData emergency alert state values
	State-entering events
	Comments

	MDPEA 1: no-alert
	initial state
emergency alert cancelled
emergency alert request denied
	emergency alerts targeted to an MCData user can be cancelled in several ways:

MCData emergency private communication cancel request with <alert-ind> set to "false"

timeout of private communication inactivity timer

end of communication (if system policy)

MCData emergency state: may be set or clear, depending on MCData emergency communication status

	MDPEA 2: emergency-alert-confirm-pending
	emergency alert request sent
	emergency alerts can be requested as an optional part of a MCData client's request to initiate an MCData emergency private communication, in which case the request has an <alert-ind> element set to "true".

MCData emergency state: is set

	MDPEA 3: emergency-alert-initiated
	emergency alert response (success) received
	MCData emergency state: is set

	MDPEA 4: emergency-alert-cancel-pending
	emergency alert cancellation request sent by alert originator
	MCData emergency state: is clear



* * * * * * END CHANGE * * * * * *

