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	Reason for change:
	During the PC5 unicast link security mode control procedure, if the DIRECT LINK SECURITY MODE COMMAND message cannot be accepted,
1. How the target UE sends the DIRECT LINK SECURITY MODE REJECT message is still missing.
2. When the PC5 signalling protocol cause IE in the DIRECT LINK SECURITY MODE REJECT message is not the “#d:	LSBs of KNRP-sess ID conflict”, the behaviors of initiating UE are still missing.


	
	

	Summary of change:
	During the PC5 unicast link security mode control procedure, if the DIRECT LINK SECURITY MODE COMMAND message cannot be accepted,
1. After the DIRECT LINK SECURITY MODE REJECT message is generated, the target UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication.
2. Upon receipt of the DIRECT LINK SECURITY MODE REJECT message, if the PC5 signalling protocol cause IE in the DIRECT LINK SECURITY MODE REJECT message is not the “#d:	LSBs of KNRP-sess ID conflict”, the initiating UE abort the ongoing procedure that triggered the initiation of the PC5 shall abort the ongoing procedure that triggered the initiation of the PC5 unicast link security mode control procedure.

	
	

	Consequences if not approved:
	1. The behaivor of how the target UE sends the DIRECT LINK SECURITY MODE REJECT message is still missing.
2. When the PC5 signalling protocol cause IE in the DIRECT LINK SECURITY MODE REJECT message is not the “#d:	LSBs of KNRP-sess ID conflict”, how to handle this case for initiating UE is still unclear.
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[bookmark: _Toc34388641][bookmark: _Toc34404412][bookmark: _Toc45282241][bookmark: _Toc45882627][bookmark: _Toc51951177]6.1.2.7.5	PC5 unicast link security mode control procedure not accepted by the target UE
If the DIRECT LINK SECURITY MODE COMMAND message cannot be accepted, the target UE shall send a DIRECT LINK SECURITY MODE REJECT message and abort the ongoing procedure that triggered the initiation of the PC5 unicast link security mode control procedure. The DIRECT LINK SECURITY MODE REJECT message contains a PC5 signalling protocol cause IE indicating one of the following cause values:
#a:	authentication failure;
#b:	integrity failure;
#c:	UE security capabilities mismatch; 
#d:	LSBs of KNRP-sess ID conflict;
#e:	UE PC5 unicast signalling security policy mismatch; or
#111:	protocol error, unspecified.
If the DIRECT LINK SECURITY MODE COMMAND message cannot be accepted because the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link establishment procedure, that the selected security algorithms in the DIRECT LINK SECURITY MODE COMMAND message included the null integrity protection algorithm and the target UE’s PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required", the target UE shall include PC5 signalling protocol cause #e "UE PC5 unicast signalling security policy mismatch" in the SECURITY MODE REJECT message.
If the DIRECT LINK SECURITY MODE COMMAND message cannot be accepted because the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link re-keying procedure, the integrity protection algorithm currently in use for the PC5 unicast link is different from the null integrity protection algorithm and the selected security algorithms in the DIRECT LINK SECURITY MODE COMMAND message include the null integrity protection algorithm, the target UE, the target UE shall include PC5 signalling protocol cause #e "UE PC5 unicast signalling security policy mismatch" in the SECURITY MODE REJECT message.
After the DIRECT LINK SECURITY MODE REJECT message is generated, the target UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication.
Upon receipt of the DIRECT LINK SECURITY MODE REJECT message, the initiating UE shall stop timer T5007 and:
a)	if the PC5 signalling protocol cause IE in the DIRECT LINK SECURITY MODE REJECT message is set to #d "LSBs of KNRP-sess ID conflict", retransmit the DIRECT LINK SECURITY MODE COMMAND message with a different value for the 8 LSBs of KNRP-sess ID; andor
[bookmark: _GoBack]b)	if the PC5 signalling protocol cause IE is set to the value other than #9 "LSBs of KNRP-sess ID conflict", abort the ongoing procedure that triggered the initiation of the PC5 unicast link security mode control procedure.
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