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1. Introduction
CT1 had received an LS from RAN2 (C1-204613/R2-2005978) on security activation/deactivation and PDCP re-establishment triggering for PC5 unicast link. After the discussion, CT1 has agreed a CR to TS 24.587 in C1-206344 and also approved a reply LS to RAN2 in C1-206576 which is also copied to SA3 in CT1#126e meeting.

While the author examines the change proposed by the CR in C1-206344 and the LS in C1-206576, comparing with the TS 33.536, we found some misalignment between the CT1 agreed CR and the stage 2 specified in TS 33.536. So in this discussion paper, we will observe some misalignment and would like to ask for revision of C1-206344 to fix the misalignment.
2. Discussion
According to the TS 33.536, subclause 5.3.3.1.4.3, 
5.3.3.1.4.3
Security establishment during connection set-up

The clause describes how security is established during connection set-up. The signalling flow is shown in figure 5.3.3.1.4.3-1.
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Figure 5.3.3.1.4.3-1: Security establishment at connection set-up

(…)
3.
UE_2 shall send the Direct Security Mode Command message to UE_1.
 (…)

UE_2 shall integrity protect the Direct Security Mode Command before sending it to UE_1. UE_2 is then ready to receive both signalling and user plane traffic protected with the new security context. UE_2 shall form the KNRP-sess ID from the most significant bits it received in step1 and least significant bits it sent in step3.

4.
(…)

If the LSB of KNRP-sess ID is unique, UE_1 shall calculate KNRP-sess and the confidentiality key (if applicable) and integrity key in the same way as UE_2. The confidentiality key, NRPEK, shall be derived in this step if and only if the Chosen_algs includes non-NULL confidentiality algorithm. UE_1 shall check that the returned UE_1 security capabilities and UE_1's signalling security policy are the same as those it sent in step 1. UE_1 shall also check the integrity protection on the message. If both these checks pass, then UE_1 is ready to send and receive signalling and user plane traffic with the new security context. UE_1 shall send integrity protected and confidentiality protected (if applicable) Direct Security Mode Complete message to UE_2. UE_1 shall form the KNRP-sess ID from the most significant bits it sent in step1 and least significant bits it received in step3. 

So SA3 has specified that when the security mode control procedure was initiated during the direct link establishment procedure, UE_2, which corresponds to the initiating UE in the PC5 unicast link security mode control procedure in CT1, will apply the integrity protection before it sends the Direct Security Mode Command message (DIRECT LINK SECURITY MODE COMMAND message in TS 24.587). This means that UE_2 can activate the security protection before it sends the COMMAND message.

When the UE_1, which corresponds to the target UE in the PC5 unicast link security mode control procedure in CT1, receives the COMMAND message, and successfully calculates the keys, UE_1 will send Direct Security Mode Complete message (DIRECT LINK SECURITY MODE COMPLETE message in TS 24.587) to UE_2.

Observation 1. During the PC5 unicast link security mode control procedure, the initiating UE will activate the security protection before it sends DIRECT LINK SECURITY MODE COMMAND message, according to TS 33.536.
Now in TS 24.587, and the agreed CR0137 in C1-206344, the same procedure is described as follows:

In subclause 6.1.2.7.3, 

After the DIRECT LINK SECURITY MODE COMPLETE message is generated, the target UE shall pass this message to the lower layers for transmission along with the target UE's layer-2 ID for unicast communication and the initiating UE's layer-2 ID for unicast communication, NRPIK, NRPEK if applicable, KNRP-sess ID, the selected security algorithm as specified in TS 33.536 [20], and an indication of activation of the PC5 unicast signalling security protection for the PC5 unicast link, if applicable.
NOTE:
The DIRECT LINK SECURITY MODE COMPLETE message is ciphered and integrity protected (if applicable) at the lower layer using the new security context.
In subclause 6.1.2.7.4,

After receiving the DIRECT LINK SECURITY MODE COMPLETE message, the initiating UE shall provide the following information along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication to the lower layer:
a)
NRPIK, NRPEK if applicable, KNRP-sess ID, the selected security algorithm as specified in TS 33.536 [20]; and
b)
an indication of activation of the PC5 unicast signalling security protection for the PC5 unicast link, if applicable.
So in CT1, the time when the security protection is activated is not aligned with SA3. According to TS 24.587 and the changes suggested by CR0137, the initiating UE activates security protection AFTER it receives DIRECT LINK SECURITY MODE COMPLETE. 

Observation 2. In TS 24.587 and agreed CR in C1-206344, the initiating UE will activate the security protection after it received DIRECT LINK SECURITY MODE COMPLETE message.
Observation 3. The time when the security protection is activated during the PC5 unicast link security mode control procedure is not aligned with the stage 2.
To fix this, we would like to ask the authors of C1-206344 to revise the agreed CR in order to fix the timing of activating security protection for the initiating UE during the PC5 unicast link security mode control procedure.
Proposal. Revise agreed CR C1-206344 to fix the timing of activating security protection for the initiating UE during the PC5 unicast link security mode control procedure.
4. Conclusion

In this discussion paper, we analysed the agreement in C1-206344 and the stage 2 requirement in TS 33.536, and have the following observations.
Observation 1. During the PC5 unicast link security mode control procedure, the initiating UE will activate the security protection before it sends DIRECT LINK SECURITY MODE COMMAND message, according to TS 33.536.

Observation 2. In TS 24.587 and agreed CR in C1-206344, the initiating UE will activate the security protection after it received DIRECT LINK SECURITY MODE COMPLETE message.
Observation 3. The time when the security protection is activated during the PC5 unicast link security mode control procedure is not aligned with the stage 2.

In order to fix this misalignment with the stage 2, we would like to ask following proposal.
Proposal. Revise agreed CR C1-206344 to fix the timing of activating security protection for the initiating UE during the PC5 unicast link security mode control procedure.
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