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1. INTRODUCTION

This discussion paper intends to propose the potential solution alternatives for the KAF/KAKMA refresh mechanism, and proposes the way forward from the possible solutions. Authors of this paper seek views of the fellow delegates on proposed solutions and their preferred approach to resolve the issue.
Excerpts from 3GPP TS 33.535:

6.4.1
KAKMA re-keying
KAKMA shall be re-keyed by running a successful primary authentication as described in clause 6.1.
6.4.2
KAF re-keying

The KAF re-keying depends on the lifetime of the KAF and may be trigged by the AF, which means that when a new KAKMA is derived, the KAF will not be re-keyed automatically. 

When the lifetime of KAF expires, the AF may reject UE’s access to the AF or refresh the KAF as description in clause 6.4.3 based on its policy. If there has been a change of KAUSF (e.g., due to a successful run of primary authentication), the UE may re-try accessing the AF by using the A-KID derived from the new KAUSF.

As per the above excerpts, the KAF may not be refreshed after its lifetime expiry, until a new primary authentication takes place. This means a user may not be able to use an application (requiring authentication using AKMA) after the KAF expires and until a new primary authentication procedures takes place (which may happen after a very long period of time). The KAF should be refreshed when needed by the applications that are depending on the KAF and there are potential approaches to solve this.

2. Potential Approaches
Generation of new KAF requires a new KAKMA; generation of new KAKMA requires generation of new KAUSF; and generation of new KAUSF requires new primary authentication to take place.
Two approaches were explored to resolve the issue:

Option 1: Network Driven
In this approach following sequence of events take place:
a) Upon KAF lifetime expiry, AF requests AAnF to send new KAF by sending Naanf_AKMA_ApplicationKey_Get request (with possibly a refresh indicator).

b) AAnF, upon determining that KAF cannot be refreshed (as same key will get generated), requests AUSF to generate new KAKMA. This requires defining of new service/operation in AUSF.
c) AUSF requests UDM to provide UE’s current AMF by sending Nudm_UECM_Get request.

d) AUSF then requests AMF to initiate primary authentication for the UE. This requires defining of a new service/operation in AMF.
e) AMF initiates primary authentication.

f) Post Primary authentication, AUSF responds to request in step #b, and AAnF responds to request in step #a. 
This approach requires following changes:

a) CT4: Definition of new services in AUSF and AMF as defined above.

b) CT3: Support for “refresh indicator” in step #a.
Option 2: UE Driven
In this approach following sequence of events takes place:
· Upon KAF lifetime expiry, AF rejects UE’s access to AF, and communicates the same to the UE over Ua* Interface.

· UE shall release NAS signaling connection, and send the next uplink NAS message with ngKSI set to 111. This make network to initiate Primary authentication.
· UE can re-initiate request to access AF over Ua* Interface. 
This approach requires following changes:

a) CT1: Ability to support changes required as defined above.

3. DISCUSSION

Option 2 requires that UE allows 3rd Party applications to trigger Primary Authentication. Allowing a 3rd party application on UE triggering an event resulting inprimary authentication is not advisable. On the other hand, Option 1 allows network to validate the need of new primary authentication (and/or based on local policy) before actually triggering it. From that point of view, Samsung has preference to Option 1.

Samsung requests comments from the fellow delegates on the problem statement and the related solution alternatives. Samsung plans to bring contributions based on the feedback on the suggested alternatives. 

