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1. Introduction
In previous CT1#127, there has been discussions and proposals on NTN PLMN of one country broadcasting in its SIBs whether that PLMN also operates in another country. Such discussions and proposals are argued to be useful for UE's PLMN selection in NTN. This discussion paper provides arguments why such indications in SIBs ought to be pursued with caution and with buy in from other WGs.

2. Discussion
2.1	General

At CT1#127, C1-207747 (revision of C1-207167) was discussed and postponed. The main thrust of the solution provided in C1-207747 proposes that "In the system information, a PLMN can provide a list of countries in which the PLMN can be selected". The basis of argument is that such information can assist the UE in a country different from the PLMN’s to select onto and get services from that PLMN. To be more precise by way of example, Operator X runs a PLMN (PLMN_X1) in country A – whose MCC = A. Operator X is a global company and also has license to operate mobile networks in country B – whose MCC = B. 

Note:	It is well established that global conglomerates/companies operates mobile network across many countries. Well established examples are Vodafone and Orange and in different country that Vodafone and Orange operate, the MCC of their PLMNs reflect that of the country in which they operate.

In our understanding what the solution in C1-207747 proposes is that Operator X in Country A (MCC = A) will have PLMN_X1 broadcast in its SIB a new indication of countries where PLMN_X1 can be selected for registration and services, i.e. introduce a new field in PLMN_X1's SIB where MCC = A will be indicated in the broadcast. This, the argument goes, will make it possible that UEs in country B and able to "see" PLMN_X1 to knowingly select PLMN_X1 of country A when UE is not physically in country A.


2.2	Arguments using ITU E212 Annex E as justification

Proponents of solution in C1-207747 have argued that ITU allows that with certain governmental approval operators of one country assigned with a MCC+MNC can use that MCC+MNC in another country. It is pointed out that ITU E212, Annex E has the following:-

Annex E: The use of an MCC+MNC in a country other than the country to which the MCC has been assigned
[bookmark: _Hlk60849864]E.1       Extra-territorial use of an MCC+MNC is the term used to describe the situation where an MCC+MNC that has been assigned to an operator in one country, Country A, is used in another country, Country B, through a base station established in Country B. …
E.2:        In the event that an operator wishes to implement the extra-territorial use of an MCC+MNC, it will seek the approval of the Administrations of both Country A and Country B.  … It is expected that normal roaming practices, tariffing, and other country identification mechanisms of Country B, will be followed.

However, ITU E212 Annex E then went on to say that while e.g Operator X can operate in Country B it is expected that  PLMN_X1 has to follow the identification mechanisms for country B. ,which brings up ambiguity if not confusion as the statements before which suggest the MCC of country A can be used even in country B.

· Ambiguity:	It is clear in ITU E212, Annex E that if there is approval from regulators of involved countries, a PLMN of one country is allowed to operator in another country and might even be allowed to set up a basestation in the second country. However, the mention in ITU E212 Annex E, that the Operator can use the MCC+MNC issued by the first country when in the second country and the other text in ITU E212 Annex E that the " other country identification mechanisms of Country B, will be followed" seems to be contradicting.


Nevertheless, what concerns us is whether PLMN_X1 is from a regulatory sense allowed to broadcast in country A that it can operate in country B. This is a subtle but important distinction - what a PLMN indicates as its MCC+MNC and where (country wise) a PLMN can operate - and it is different from PLMN_X1 actually having base stations in country B where its SIB indicates its MCC and MNC assigned by country A.
From that perspective, what a PLMN in one country can broadcast in that country (i.e its allowance to operate in another country), we dispute that ITU E212 Annex E as quoted gives that justification.

· Issue:	ITU E212 Annex X does not give authorisation to an Operator in one country to broadcast in its SIB an indication to anyone who can listen to the SIB, that it (the Operator) can operate in another country.
This issue is concerns a service aspect and need to be checked with SA1.


2.3	Downsides of a PLMN broadcasting in one country its right to operate in another country

2.3.1	Scenarios where Operators wrongly or rightly indicate they can be selected in another country

Figure 2.3.1 depict a situation where countries C and U are friendly countries and have a shared border. In that same figure country R an "unfriendly" country whilst not having a common border with either C or U, is separated by a sea channel, some international waters.



Figure 2.3.1

Consider the case that NTN-R of country R has no right to operate in either country U or C (i.e is not covered under ITU E212 Annex E) but as proposed in C1-207747, sets in its SIB that NTN-R has the right to operate in country C and in country U. This immediately bring into play that should there be UEs in country U that is in the satellite footprint of NTN-R, those UE will with the solution proposed in C1-207747, be considering that NTN-R is a rightful candidate for PLMN selection when those UEs are in country U.

Worse still, when those UEs in country U make registration attempts to NTN-R, NTN-R could well accept those registration and there in NTN-R or even country R can control the services provided to and communications of those UEs.

· Issue:	If ever a PLMN of one country is allowed to indicate in its broadcast that it can be selected (as it can operate) in another country, how and who will police that a PLMN has or does not have that right and subsequently populate such indications over its SIBs?
This is a service and regulatory aspect and need to be checked with at least SA1 and probably other WGs e.g. SA3, as there might be a security angle to this.

Consider another case. In country U, there are two terrestrial networks PLMN U1 and PLMN U2. Country C is a friendly country of country U and PLMN U1 has a commercial agreement with NTN U1C1 who has approval to operate NTN-U1C1 in both country C and country U – following that of ITU E212 Annex E.
So following the solution in C1-207747, NTN U1C1 will indicate country U is a country where NTN U1C1 can be selected. Consider now two sets of subscribers who are in the satellite footprint of NTN U1C1. One set of subscribers belong to PLMN U1 and one set belonging to PLMN U2. Having implemented the solution in C1-207747, both sets of UEs will see that NTN U1C1 can be selected but while it is only the correct move for the UEs of PLMN U1, selection of NTN U1C1 by UEs of PLMN U2 will be attempted till registration rejects with accompanying reject cause stops NTN U1C1 from being considered after exchange of unnecessary signalling.

· Issue:	Even if a PLMN of one country is allowed to indicate in its broadcast that it can be selected (as it can operate) in another country, all subscribers in that other country regardless whether they have subscriptions to that PLMN will consider that PLMN as selectable. 
Erroneous registration attempts will be leading to wasted signalling, wasted use of resources, commercial disputes and frustration to users.
This is a service aspect and need to be checked with SA1.

2.3.2	MCC list meant to denote countries meeting LI requirements

Written in C1-207747 as objective and reasoning of introducing " a list of countries in which the PLMN can be selected" is that by indicating the countries that PLMN can be selected in the selection of that PLMN in those countries will ensure the meeting of the LI requirements of "enforce the use of a Core Network of PLMN in the country where the UE is physically located".

Extract from C1-207747
2. Reason for Change
This solution tackles issue 1) using option 2)b). Specifically, a PLMN broadacsts, in system information, the list of countries in which the PLMN can be selected. 

However, one can find in TS 33.126 (Security; Lawful Interception requirements), SA3-LI security requirements that the UE should have no knowledge that a PLMN (in TS 33.126 the term CSP (Communications Service Provider) can activate LI.

[bookmark: _Toc39073941]6.6	Security
R6.6 - 10	Undetectability by the Target - The CSP shall perform interception in such a manner that the target is unable to detect interception is taking place, before, during, and after the interception.
R6.6 - 20	Undetectability by Other Users - The CSP shall perform interception in such a manner that no other users of CSP's services can detect that interception is taking place, before, during, and after the interception.
R6.6 - 30	Undetectability by Non-Authorized Parties - The CSP shall ensure that non unauthorized personnel or processes (including automated or Artificial Intelligence based systems) that are part of the service cannot detect that interception is taking place, before, during, and after interception.

Thus, the solution of having a PLMN broadcast a list of MCC so as to indicate that that PLMN is selectable in the indicated countries that will meet LI requirements is wholly in contradiction to the SA3-LI requirements in TS 33.126.

· Issue:	A PLMN broadcasting a list of MCC wherein those countries that PLMN is selectable and will meet LI requirements is, seemingly, contradicting TS 33.126 security requirements that capability to perform lawful interception must not be made known to user of the PLMN.
This is a serious security aspect and need to be checked with SA3-LI.

Not only that, there are no doubt many users and groups of user who may for political or legal or personal reason not wish to have their communications intercepted by the relevant regulators and authorities. Indication to such users that certain PLMN if selected will certain meet LI requirements is an invitation for those UE to explicitly not select onto those PLMNs.

· Issue:	Users knowing that selecting certain PLMNs in certain countries would ensure abiding governmental lawful intercept requirements, could use this knowledge to not select those PLMNs and avoid lawful interception.

2.3.3	Broadcast made by fake base stations

If the solution of C1-207747 is adopted in CT1 and other 3GPP specifications, it becomes acceptable for a PLMN of one country to indicate a list of countries in which the PLMN can be selected. Consequently UEs in those countries indicated in the broadcast will consider that PLMN to be an allowable PLMN for PLMN selection procedures in the country the UEs are in.

As the solution of C1-207747 propose no method to police such broadcasts, it is open to any fake base station or malicious person with available public knowledge and a means of access to radio equipment to set up just such broadcast indications. This will result in an open invitation to perform a DoS attack on UEs, indiscriminately at all UEs.

Using the example MCCs and PLMN Ids used in section 2.1, a malicious person in country A can set up a of 
fake base station near the border with country B where the fake basestation can be broadcasting that PLMN_X1 is selectable in MCC = B (i.e MCC of country B). UEs in country B that can pick up such a fake station broadcast and will attempt to select onto PLMN_X1 if that PLMN matches the selection criteria in the PLMN selection procedure. As the registration attempt will go no where, the UEs will be denied service – so a DoS attack scenario.In fact, the malicious user can even set up the fake basestation in country B not necessary to be by the borders between country A and B for such DoS attack to be mounted.

Whilst we admit that even at present a fake basestation broadcasting any valid MCC+MNC combination can equally stage such a DoS attack, having a list of MCC for which a PLMN is selectable adds another parameter/dimension for mounting such DoS attacks. Worse still, more changes will inevitably be necessary to mitigate against such attacks given that there is another parameter/dimension to consider.

· Issue:	Whether this is a valid security risk need to be checked with SA3.

· Issue:	Adding another parameter that can be used by fake basestation to mount DoS attacks and will require more mitigation techniques and thus more impacts to UE implementation.


3. Conclusion & Way Forward
The above has shown that while not challenging that it technically possible to indicate in the SIBs of a PLMN of one country indications of other MCCs (i.e a list of countries) where that PLMN can be considered selectable and in addition that such indication imply that a UE selecting that PLMN will surely meet LI requirements, there are a number of issues that questions if such a solution, as of C1-207747, is technically correct.

Either such issues and their resolution are properly documented or Editor's notes need to be in place to allow FFS on those issues and for checking with other WGs before solutions such as those in C1-207747 are captured in TR 24.821.
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