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Introduction:
Stage-2 Steering of Roaming (SOR) in TS 23.122 Annex C specifies that the secured packet for SOR can become available in the UDM. This means that the UDR stores this secured packet and the UDM can retrieve it when it is needed. Noting that in TS 23.122 Annex C the UDM and UDR are considered as one entity. Example:
In order to support various deployment scenarios, the UDM may support:

-
using a list of preferred PLMN/access technology combinations or a secured packet which is or becomes available in the UDM;

-
obtaining a list of preferred PLMN/access technology combinations or a secured packet from the SOR-AF; or

-
both of the above. 

This discussion paper examines the validity of such an operation.
The issue discussed in this paper is present from Rel-15.

Discussion:

In theory, the secured packet for SOR can be stored in the UDR, however it is less likely to be with valid content. The content of the secured packet needs to be updated per each use, at least the "Replay detection and Sequence Integrity counter" needs to be updated, while the UDR as a storage cannot trigger such an update for the secured packet:
1)
There is no direct interface/API between the UDR and the SP-AF (OTA server).

2)
Since the UDR is a storage, there is no existing service operations on Nudm API that allows to update the content that requires processing by another NF (e.g. SP-AF), even if UDR can act as an NF consumer using an interface/API in 1), if it is made available. Such an update of the UDR and its role requires confirmation by SA2 before any consideration.
Note: The "Replay detection and Sequence Integrity counter" (see ETSI TS 102 225 [1]) that defines the structure of the Secured Packets and referenced by 3GPP TS 31.115 [2].

In Rel-16, based on the operator's deployment and policy, if the SP-AF exists in the NW and the UDM supports communication with the SP-AF, then the UDM can obtain the secured packet for the list of preferred PLMN/access technology combination it provides as defined in 3GPP TS 29.544 [3].

This issue has no impact on the UDM using the list of PLMN/access technology combination stored in the UDR.
Conclusion:

The existing configuration for storing SOR secured packet in UDM/UDR is not plausible due to the reasons explained in this discussion paper. The issue exists from Rel-15.

It is proposed:

- To correct the Rel-16 specification TS23.122 as proposed in C1-204790.

- To send a LS to CT4 to ask them to update their specifications accordingly. The proposed LS is provided in C1-204791.
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