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1. Introduction

This discussion paper attempts to provide technical analysis to update CAG information when the registration update procedure and service request procedure is rejected.
2. Discussion
CAG information list, which the UE uses to access CAG service can be updated by the HPLMN based on the changes in subscription. If the UE is not reachable when the subscription change happens ( eg: The UE is switched off), the NW will not be able to update the latest CAG information in the UE. So when the UE is back to service ( eg: Switched on), it will attempt a registration update procedure and since the subscription has changed, it may get rejected ( eg: #76) and the following scenarios can happen
a) Due to a change in subscription, UE gets rejected with #76 in the only CAG cell which has an entry in the allowed CAG list stored in the UE and the UE is configured to access the 5GS only via a CAG cell. So UE will delete the entry for the only CAG cell and will end up with an empty ‘Allowed CAG list’ will be out of service. The user will not be able get any service in automatic network selection mode if this happens.

b) Due to the change in subscription, UE gets rejected with #76 in the only available CAG cell which has an entry in the allowed CAG list stored in the UE. None of the other CAG IDs in the allowed CAG cell is available in the geographical area and there are no non-CAG cells also in the area. So the UE will be out of service as the UE has an out dated CAG information list stored in the UE. 

c) Due to change in subscription, UE gets rejected with #76 in a non-CAG cell. UE changes its CAG capability for the PLMN to “only access 5GS service via CAG cell” and the UE has no allowed CAG list yet. In this case the UE will perform a PLMN selection and if no other PLMNs are available the UE will end up in no service. Even if other PLMNs are available, it may not be a good behavior to change the PLMN ( Which can even be the HPLMN) and go to another PLMN.
d) Due to the change in subscription and the current serving CAG cell is removed from subscription, when the UE is in idle mode, if the NW wants to update the CAG information list, the NW can page the UE. UE will initiate a service request and the service request can be rejected with #76 in a CAG cell if the new subscription does not indluce the current served CAG cell. So the updated CAG information list needs to be provided in the SERVICE REJECT MESSAGE to prevent the UE going to another cell.
Please find an example of the scenario below.

Table 1: examples for the situation

	CAG Info
	Time 1
	Time 2
	Time 3

	Network side
	CAG-only, CAG 1
	CAG-only, CAG 2
	CAG-only, CAG 2

	UE side
	CAG-only, CAG 1
	CAG-only, CAG 1
	CAG-only, empty CAG list


For example, in Time 1, the CAG configuration in network side and UE side is aligned. UE is only allowed to access the network through CAG cells and the allowed CAG lists contain CAG1. In Time 2, the allowed CAG list in subscription is changed to CAG2 in PLMN. However, if UE is deregistered, the configuration in UE side stays the same. In Time3,  UE attempts to register the network and select CAG1 as usual, AMF rejects the registration with Cause#76. The UE removes the CAG1 from the list after receiving the NAS rejection. UE ends up with the situation (CAG-only + empty CAG ID list).
Current handling in 24.501 for 2.a and 2.b scenarios

As defined in TS 24.501 Clause 5.5.1.2.5, the UE enters the state 5GMM-DEREGISTERED.LIMITED-SERVICE  or 5GMM-DEREGISTERED.PLMN-SEARCH to trigger  the PLMN selection process when the situation happens.


If 5GMM cause #76 is received from:
1)
a CAG cell, then the UE shall delete the CAG-ID from the "allowed CAG list" for the current PLMN. In addition:

i)
if the entry in the "CAG information list" for the current PLMN does not include an "indication that the UE is only allowed to access 5GS via CAG cells" or if the entry in the "CAG information list" for the current PLMN includes an "indication that the UE is only allowed to access 5GS via CAG cells" and the updated "allowed CAG list" for the current PLMN includes one or more CAG-IDs, then the UE shall enter the state 5GMM-DEREGISTERED.LIMITED-SERVICE and shall search for a suitable cell according to 3GPP TS 38.304 [28] with the updated "CAG information list"; or

ii)
if the entry in the "CAG information list" for the current PLMN includes an "indication that the UE is only allowed to access 5GS via CAG cells" and the updated "allowed CAG list" for the current PLMN does not include any CAG-ID, then the UE shall enter the state 5GMM-DEREGISTERED.PLMN-SEARCH and shall apply the PLMN selection process defined in 3GPP TS 23.122 [6] with the updated "CAG information list".
Observation 1: The situation in which the UE has a CAG-only indication and an empty list may happen because of the misalignment of configuration in the UE and the network.
Observation 2: The situation in which the UE has a CAG-only indication and none of the available CAG cells has a valid entry in the Allowed CAG list stored in the UE because of the misalignment of configuration in the UE and the network.
Current handling in 24.501 for 2.c scenario

As defined in TS 24.501 Clause 5.5.1.2.5, the UE enters the state 5GMM-REGISTERED.LIMITED-SERVICE  or 5GMM-DEREGISTERED.PLMN-SEARCH to trigger the PLMN selection process when the situation happens.

2)
a non-CAG cell, then the UE shall store an "indication that the UE is only allowed to access 5GS via CAG cells" in the entry of the "CAG information list" for the current PLMN. In addition:

i)
if the "allowed CAG list" for the current PLMN includes one or more CAG-IDs, then the UE shall enter the state 5GMM-REGISTERED.LIMITED-SERVICE and shall search for a suitable cell according to 3GPP TS 38.304 [28] with the updated CAG information; or
ii)
if the "allowed CAG list" for the current PLMN does not includes any CAG-ID, then the UE shall enter the state 5GMM-DEREGISTERED.PLMN-SEARCH and shall apply the PLMN selection process defined in 3GPP TS 23.122 [6] with the updated "CAG information list".

Observation 3: The situation where the UE is rejected with #76 in a non-CAG cell  and the UE changes its setting for the PLMN to “access 5GS via CAG only” and there is no ’Allowed CAG list’ for the PLMN. This can happen due to the mismatch in the CAG information stored in the UE and NW even in the HPLMN and it is not a good practice to move to a different PLMN.
However, this situation may be caused by the fact that the network has changed the UE’s CAG information but has not yet provided the latest configuration to the UE. It is not correct to drive the UE to other PLMNs if the current PLMN does have valid CAG configuration for the UE. 

Moreover, if the UE doesn’t be able to access other PLMNs, the UE caught up in this situation (CAG-only + empty CAG ID list) is not able to access any network and this should be avoided. The latest configuration is not able to update to UE. 
3. Proposals

When the initial registration request is rejected due to the fact that the UE has a wrong CAG information list mostly due to a change in the subscription,. UE may end up in limited service, no service or move away from the current PLMN even if it is the HPLMN. So in order to prevent this unwanted behaviour, the network may include the 
latest CAG information list in the REGISTRATION REJECT message which helps the UE to update the local CAG information accordingly. 
Proposal #1: The network may include the latest CAG information list in the REGISTRATION REJECT message when the initial registration request is rejected due to that the UE is not authorized for the CAG.
Proposal #2: The network may include the latest CAG information list in the SERVICE REJECT message when the service request is rejected due to that the UE is not authorized for the CAG.

Pros1: The UE will have the update CAG information list after the UE is rejected with the CAG releated ( #76) reject cause and can access the correct CAG cell.

Prose2: UE will not have to remain out of service for long time. Currently the UE has to be registered to get the CAG information list. With the new proposal, the registration will go faster as the UE will have updated CAG information,

Cons: Nothing so far identified. Some companies raised concern that the REGISTRATION REJECT message may come without integrity protection, but according to the current specification , if the REGISTRATION REJECT message is without integrity protection and it contains #76, UE will discard the message. So no issues with that. 
4. Conclusion

This discussion provides technical analysis to update CAG information in Registration Reject., following observations were provided:
Observation 1: The situation in which the UE has a CAG-only indication and an empty list may happen because of the misalignment of configuration in the UE and the network.
Observation 2: The situation in which the UE has a CAG-only indication and none of the available CAG cells has a valid entry in the Allowed CAG list stored in the UE because of the misalignment of configuration in the UE and the network.
Observation 3: The situation where the UE is rejected with #76 in a non-CAG cell  and the UE changes its setting for the PLMN to “access 5GS via CAG only” and there is no ’Allowed CAG list’ for the PLMN. This can happen due to the mismatch in the CAG information stored in the UE and NW even in the HPLMN and it is not a good practice to move to a different PLMN.
Based on above observations, following proposals were provided:

Proposal #1: It is proposed that the network may include the 
latest  CAG Information listin the REGISTRATION REJECT message when the initial registration request is rejected due to that the UE is not authorized for the CAG.

Proposal #2: The network may include the latest CAG information list in the SERVICE REJECT message when the service request is rejected due to that the UE is not authorized for the CAG.

