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1. Abstract
This document discusses SA2 work on CAG (closed access group) selection and identifies TS 23.122 impact.
2. Discussion
2.1 Stage-2 requirements

TS 23.501 16.0.0 (text introduced by SA2 agreed S2-1902898) descibes Public network integrated NPN (PNI NPN) as follows. The text significant for CT1 is marked.

------------------

5.29.3
Public network integrated NPN

5.29.3.1
General

Public network integrated NPNs are NPNs made available via PLMNs e.g. by means of dedicated DNNs, or by one (or more) Network Slice instances allocated for the NPN. The existing network slicing functionalities apply as described in clause 5.15. When an NPN is made available via a PLMN, then the UE has a subscription for the PLMN.
NOTE:
Annex D provides additional consideration to consider when supporting Non-Public Network as a Network Slice of a PLMN.

As network slicing does not enable the possibility to prevent UEs from trying to access the network in areas which the UE is not allowed to use the Network Slice allocated for the NPN, Closed Access Groups may optionally be used in addition to network slicing to apply access control.

A Closed Access Group identifies a group of subscribers who are permitted to access one or more CAG cells associated to the CAG.

CAG is used for the Public network integrated NPNs to prevent UE(s), which are not allowed to access the NPN via the associated cell(s), from automatically selecting and accessing the associated cell(s).

The following clauses describes the functionality needed for supporting CAGs.

Editor's note:
It is FFS whether Emergency services are to be supported in a CAG cell.

5.29.3.2
Identifiers

The following is required for identification:

-
A CAG is identified by a CAG Identifier which is unique within the scope of a PLMN ID;

-
A CAG cell broadcasts one or multiple CAG Identifiers per PLMN;

NOTE 1:
It is assumed that an NG-RAN node supports broadcasting a total of twelve CAG Identifiers. Further details are defined in TS 38.331 [28].

-
A CAG cell may in addition broadcast a human-readable network name per CAG Identifier:

NOTE 2:
The human-readable network name per CAG Identifier is only used for presentation to user when user requests a manual CAG selection.

5.29.3.3
UE configuration and subscription aspects

To support CAG, the UE is configured, using the UE Configuration Update procedure for access and mobility management related parameters described in TS 23.502 [3] in clause 4.2.4.2, with the following CAG information, included in the subscription as part of the Mobility Restrictions:

-
an Allowed CAG list i.e. a list of CAG Identifiers the UE is allowed to access; and

-
optionally, an indication whether the UE is only allowed to access 5GS via CAG cells (see TS 38.304 [50] for how the UE identifies whether a cell is a CAG cell);

5.29.3.4
Network and cell (re-)selection, and access control

The following is assumed for network and cell selection, and access control:

-
The CAG cell shall broadcast information such that only UEs supporting CAG are accessing the cell;

NOTE:
The above also implies that cells are either CAG cells or normal PLMN cells.

-
For aspects of automatic and manual network selection in relation to CAG, see TS 23.122 [17];

-
For aspects related to cell (re-)selection, see TS 38.304 [50];

-
The Mobility Restrictions shall be able to restrict the UE's mobility according to the Allowed CAG list (if configured in the subscription) and include an indication whether the UE is only allowed to access CAG cells (if configured in the subscription);

-
During transition from CM-IDLE to CM-CONNECTED, if the UE is accessing the 5GS via a CAG cell, the NG-RAN shall provide the CAG Identifier to the AMF:

-
The AMF shall verify whether UE access is allowed by Mobility Restrictions:

-
If the CAG Identifier received from the NG-RAN is part of the UE's Allowed CAG list, then the AMF accepts the NAS request;

-
If the CAG Identifier received from the NG-RAN is not part of the UE's Allowed CAG list, then the AMF rejects the NAS request with an appropriate cause code, whereas the UE removes that CAG Identifier, if it exists, from its Allowed CAG list, as defined in TS 24.501 [47]. The AMF shall then release the NAS signalling connection for the UE by triggering the AN release procedure; and

-
If the UE is accessing the network via a non-CAG cell and the UE's subscription contains an indication that the UE is only allowed to access CAG cells, then the AMF rejects the NAS request with an appropriate cause code, whereas the UE updates its local configuration, as defined in TS 24.501 [47]. The AMF shall then release the NAS signalling connection for the UE by triggering the AN release procedure.

-
During connected mode mobility procedures:

-
Based on the Mobility Restrictions received from the AMF:

-
Source NG-RAN shall not handover the UE to a target NG-RAN node if the target is a CAG cell and the related CAG Identifier is not part of the UE's Allowed CAG list;

-
Source NG-RAN shall not handover the UE to a non-CAG cell if the UE is only allowed to access CAG cells;

-
Update of Mobility Restrictions:

-
When the AMF receives the Nudm_SDM_Notification from the UDM and the AMF determines that the Allowed CAG list or the indication whether the UE is only allowed to access CAG cells have changed;

-
The AMF shall update the Mobility Restrictions in the UE and NG-RAN accordingly; and

-
If the UE is currently accessing a CAG cell and the related CAG Identifier has been removed from the Allowed CAG list or if the UE is currently accessing a non-CAG cell and the indication that the UE is only allowed to access CAG cells has been set in the subscription, then the AMF shall release the NAS signalling connection for the UE by triggering the AN release procedure.

------------------
Based on the above, the following observations can be derived:

Observation-1:
A PLMN can deploy a closed access group (CAG) identified by CAG-ID.
Observation-2:
CAG-ID is unique within the scope of PLMN ID of the PLMN supporting CAG.

Observation-3:
A CAG cell broadcasts (a) a CAG-ID of the cell and (b) an information such that only UEs supporting CAG can access the cell.
Observation-4:
A UE can be configured with Allowed CAG list containing zero or more CAG IDs which the UE is allowed to access.

Observation-5:
A UE can be configured with indication whether the UE is only allowed to access CAG cells.
Observation-6: The UE configuration is done using the UE Configuration Update procedure in TS 23.502 subclause 4.2.4.2.

Observation-7:
The CAG related pieces of information - those configured in the UE and those broadcast by cell - are expected to be used to prevent a UE, which is not allowed to access the PNI NPN via the associated cell(s), from automatically selecting and accessing the associated cell(s).

Observation-8:
23.122 is expected to specify aspects of automatic and manual CAG selection.

2.2 Additional considerations

Given that:

1)
CAG-ID is unique within a PLMN ID only - i.e. a CAG-ID value X in a PLMN P1 can have a different semantic than the same CAG-ID value X in PLMN P2; and

2)
a UE could use a CAG when roaming;

each CAG-ID in the Allowed CAG list needs to be associated with a PLMN ID.
Proposal:
Each CAG-ID in the Allowed CAG list needs to be associated with a PLMN ID.

3. Proposal

It is proposed to discuss and agree the above.

