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1. Introduction
Stage 2 agreement S2-181304 introduces User Plane (UP) Security policy and User Plane Integrity Protection. The solution includes a mechanism to control the determination and delivery of the user plane security policy to the NG-RAN.
2. Reason for Change
The introduced solution allows the NG-RAN to reject the establishment of the user plane resources required to fulfill the requirements in user plane security which causes the SMF to release the PDU session. Currently there are no appropriate cause values that allow the network to indicate to the UE the reason for the PDU session failure.
3. Conclusions

It is proposed to add the following cause value: “security policy enforcement failure” that will be returned by the network upon the NG-RAN failure to establish the required resources for the user plane security enforcements. This cause value is added to the PDU session creation failure as well as to the PDU session release.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.501 v0.3.1
* * * First Change * * * *

6.3.3
Network-requested PDU session release procedure

6.3.3.1
General

The purpose of the network-requested PDU session release procedure is to enable the network to release a PDU session.

6.3.3.2
Network-requested PDU session release procedure initiation
In order to initiate the network-requested PDU session release procedure, the SMF shall create a PDU SESSION RELEASE COMMAND message.
The SMF shall set the SM cause IE of the PDU SESSION RELEASE COMMAND message to indicate the reason for releasing the PDU session.
The SM cause IE typically indicates one of the following SM cause values:

#26:
"insufficient resources";

#36:
regular deactivation;
#39:
reactivation requested; or
#xx:
security policy enforcement failure.
Editor's note:
Further 5GSM causes are FFS.
If the selected SSC mode of the PDU session is "SSC mode 2" and the SMF requests the relocation of SSC mode 2 PDU session anchor with different PDU sessions as specified in 3GPP TS 23.502 [5], the SMF shall include 5GSM cause #39 "reactivation requested".

If the network-requested PDU session release procedure is triggered by a UE-requested PDU session release procedure, the SMF shall set the PTI IE of the PDU SESSION RELEASE COMMAND message to the PTI of the PDU SESSION RELEASE REQUEST message received as part of the UE-requested PDU session release procedure.
If the network-requested PDU session release procedure is not triggered by a UE-requested PDU session release procedure, the SMF shall set the PTI IE of the PDU SESSION RELEASE COMMAND message to "No procedure transaction identity assigned".
The SMF may include a Back-off timer value IE in the PDU SESSION RELEASE COMMAND message when the 5GSM cause value #26"insufficient resources" is included in the PDU SESSION RELEASE COMMAND message. If the 5GSM cause value is #26 "insufficient resources" and the PDU SESSION RELEASE COMMAND message is sent to a UE configured to use AC11 – 15 in selected PLMN or the request type was set to "initial emergency request" for the establishment of the PDU session, the network shall not include a Back-off timer value IE.

Editor's note:
It is FFS whether both 5GSM cause value #26 and 5GSM cause values #ss are used or whether 5GSM cause value #26 together with an indication should be used instead.
If the network requested PDU session release procedure is triggered by NG-RAN rejecting the establishment of user plane resources for the PDU session when it cannot fulfil requirements in user plane security enforcement information the SMF shall include 5GSM cause #xx “security policy enforcement failure”.
Editor’s note: It is FFS if the network may include a Back-off timer value IE with the 5GSM cause #xx “security policy enforcement failure”.
The SMF shall send:

a)
the PDU SESSION RELEASE COMMAND message; and

b)
if the SMF allows the AMF to skip sending of the N1 SM container to the UE and the 5GSM cause IE is not set to #39 "reactivation requested", the N1 SM delivery skip allowed indication;
towards the AMF, and the SMF shall start timer T3592 (see example in figure 6.3.3.2.1).
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Figure 6.3.3.2.1: Network-requested PDU session release procedure
6.3.3.3
Network-requested PDU session release procedure accepted by the UE
Upon receipt of a PDU SESSION RELEASE COMMAND message and a PDU session ID, using the NAS transport procedure as specified in subclause 5.4.5, the UE considers the PDU session as released and the UE shall create an PDU SESSION RELEASE COMPLETE message.

If the PDU SESSION RELEASE COMMAND message contains the PTI value allocated in the UE-requested PDU session release procedure, the UE shall stop the timer T3582. The UE should ensure that the PTI value assigned to this procedure is not released immediately. 

NOTE 1:
The way to achieve this is implementation dependent. For example, the UE can ensure that the PTI value assigned to this procedure is not released during the time equal to or greater than the default value of timer T3592.

While the PTI value is not released, the UE regards any received PDU SESSION RELEASE COMMAND message with the same PTI value as a network retransmission (see subclause 7.3.1).
If the PDU SESSION RELEASE COMMAND message includes 5GSM cause #39 "reactivation requested", the UE should re-initiate the UE-requested PDU session establishment procedure as specified in subclause 6.4.1 for the PDU session type, the SSC mode, the DNN, and the S-NSSAI as provided in the UE-requested PDU session establishment procedure of the released PDU session, after completion of the network-requested PDU session release procedure.

If the PDU SESSION RELEASE COMMAND message includes 5GSM cause #39 "reactivation requested" and the UE provided a DNN for the establishment of the PDU session, the UE shall stop timer T35ab if it is running for the DNN provided by the UE. The UE should then re-initiate the UE requested PDU session establishment procedure for the same DNN. If the UE did not provide a DNN for the establishment of the PDU session and the request type was different from "initial emergency request", the UE shall stop the timer T35ab associated with no DNN if it is running, and should re-initiate the UE requested PDU session establishment procedure without including a DNN. If the PDU SESSION RELEASE COMMAND message was received for an emergency PDU session, the UE shall not stop the timer T35ab associated with no DNN if it is running. 
If the PDU SESSION RELEASE COMMAND message includes 5GSM cause #39 "reactivation requested", the UE shall stop timer T35cd if it is running for the same [S-NSSAI, DNN] combination provided by the UE. The UE should then re-initiate the UE requested PDU session establishment procedure for the same [S-NSSAI, DNN] combination.
NOTE:
User interaction is necessary in some cases when the UE cannot re-initiate the UE-requested PDU session establishment procedure automatically.
Editor's note:
The UE behaviour if the PDU SESSION RELEASE COMMAND message includes 5GSM cause #xx “security policy enforcement failure” is FFS.
If the PDU SESSION RELEASE COMMAND message includes 5GSM cause #26 "insufficient resources" and the Back-off timer value IE, the UE shall take different actions depending on the timer value received for timer T35ab in the Back-off timer value:
a)
If the timer value indicates neither zero nor deactivated and a DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message, the UE shall stop timer T35ab associated with the corresponding DNN, if it is running. If the timer value indicates neither zero nor deactivated and no DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request", the UE shall stop timer T35ab associated with no DNN if it is running. The UE shall then start timer T35ab with the value provided in the Back-off timer value IE and:

1)
shall not send a PDU SESSION ESTABLISHMENT REQUEST or PDU SESSION MODIFICATION REQUEST message for the same DNN that was sent by the UE, until timer T35ab expires or timer T35ab is stopped; and

2)
shall not send a PDU SESSION ESTABLISHMENT REQUEST message without an DNN and with request type different from "initial emergency request", or a PDU SESSION MODIFICATION REQUEST message for a non-emergency PDU session established without an DNN provided by the UE, if no DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request", until timer T35ab expires or timer T35ab is stopped.

The UE shall not stop timer T35ab upon a PLMN change or inter-system change;

b)
if the timer value indicates that this timer is deactivated and a DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message, the UE shall stop timer T35ab associated with the corresponding DNN, if it is running. If the timer value indicates that this timer is deactivated and no DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request", the UE shall stop timer T35ab associated with no DNN if it is running. The UE:
1)
shall not send a PDU SESSION ESTABLISHMENT REQUEST, or PDU SESSION MODIFICATION REQUEST for the same DNN until the UE is switched off or the USIM is removed, or the UE receives an PDU SESSION MODIFICATION REQUEST message for the same DNN from the network or a PDU SESSION RELEASE COMMAND message including 5GSM cause #39 "reactivation requested" for the same DNN from the network; and
2)
shall not send a PDU SESSION ESTABLISHMENT REQUEST message without an DNN and with request type different from "initial emergency request", or a PDU SESSION MODIFICATION REQUEST message for a non-emergency PDU session established without an DNN provided by the UE, if no DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request", until the UE is switched off or the USIM is removed, or the UE receives an PDU SESSION MODIFICATION REQUEST message for a non-emergency PDU session established without an DNN provided by the UE, or a PDU SESSION RELEASE COMMAND messages including 5GSM cause IE set to 5GSM cause #39 "reactivation requested" for a non-emergency PDU session established without an DNN provided by the UE.
The timer T35ab remains deactivated upon a PLMN change or inter-system change; and
c)
if the timer value indicates zero, the UE:
1)
shall stop timer T35ab associated with the corresponding DNN, if running, and may send a PDU SESSION ESTABLISHMENT REQUEST, or PDU SESSION MODIFICATION REQUEST message for the same DNN; and
2)
if no DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request ", the UE shall stop timer T35ab associated with no DNN, if running, and may send a PDU SESSION ESTABLISHMENT REQUEST message without a DNN, or a PDU SESSION MODIFICATION REQUEST message without an DNN provided by the UE.
If the PDU SESSION RELEASE COMMAND message includes 5GSM cause #26 "insufficient resources" and the Back-off timer value IE is not included, then the UE may send a PDU SESSION ESTABLISHMENT REQUEST or PDU SESSION MODIFICATION REQUEST message for the same DNN or without a DNN.
When the timer T35ab is running or the timer is deactivated, the UE is allowed to initiate a PDU session establishment procedure for emergency services.
If the timer T35ab is running when the UE enters state 5GMM-DEREGISTERED, the UE remains switched on, and the USIM in the UE remains the same, then timer T35ab is kept running until it expires or it is stopped.
If the UE is switched off when the timer T35ab is running, and if the USIM in the UE remains the same when the UE is switched on, the UE shall behave as follows:
-
let t1 be the time remaining for T35ab timeout at switch off and let t be the time elapsed between switch off and switch on. If t1 is greater than t, then the timer shall be restarted with the value t1 – t. If t1 is equal to or less than t, then the timer need not be restarted. If the UE is not capable of determining t, then the UE shall restart the timer with the value t1.
The UE shall transport the PDU SESSION RELEASE COMPLETE message and the PDU session ID, using the NAS transport procedure as specified in subclause 5.4.5.
Upon receipt of a PDU SESSION RELEASE COMPLETE message, the SMF shall stop timer T3592 and shall consider the PDU session as released.
6.3.3.4
N1 SM delivery skipped
If the PDU SESSION RELEASE COMMAND message was sent along the N1 SM delivery skip allowed indication towards AMF, then upon receipt of an indication that N1 SM delivery was skipped, the SMF shall stop timer T3592 and shall consider the PDU session as released.
6.3.3.5
Abnormal cases on the network side

The following abnormal cases can be identified:

a)
Expiry of timer T3592

The SMF shall, on the first expiry of the timer T3592, retransmit the PDU SESSION RELEASE COMMAND message and shall reset and start timer T3592. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3592, the SMF shall abort the procedure.
Editors' note:
Further abnormal cases are FFS.
6.3.3.6
Abnormal cases in the UE

Editors' note:
Abnormal cases are FFS.

* * * Next Change * * * *

6.4.1.4
UE requested PDU session establishment procedure not accepted by the network
6.4.1.4.1
General

If the connectivity with the requested DN is rejected by the network, the SMF shall create a SM PDU SESSION ESTABLISHMENT REJECT message.

If the UE requests a PDU session establishment for an LADN when the UE is located outside the LADN service area, the SMF shall reject the request.

The SMF shall set the 5GSM cause IE of the PDU SESSION ESTABLISHMENT REJECT message to indicate the reason for rejecting the PDU session establishment.

The 5GSM cause IE typically indicates one of the following SM cause values:

#26:
insufficient resources;
#27:
missing or unknown DNN;

#29:
user authentication failed;

#31:
request rejected, unspecified;

#50
PDU session type IPv4 only allowed;

#51
PDU session type IPv6 only allowed;
#rr

insufficient resources for specific slice and DNN;
#zz:
not supported SSC mode; or

#xx:
security policy enforcement failure.
Editor's note:
Further 5GSM causes are FFS.
Editor's note:
Further contents of the PDU SESSION ESTABLISHMENT REJECT are FFS.
If the PDU SESSION ESTABLISHMENT REQUEST message includes a PDU session type IE set to "IPv6", and the subscription, the SMF configuration, or both, are limited to IPv4 only for the requested DNN, the SMF shall include the 5GSM cause value #50 "PDU session type IPv4 only allowed" in the 5GSM cause IE of the PDU SESSION ESTABLISHMENT REJECT message.

If the PDU SESSION ESTABLISHMENT REQUEST message includes a PDU session type IE set to "IPv4", and the subscription, the SMF configuration, or both, are limited to IPv6 only for the requested DNN, the SMF shall include the 5GSM cause value #51 "PDU session type IPv6 only allowed" in the 5GSM cause IE of the PDU SESSION ESTABLISHMENT REJECT message.

If the PDU SESSION ESTABLISHMENT REQUEST message contains the SSC mode IE indicating an SSC mode not supported by the subscription, the SMF configuration, or both of them, and the SMF decides to rejects the PDU session establishment, the SMF shall include the 5GSM cause value #zz "not supported SSC mode" in the 5GSM cause IE of the PDU SESSION ESTABLISHMENT REJECT message.
The SMF shall include 5GSM cause #xx “security policy enforcement failure” in the 5GSM cause IE of the PDU SESSION ESTABLISHMENT REJECT message if the NG-RAN is rejecting the establishment of user plane resources for the PDU session when it cannot fulfil requirements in user plane security enforcement information.
Editor’s note: It is FFS if the network may include a Back-off timer value IE with the 5GSM cause #xx “security policy enforcement failure”.
The SMF may include a Back-off timer value IE in the PDU SESSION ESTABLISHMENT REJECT message when the 5GSM cause value #26"insufficient resources" is included in the PDU SESSION ESTABLISHMENT REJECT message. If the 5GSM cause value is  #26"insufficient resources" and the PDU SESSION ESTABLISHMENT REQUEST message was received from a UE configured to use AC11 – 15 in selected PLMN or the request type in the PDU SESSION ESTABLISHMENT REQUEST message was set to "initial emergency request", the network shall not include a Back-off timer value IE.

Editor's note
It is FFS whether both 5GSM cause value #26 and 5GSM cause values #ss are used or whether 5GSM cause value #26 together with an indication should be used instead.
The SMF may include a Back-off timer value IE in the PDU SESSION ESTABLISHMENT REJECT message when the 5GSM cause cause #rr "insufficient resources for specific slice and DNN" is included in the PDU SESSION ESTABLISHMENT REJECT message. If the 5GSM cause value is #rr "insufficient resources for specific slice and DNN" and the PDU SESSION ESTABLISHMENT REQUEST message was received from a UE configured to use AC11 – 15 in selected PLMN or the request type is "initial emergency request" in the PDU SESSION ESTABLISHMENT REQUEST message, the network shall not include a Back-off timer value IE.

Editor's note:
It is FFS whether both 5GSM cause value #26 and 5GSM cause values #ss are used or whether 5GSM cause value #26 together with an indication should be used instead.
The SMF shall send the SM PDU SESSION ESTABLISHMENT REJECT message.

Upon receipt of a PDU SESSION ESTABLISHMENT REJECT message and a PDU session ID, using the NAS transport procedure as specified in subclause 5.4.5, the UE shall stop timer T3580 shall release the allocated PTI value and shall consider that the PDU session was not established.
If the DN authentication of the UE was performed and completed unsuccessfully, the SMF shall include the 5GSM cause value #xx "DN authentication failed" in the 5GSM cause IE of the PDU SESSION ESTABLISHMENT REJECT message and shall set the EAP message IE of the PDU SESSION ESTABLISHMENT REJECT message to an EAP-failure message as specified in IETF RFC 3748 [19], provided by the DN.

If the 5GSM cause value is #26 "insufficient resources" and the Back-off timer value IE is included, the UE shall take different actions depending on the timer value received for timer T35ab in the Back-off timer value:
a)
If the timer value indicates neither zero nor deactivated and a DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message, the UE shall stop timer T35ab associated with the corresponding DNN, if it is running. If the timer value indicates neither zero nor deactivated and no DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request", the UE shall stop timer T35ab associated with no DNN if it is running. The UE shall then start timer T35ab with the value provided in the Back-off timer value IE and:

1)
shall not send another PDU SESSION ESTABLISHMENT REQUEST message,or PDU SESSION MODIFICATION REQUEST message for the same DNN that was sent by the UE, until timer T35ab expires or timer T35ab is stopped; and

2)
shall not send another PDU SESSION ESTABLISHMENT REQUEST message without a DNN and with request type different from "initial emergency request", or another PDU SESSION MODIFICATION REQUEST message for a non-emergency PDU session established without a DNN provided by the UE, if no DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request", until timer T35ab expires or timer T35ab is stopped.

The UE shall not stop timer T35ab upon a PLMN change or inter-system change;

b)
if the timer value indicates that this timer is deactivated and a DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message, the UE shall stop timer T35ab associated with the corresponding DNN, if it is running. If the timer value indicates that this timer is deactivated and no DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request", the UE shall stop timer T35ab associated with no DNN if it is running. The UE:
1)
shall not send another PDU SESSION ESTABLISHMENT REQUEST, or PDU SESSION MODIFICATION REQUEST for the same DNN until the UE is switched off or the USIM is removed, or the UE receives a PDU SESSION MODIFICATION REQUEST message for the same DNN from the network or a PDU SESSION RELEASE COMMAND message including 5GSM cause #39 "reactivation requested" for the same DNN from the network; and
2)
shall not send another PDU SESSION ESTABLISHMENT REQUEST message without a DNN and with request type different from "initial emergency request", or another PDU SESSION MODIFICATION REQUEST message for a non-emergency PDU session established without a DNN provided by the UE, if no DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request", until the UE is switched off or the USIM is removed, or the UE receives a PDU SESSION MODIFICATION REQUEST message for a non-emergency PDU session established without a DNN provided by the UE, or a PDU SESSION RELEASE COMMAND messages including 5GSM cause IE set to 5GSM cause #39 "reactivation requested" for a non-emergency PDU session established without a DNN provided by the UE.
The timer T35ab remains deactivated upon a PLMN change or inter-system change; and
c)
if the timer value indicates zero, the UE:
1)
shall stop timer T35ab associated with the corresponding DNN, if running, and may send another PDU SESSION ESTABLISHMENT REQUEST, or PDU SESSION MODIFICATION REQUEST message for the same DNN; and
2)
if no DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request ", the UE shall stop timer T35ab associated with no DNN, if running, and may send another PDU SESSION ESTABLISHMENT REQUEST message without a DNN, or another PDU SESSION MODIFICATION REQUEST message without a DNN provided by the UE.
If the Back-off timer value IE is not included, then the UE may send another PDU SESSION ESTABLISHMENT REQUEST or PDU SESSION MODIFICATION REQUEST message for the same DNN or without a DNN.
When the timer T35ab is running or the timer is deactivated, the UE is allowed to initiate a PDU session establishment procedure for emergency services.
If the timer T35ab is running when the UE enters state5GMM-DEREGISTERED, the UE remains switched on, and the USIM in the UE remains the same, then timer T35ab is kept running until it expires or it is stopped.
If the UE is switched off when the timer T35ab is running, and if the USIM in the UE remains the same when the UE is switched on, the UE shall behave as follows:

-
let t1 be the time remaining for T35ab timeout at switch off and let t be the time elapsed between switch off and switch on. If t1 is greater than t, then the timer shall be restarted with the value t1 – t. If t1 is equal to or less than t, then the timer need not be restarted. If the UE is not capable of determining t, then the UE shall restart the timer with the value t1.
If the 5GSM cause value is #rr "insufficient resources for specific slice and DNN" and the Back-off timer value IE is included, the UE shall take different actions depending on the timer value received for timer T35cd in the Back-off timer value:
a)
If the timer value indicates neither zero nor deactivated, the UE shall stop timer T35cd associated with the same [S-NSSAI, DNN] combination as that the UE provided when the PDU session is established, if it is running. The UE shall then start timer T35cd with the value provided in the Back-off timer value IE. The UE shall not send another PDU SESSION ESTABLISHMENT REQUEST message with request type different from "initial emergency request", or PDU SESSION MODIFICATION REQUEST message for the same [S-NSSAI, DNN] combination that was sent by the UE, until timer T35cd expires or timer T35cd is stopped;

The UE shall not stop timer T35cd upon a PLMN change or inter-system change;

b)
if the timer value indicates that this timer is deactivated, the UE shall stop timer T35cd associated with the same [S-NSSAI, DNN] combination as that the UE provided when the PDU session is established, if it is running. The UE shall not send another PDU SESSION ESTABLISHMENT REQUEST message with request type different from "initial emergency request", or PDU SESSION MODIFICATION REQUEST message for the same [S-NSSAI, DNN] combination that was sent by the UE, until the UE is switched off or the USIM is removed, or the UE receives a PDU SESSION MODIFICATION REQUEST message for the same [S-NSSAI, DNN] combination from the network or a PDU SESSION RELEASE COMMAND message including 5GSM cause #39 "reactivation requested" for the same [S-NSSAI, DNN] combination from the network; and
The timer T35cd remains deactivated upon a PLMN change or inter-system change; and
c)
if the timer value indicates zero, the UE shall stop timer T35cd associated with the same [S-NSSAI, DNN] combination that was sent by the UE, if running, and may send another PDU SESSION ESTABLISHMENT REQUEST message, or PDU SESSION MODIFICATION REQUEST message for the same [S-NSSAI, DNN] combination.
If the Back-off timer value IE is not included, then the UE may send another PDU SESSION ESTABLISHMENT REQUEST message or PDU SESSION MODIFICATION REQUEST message for the same [S-NSSAI, DNN] combination.
When the timer T35cd is running or the timer is deactivated, the UE is allowed to initiate a PDU session establishment procedure for emergency services.
If the timer T35cd is running when the UE enters state5GMM-DEREGISTERED, the UE remains switched on, and the USIM in the UE remains the same, then timer T35cd is kept running until it expires or it is stopped.
If the UE is switched off when the timer T35cd is running, and if the USIM in the UE remains the same when the UE is switched on, the UE shall behave as follows:

-
let t1 be the time remaining for T35cd timeout at switch off and let t be the time elapsed between switch off and switch on. If t1 is greater than t, then the timer shall be restarted with the value t1 – t. If t1 is equal to or less than t, then the timer need not be restarted. If the UE is not capable of determining t, then the UE shall restart the timer with the value t1.
6.4.1.4.2
Handling of network rejection due to 5GSM cause #26

Editor's note:
Handling of network rejection due to 5GSM cause #26 is FFS.
6.4.1.4.3
Handling of network rejection due to 5GSM cause other than 5GSM cause #26
If the 5GSM cause value is #27 "missing or unknown DNN", the UE shall not send another PDU SESSION ESTABLISHMENT REQUEST message in the PLMN for the same DNN that was sent by the UE, until the UE is switched off, the USIM is removed, or the network updates the LADN information during the registration procedure or the generic UE configuration update procedure.
Editor's note:
Handling of network rejection due to 5GSM cause other than 5GSM cause #27 "missing or unknown DNN" is FFS.
6.4.1.4.X
Handling of network rejection due to 5GSM cause #xx

Editor's note:
Handling of network rejection due to 5GSM cause #xx is FFS.

6.4.1.5
Abnormal cases in the UE

The following abnormal cases can be identified:

a)
Expiry of timer T3580

The UE shall, on the first expiry of the timer T3580, retransmit the PDU SESSION ESTABLISHMENT REQUEST message and shall reset and start timer T3580. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3580, the UE shall abort the procedure.
b)
Upon receiving an indication that the 5GSM message cannot be routed along with a PDU SESSION ESTABLISHMENT REQUEST message with the PDU session ID IE set to the PDU session ID of the PDU session, the UE shall stop timer T3580 and shall abort the procedure. 

Editor's note:
Further abnormal cases in the UE are FFS.
6.4.1.6
Abnormal cases on the network side

Editor's note:
Further abnormal cases in the network side are FFS.
The following abnormal cases can be identified:

a)
If the received request type is "initial emergency request" and there is already another emergency PDU session for the UE, the SMF shall reject the PDU SESSION ESTABLISHMENT REQUEST message with ESM cause #31 "request rejected, unspecified" or release the existing emergency PDU session locally without notification to the UE and proceed the new PDU SESSION ESTABLISHMENT REQUEST message

b)
The information for the PDU session authentication and authorization by the external DN in PDU DN request container is not compliant with local policy and user's subscription data

If the PDU session being established is a non-emergency PDU session, the PDU session authentication and authorization by the external DN is required due to local policy and user's subscription data and the information for the PDU session authentication and authorization by the external DN in PDU DN request container is not compliant with local policy and user's subscription data, the SMF shall reject the PDU session establishment request including the 5GSM cause #29 "user authentication failed", in the PDU SESSION ESTABLISHMENT REJECT message.
* * * Next Change * * * *

Annex B (informative):
Cause values for 5GS session management

B.1
Causes related to nature of request

Cause #26 – Insufficient resources


This 5GSM cause is used by the UE or by the network to indicate that the requested service cannot be provided due to insufficient resources.
Editor's note:
Semantic of 5GSM cause value #26 includes semantic of 5GSM cause value #ss. If both 5GSM cause values are needed, semantics of 5GSM cause values have to be different.

Cause #27 – Missing or unknown DNN

This 5GSM cause is used by the network to indicate that the requested service was rejected by the external DN because the DNN was not included although required or if the DNN could not be resolved.
Cause #29 – User authentication failed


This 5GSM cause is used by the network to indicate that the requested service was rejected by the external DN due to a failed user authentication.

Cause #31 – Request rejected, unspecified


This 5GSM cause is used by the network or by the UE to indicate that the requested service or operation or the request for a resource was rejected due to unspecified reasons.

Cause #36 – Regular deactivation


This 5GSM cause is used to indicate a regular UE or network initiated release of PDU session resources. 

Cause #39 – Reactivation requested

This 5GSM cause is used by the network to request a PDU session reactivation.
Cause #50 – PDU session type Ipv4 only allowed


This 5GSM cause is used by the network to indicate that only PDU session type Ipv4 is allowed for the requested IP connectivity.

Cause #51 – PDU session type Ipv6 only allowed


This 5GSM cause is used by the network to indicate that only PDU session type Ipv6 is allowed for the requested IP connectivity.

Cause #rr – Insufficient resources for specific slice and DNN;


This 5GSM cause is by the network to indicate that the requested service cannot be provided due to insufficient resources for specific slice and DNN. 
Cause #ss – Not supported SSC mode;


This 5GSM cause is used by the network to indicate that the requested SSC mode is not supported.
Editor's note:
Semantic of 5GSM cause value #26 includes semantic of 5GSM cause value #ss. If both 5GSM cause values are needed, semantics of 5GSM cause values have to be different.
Cause #xx – Security policy enforcement failure

This 5GSM clause is used by the network to indicate that the PDU session cannot be established due to the NG-RAN rejecting the establishment of user plane resources for the PDU session when it cannot fulfil requirements in user plane security enforcement information.
* * * End of Changes * * * *
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