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	Reason for change:
	TS 33.501 (text added in S3-221273) states:
---------------
[bookmark: _Toc98839284][bookmark: _Toc98839287]I.9.2	Authentication 
...
I.9.2.3	Primary authentication using DCS
...
When 5G AKA or EAP-AKA’ is used, the DCS shall act as a AUSF/UDM.
...
---------------

I.e. when 5G AKA based or EAP-AKA' based primary authentication and key agreement procedure is used while the UE is registering or is registered for onboarding services in SNPN, DCS acts as AUSF/UDM and cannot act as AAA server.

Thus, when 5G AKA based or EAP-AKA' based primary authentication and key agreement procedure is used while the UE is registering or is registered for onboarding services in SNPN:
- primary authentication and key agreement procedure is performed without DCS, using AUSF/UDM as in 33.501 I.9.2.2; or
- primary authentication and key agreement procedure is performed with DCS and DCS acts as AUSF/UDM as in 33.501 I.9.2.3.

In either case, MSK is not used to derive KAUSF.
Reason: MSK is used to derive KAUSF only when EAP server of primary authentication and key agreement procedure is AAA server (as in 33.501 I.2.2.2.2 and I.2.3.2).


	
	

	Summary of change:
	Indication to use MSK for derivation of KAUSF after success of primary authentication and key agreement procedure is not present while the UE is registering or is registered for onboarding services in SNPN.

	
	

	Consequences if not approved:
	Unclear how autentication works when the UE is registering or registered for onboarding services in SNPN
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[bookmark: _Toc27746689][bookmark: _Toc36212871][bookmark: _Toc36657048][bookmark: _Toc45286710][bookmark: _Toc51947979][bookmark: _Toc51949071][bookmark: _Toc20232798][bookmark: _Toc27746901][bookmark: _Toc36213085][bookmark: _Toc36657262][bookmark: _Toc45286927][bookmark: _Toc51948196][bookmark: _Toc51949288][bookmark: _Toc91599216][bookmark: _Toc20232827][bookmark: _Toc27746930][bookmark: _Toc36213114][bookmark: _Toc36657291][bookmark: _Toc45286956][bookmark: _Toc51948225][bookmark: _Toc51949317][bookmark: _Toc91599252]5.4.1.2.2.3	UE successfully authenticates network
If a USIM is present and the SNN check is successful, the UE shall handle the EAP-request/AKA'-challenge message as specified in IETF RFC 5448 [40]. The USIM shall derive CK and IK and compute the authentication response (RES) using the 5G authentication challenge data received from the ME, and pass RES to the ME. The ME shall derive CK' and IK' from CK and IK, and if the UE operates in SNPN access operation mode and the credentials in the USIM contain an indication to use MSK for derivation of KAUSF after success of primary authentication and key agreement procedure then derive MSK from CK' and IK' otherwise derive EMSK from CK' and IK'.
NOTE 1:	When the UE is registering or registered for onboarding services in SNPN, credentials in the USIM do not contain an indication to use MSK for derivation of KAUSF after success of primary authentication and key agreement procedure.
Editor’s Note [WI: eNPN, CR#4412]:	The indication to use MSK requires extension of the related elementary file in USIM subject to CT6 agreement. 
Furthermore, if the UE operates in SNPN access operation mode and the credentials in the USIM
contain an indication to use MSK for derivation of KAUSF after success of primary authentication and key agreement procedure then the ME may generate a new KAUSF from the MSK otherwise the ME may generate a new KAUSF from the EMSK.
If the ME generates a new KAUSF, the ME shall generate a new KSEAF from the new KAUSF, and the KAMF from the ABBA received together with the EAP-request/AKA'-challenge message, and the new KSEAF as described in 3GPP TS 33.501 [24], and create a partial native 5G NAS security context identified by the ngKSI value received together with the EAP-request/AKA'-challenge message in subclause 5.4.1.2.4.2 in the volatile memory of the ME. If the KAMF and the partial native 5G NAS security context are created, the ME shall store the KAMF in the created partial native 5G NAS security context, and shall send an EAP-response/AKA'-challenge message as specified in IETF RFC 5448 [40].
NOTE 2:	Generation of the new KAUSF and the new KSEAF does not result into deletion of the valid KAUSF and the valid KSEAF, if any.
The ME shall not use the new KAUSF in the verification of SOR transparent container and UE parameters update transparent container, if any are received, until receipt of an EAP-success message.
If the EAP-request/AKA'-challenge message contains AT_RESULT_IND attribute, the UE may include AT_RESULT_IND attribute in the EAP-response/AKA'-challenge message as specified in IETF RFC 5448 [40].
[bookmark: _Toc20232605][bookmark: _Toc27746696][bookmark: _Toc36212878][bookmark: _Toc36657055][bookmark: _Toc45286717][bookmark: _Toc51947986][bookmark: _Toc51949078]***** change *****
5.4.1.2.2.8	UE handling EAP-success message
Upon receiving an EAP-success message, the ME shall:
a)	delete the valid KAUSF and the valid KSEAF, if any;
b)	if the ME has not generated a new KAUSF and a new KSEAF and has not created a partial native 5G NAS security context as described in subclause 5.4.1.2.2.3:
1)	if the UE operates in SNPN access operation mode and the credentials in the USIM
contain an indication to use MSK for derivation of KAUSF after success of primary authentication and key agreement procedure then generate a new KAUSF from the MSK otherwise generate a new KAUSF from the EMSK;
Editor’s Note [WI: eNPN, CR#4412]:	The indication to use MSK requires extension of the related elementary file in USIM subject to CT6 agreement. 
NOTE:	When the UE is registering or registered for onboarding services in SNPN, credentials in the USIM do not contain an indication to use MSK for derivation of KAUSF after success of primary authentication and key agreement procedure.
2)	generate a new KSEAF from the new KAUSF, and the KAMF from the ABBA that was received with the EAP-success message, and the new KSEAF as described in 3GPP TS 33.501 [24];
3)	create a partial native 5G NAS security context identified by the ngKSI value in the volatile memory of the ME; and
4)	store the KAMF in the created partial native 5G NAS security context; and
c)	consider the new KAUSF to be the valid KAUSF, and the new KSEAF to be the valid KSEAF, reset the SOR counter and the UE parameter update counter to zero, and store the valid KAUSF, the valid KSEAF, the SOR counter and the UE parameter update counter as specified in annex C, and use the valid KAUSF in the verification of SOR transparent container and UE parameters update transparent container, if any are received.
The UE shall consider the procedure complete.

