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	Reason for change:
	Disaster Roaming with Minimization of Service Interruption (see clause 5.40 of TS 23.501) enables UEs in a serving PLMN experiencing a disaster condition to reselect a different serving PLMN that supports the Disaster Roaming service. 

Excerpts from TS 23.501:

The optional 'list of PLMN(s) to be used in Disaster Condition' may be pre-configured in USIM or provided by the HPLMN during and after a successful registration procedure over 3GPP access or non-3GPP access via Registration Request procedure or UE Configuration Update procedure as defined in TS 23.502 [3]. The 'list of PLMN(s) to be used in Disaster Condition' may be configured over non-3GPP access before disaster condition has occurred.
While roaming (i.e. not in HPLMN), the Registered PLMN may provide the 'list of PLMN(s) to be used in Disaster Condition' during and after a successful registration procedure to the UE via Registration Request procedure or UE Configuration Update procedure as specified in TS 23.502 [3]. This list shall not alter any list provided by the HPLMN and shall only be used if the UE is configured by the HPLMN using the UE Parameters Update Procedure as defined in TS 23.502 [3] with the indication of 'applicability of "lists of PLMN(s) to be used in disaster condition" provided by a VPLMN' set to "True".
[…]
To support the Disaster Roaming service, the PLMN providing Disaster Roaming service is configured to support communication with the network entities in the HPLMN of the UE, i.e. configurations related to roaming interfaces for communication between serving PLMN and HPLMN shall be deployed in the affected entities. This communication between the PLMNs need only be enabled during the Disaster Condition.
The highlighted quotes entail that in roaming scenarios, if allowed by the HPLMN, UEs may reselect a VPLMN for disaster roaming that was earlier signalled to the UE by the VPLMN experiencing the disaster condition, which can correspond to a VPLMN with which the HPLMN may not necessarily have normal roaming agreements, i.e. the communication between the PLMNs may only be enabled during the disaster condition.

SEPPs should be able to determine that incoming traffic to be sent over N32 is for a Disaster Roaming service, and to indicate to the peer SEPP that an N32 connection is established for Disaster Roaming. 


	
	

	Summary of change:
	Two new enumeration values are defined for the N32Purpose data type (DISASTER_ROAMING, DISASTER_ROAMING_TEST).

This also enables the 3gpp-Sbi-Interplmn-Purpose header defined in TS 29.500 to indicate that traffic is sent for disaster roaming.


	
	

	Consequences if not approved:
	SEPPs cannot signal that an N32 connection is established for the purpose of Disaster Roaming – which leaves the only option to indicate that this is for "Roaming" when actually both PLMNs may only have agreements for disaster roaming. 
SEPPs cannot determine whether incoming traffic is for disaster roaming and enable such traffic only during disaster conditions. 
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	Other comments:
	This CR introduces backward compatible corrections to the N32 Handshake API.
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* * * First Change * * * *
[bookmark: _Toc24986306][bookmark: _Toc34205734][bookmark: _Toc39061918][bookmark: _Toc43277160][bookmark: _Toc49847490][bookmark: _Toc56419465][bookmark: _Toc106640330][bookmark: _Toc106640405][bookmark: _Toc107007278][bookmark: _Toc107007282][bookmark: _Toc89034982][bookmark: _Toc89064780][bookmark: _Toc89180081][bookmark: _Toc97071760][bookmark: _Toc106632394]5.2.2	Security Capability Negotiation Procedure
The initiating SEPP shall initiate a Security Capability Negotiation procedure towards the responding SEPP to agree on a security mechanism to use for protecting NF service related signalling over N32-f. An end to end TLS connection shall be setup between the SEPPs before the initiation of this procedure. This procedure may also be used to tear down the N32-f TLS connection if the remote SEPP indicated support of the feature NFTLST during the setup of the N32-c connection. The procedure is described in Figure 5.2.2-1 below.



Figure 5.2.2-1: Security Capability Negotiation Procedure
1.	The initiating SEPP issues a HTTP POST request towards the responding SEPP with the request body containing the "SecNegotiateReqData" IE carrying the following information:
-	Supported security capabilities (i.e PRINS and/or TLS);
-	Whether the 3gpp-Sbi-Target-apiRoot HTTP header is supported, if TLS security is supported;
-	Sender PLMN ID(s) or SNPN ID(s);.
-	Target PLMN ID or SNPN ID;.
-	Purpose of the intended usage of N32 connection.
If different PLMNs or SNPNs are represented by different PLMN IDs or SNPN IDs (respectively) supported by a SEPP, then the SEPP shall use separate N32-connections for each pair of local and remote PLMN or SNPN. Both SEPPs shall store the mapping between the N32 connections and their pair of PLMN IDs or SNPN IDs.
NOTE 1:	If SEPPs support separate FQDN per PLMN or SNPN, then Target PLMN Id or Target SNPN Id is not required as target PLMN or SNPN can be selected by the FQDN.
-	Purpose of the intended usage of N32 connection
To tear down the N32-f connection when negotiated security scheme is TLS, the "SecNegotiateReqData" IE shall contain:
-	Supported security capability set to "NONE".
2a.	On successful processing of the request, the responding SEPP shall respond to the initiating SEPP with a "200 OK" status code and a POST response body that contains "SecNegotiateRspData" IE carrying the following information:
-	Selected security capability (i.e PRINS or TLS);
-	Whether the 3gpp-Sbi-Target-apiRoot HTTP header is supported, if TLS security is selected;
-	Sender PLMN ID(s) or SNPN ID(s).
-	Purpose of the accepted usage of N32 connection
NOTE 2:	Same SEPP endpoints can serve all accepted purposes over the same N32-f connection established as the result of request/response messages.
[bookmark: _PERM_MCCTEMPBM_CRPT51080006___2]The responding SEPP compares the initiating SEPP's supported security capabilities to its own supported security capabilities and selects, based on its local policy, a security mechanism, which is supported by both the SEPPs. If the selected security capability indicates any other capability other than PRINS, then the HTTP/2 connection initiated between the two SEPPs for the N32 handshake procedures shall be terminated. The negotiated security capability shall be applicable on both the directions. If the selected security capability is PRINS, then the two SEPPs may decide to create (if not available) / maintain HTTP/2 connection(s) where each SEPP acts as a client towards the other (which acts as a server). This may be used for later signalling of N32-f error reporting procedure (see clause 5.2.5) and N32-f context termination procedure (see clause 5.2.4).
If different PLMNs or SNPNs are represented by different PLMN IDs or SNPN IDs (respectively) supported by a SEPP, then the SEPP shall use separate N32-connections for each pair of local and remote PLMN or SNPN. Both SEPPs shall store the mapping between the N32 connections and their pair of PLMN IDs or SNPN IDs. 
The SEPP shall select the PLMN or SNPN from the list of supported PLMN(s) or SNPN(s) based on the received Target PLMN ID or SNPN ID, or based on PLMN or SNPN specific FQDN used in the request, and provide the selected PLMN's PLMN Id(s) in the plmnIdList or the selected SNPN's SNPN Id(s) in the snpnIdList.
In case no purposes are exchanged, the receiving SEPP shall assume by default that purposes are for Roaming and inter-PLMN mobility as described in clause 6.1.5.3.9.
The initiating SEPP and/or responding SEPP may enable the establishment of an N32 connection for the purpose of Disaster Roaming only during disaster conditions. 
When the request is for tearing down the existing N32-f TLS connection, the "SecNegotiateRspData" IE shall contain:
-	Supported security capability set to "NONE"
and, subsequently, both SEPP shall terminate the N32-c and N32-f TLS connection.
2b.	On failure, the responding SEPP shall respond to the initiating SEPP with an appropriate 4xx/5xx status code as specified in clause 6.1.4.2.

* * * Next Change * * * *
6.1.5.3.9	Enumeration: N32Purpose
Table 6.1.5.3.9-1: Enumeration N32Purpose
	Enumeration value
	Description

	"ROAMING"
	Usage dedicated to roaming

	"INTER_PLMN_MOBILITY"
	Usage corresponding to any inter-mobility transactions

	"SMS_INTERCONNECT"
	Usage dedicated to SMS interconnect, e.g. SMS sent between subscribers of two different networks

	"ROAMING_TEST"
	Usage dedicated to roaming, and allowed only for tests, e.g. to allow traffic for test subscribers/SUPI or sessions

	"INTER_PLMN_MOBILITY_TEST"
	Usage corresponding to any inter-mobility transactions and allowed only for tests, e.g. to allow traffic for test subscribers/SUPI or sessions

	"SMS_INTERCONNECT_TEST"
	Usage dedicated to SMS interconnect, e.g. SMS sent between subscribers of two different networks, and allowed only for tests, e.g. to allow traffic for test subscribers/SUPI or sessions

	"SNPN_INTERCONNECT"
	Usage dedicated to an interconnection with an SNPN 

	"SNPN_INTERCONNECT_TEST"
	Usage corresponding to any interconnection with an SNPN and allowed only for tests, e.g. to allow traffic for test subscribers/SUPI or sessions

	"DISASTER_ROAMING"
	Usage dedicated to Disaster Roaming (see clause 5.40 of 3GPP TS 23.501 [2]).

	"DISASTER_ROAMING_TEST"
	Usage dedicated to Disaster Roaming (see clause 5.40 of 3GPP TS 23.501 [2]) and allowed only for tests, e.g. to allow traffic for test subscribers/SUPI or sessions.




* * * Next Change * * * *

[bookmark: _Toc24986459][bookmark: _Toc34205887][bookmark: _Toc39062071][bookmark: _Toc43277313][bookmark: _Toc49847643][bookmark: _Toc56419624][bookmark: _Toc106640490]A.2	N32 Handshake API
openapi: 3.0.0

info:
  version: '1.2.0'
  title: 'N32 Handshake API'
  description: |
    N32-c Handshake Service.  
    © 2022, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.

[…]

    N32Purpose:
      description: Usage purpose of establishing N32 connectivity
      anyOf:
        - type: string
          enum:
            - ROAMING
            - INTER_PLMN_MOBILITY
            - SMS_INTERCONNECT
            - ROAMING_TEST
            - INTER_PLMN_MOBILITY_TEST
            - SMS_INTERCONNECT_TEST
            - SNPN_INTERCONNECT
            - SNPN_INTERCONNECT_TEST
            - DISASTER_ROAMING
            - DISASTER_ROAMING_TEST
        - type: string

[…]


* * * End of Changes * * * *
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