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	Reason for change:
	The HTTP Digest Access Authentication document RFC 2617 allowed only the MD5 digest algorithm. However, it was discovered the MD5 algorithm is not collision resistant and is now considered a bad choice for a hash function. Therefore, IETF published RFC 7616 to add support for more secure digest algorithms for HTTP.

RFC 7616, changes from RFC 2617:
-	Adds support for two new algorithms, SHA2-256 as mandatory and SHA2-512/256 as a backup, and defines the proper algorithm negotiation. The document keeps the MD5 algorithm support but only for backward compatibility.
-	Introduces the username hashing capability and the parameter associated with that, mainly for privacy reasons.
-	Adds various internationalization considerations that impact the A1 calculation and username and password encoding.
-	Introduces a new IANA registry, "Hash Algorithms for HTTP Digest Authentication", that lists the hash algorithms that can be used in HTTP Digest Authentication.
-	Deprecates backward compatibility with RFC 2069.

IETF also published RFC 8760 which updates the Digest Access Authentication scheme used by SIP to support the algorithms listed in the "Hash Algorithms for HTTP Digest Authentication" IANA registry defined by RFC 7616 (the SHA-256 and SHA-512/256 algorithms). RFC 8760 describes the modifications and clarifications required to apply the HTTP Digest Access Authentication scheme defined in RFC 7616 to SIP.

Impacts from RFC 7616 and RFC 8760:
SIP Digest Access Authentication specified in this specification needs to be updated in accordance with RFC 7616 and RFC 8760 to enable usage more secure digest algorithms SHA2-256 and SHA2-512/256, and to define the proper algorithm negotiation. In accordance with RFC 7616 and RFC 8760 it should be specified that the S-CSCF might challenge the UE with "401 Unauthorized" response containing multiple WWW-Authenticate header fields. If the S-CSCF responds with multiple challenges, then each one of these challenges should use a different digest algorithm. The S-CSCF shall add these challenges to the response in order of preference, starting with the most preferred algorithm, followed by the less preferred algorithm. Support of the MD5 algorithm should be kept but only for backward compatibility.

Furthermore, within the eCryptPr WID SA3 specified support of HTTP/1.1 according to RFCs 7230 - 7235 instead of obsoleted RFC 2616, and the same change is needed in this specification.
RFCs 7230 – 7235, changes from RFC 2616 are available from::
-	https://datatracker.ietf.org/doc/html/rfc7230#appendix-A.2;
-	https://datatracker.ietf.org/doc/html/rfc7231#appendix-B;
-	https://datatracker.ietf.org/doc/html/rfc7232#appendix-A;
-	https://datatracker.ietf.org/doc/html/rfc7233#appendix-B;
-	https://datatracker.ietf.org/doc/html/rfc7234#appendix-A; and
-	https://datatracker.ietf.org/doc/html/rfc7235#appendix-A.
However, these changes do not impact the current text in TS 24.229.

	
	

	Summary of change:
	Specification of HTTP/1.1: RFC 2616 voided and replaced with RFC 7230, RFC 7231, RFC 7232, RFC 7233, RFC 7234 and RFC 7235.

Specification of SIP Digest Access Authentication: RFC 2617 voided and replaced with RFC 7616 and RFC 8760 throughout the specification.

Clauses 5.1.1.4.3, 5.1.1.5.4, 5.1.1.5.6, 5.1.2A.1.1: the name of header field parameter for nonce count corrected to "nc" and specified that "algorithm" header field parameter is present in accordance with RFC 7616 and RFC 8760.

Clause 5.1.1.5.4: added that one or more WWW-Authenticate header fields can be present in a 401 (Unauthorized) response to the REGISTER request and that the UE shall select the topmost header field that it supports i.e. when the "algorithm" WWW-Authenticate header field parameter is "SHA2-256", "SHA2-512/256" or "MD5" and added note indicating that the MD5 algorithm is only supported for backward compatibility.

Clause 5.4.1.2.1B: specified that for each supported digest algorithm the S-CSCF shall create a WWW-Authenticate header field and include the WWW-Authenticate header fields to the 401 (Unauthorized) response in order of preference, starting with the most preferred algorithm and possibility that the algorithm is not provided within the authentication vector.

Clauses 5.4.1.2.2A, 5.4.3.6.1: removed possibility that the algorithm is not provided within the authentication vector. Specified that the value of the "algorithm" header field parameter is "SHA2-256", "SHA2-512/256" or "MD5" and added note indicating that the MD5 algorithm is only supported for backward compatibility. The name of header field parameter for nonce count corrected to "nc".

Clauses 7.2A.1.1, 7.2A.2.1: reference to RFC 2617 replaced with reference to RFC 7235 clauses 2.1 and C.

Clause 7.5.3.3: reference to RFC 2617 replaced with reference to RFC 7616.

Clause A.2.1.2, table A.4, items 7, 8 and 8A: added RFC 8760.

Clause A.2.2.2, table A.162, item 8A: added RFC 8760.

	
	

	Consequences if not approved:
	Specification will not be aligned with the security requirements defined in SA3 TSs which specify support of HTTP Digest Access Authentication according to RFC 7616 and RFC 7235 and support of HTTP/1.1 according to RFCs 7230 - 7235.
It will not be possible to use more secure digest algorithms like SHA-256 and SHA-512/256 for SIP Digest Access Authentication.
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*** First Change ***
[bookmark: _Toc20147255][bookmark: _Toc27489131][bookmark: _Toc27491137][bookmark: _Toc35957823][bookmark: _Toc45204372][bookmark: _Toc51927879][bookmark: _Toc51929892][bookmark: _Toc91610406]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[bookmark: ref21905][1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[1A]	3GPP TS 22.101: "Service aspects; Service principles".
[1B]	3GPP TS 22.003: "Circuit Teleservices supported by a Public Land Mobile Network (PLMN)".
[1C]	3GPP TS 22.011: "Service accessibility".
[2]	3GPP TS 23.002: "Network architecture".
[bookmark: ref23003][3]	3GPP TS 23.003: "Numbering, addressing and identification".
[bookmark: ref23060][4]	3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description; Stage 2".
[bookmark: ref23218][4A]	3GPP TS 23.107: "Quality of Service (QoS) concept and architecture".
[4B]	3GPP TS 23.167: "IP Multimedia Subsystem (IMS) emergency sessions".
[4C]	3GPP TS 23.122: "Non-Access-Stratum (NAS) functions related to Mobile Station (MS) in idle mode".
[4D]	3GPP TS 23.140 Release 6: "Multimedia Messaging Service (MMS); Functional description; Stage 2".
[5]	3GPP TS 23.218: "IP Multimedia (IM) Session Handling; IM call model".
[bookmark: ref23221][6]	3GPP TS 23.221: "Architectural requirements".
[bookmark: ref23228][7]	3GPP TS 23.228: "IP multimedia subsystem; Stage 2".
[bookmark: ref24008][7A]	3GPP TS 23.234: "3GPP system to Wireless Local Area Network (WLAN) interworking; System description".
[7B]	3GPP TS 23.401: "GPRS enhancements for E-UTRAN access".
[7C]	3GPP TS 23.292: "IP Multimedia Subsystem (IMS) Centralized Services; Stage 2".
[7D]	3GPP TS 23.380: "IMS Restoration Procedures".
[7E]	3GPP TS 23.402: "Architecture enhancements for non-3GPP accesses".
[7F]	3GPP TS 23.334: "IMS Application Level Gateway (IMS-ALG) – IMS Access Gateway (IMS-AGW) interface".
[7G]	3GPP TS 24.103: "Telepresence using the IP Multimedia (IM) Core Network (CN) Subsystem (IMS); Stage 3".
[8]	3GPP TS 24.008: "Mobile radio interface layer 3 specification; Core Network protocols; Stage 3".
[8A]	3GPP TS 24.141: "Presence service using the IP Multimedia (IM) Core Network (CN) subsystem; Stage 3".
[8B]	3GPP TS 24.147: "Conferencing using the IP Multimedia (IM) Core Network (CN) subsystem; Stage 3".
[8C]	3GPP TS 24.234: "3GPP System to Wireless Local Area Network (WLAN) interworking; WLAN User Equipment (WLAN UE) to network protocols; Stage 3".
[8D]	Void.
[8E]	3GPP TS 24.279: "Combining Circuit Switched (CS) and IP Multimedia Subsystem (IMS) services, stage 3, Release 7".
[8F]	3GPP TS 24.247: "Messaging service using the IP Multimedia (IM) Core Network (CN) subsystem; Stage 3".
[8G]	3GPP TS 24.167: "3GPP IMS Management Object (MO); Stage 3".
[8H]	3GPP TS 24.173: "IMS Multimedia telephony communication service and supplementary services; Stage 3".
[8I]	3GPP TS 24.606: "Message Waiting Indication (MWI) using IP Multimedia (IM) Core Network (CN) subsystem; Protocol specification".
[8J]	3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS); Stage 3".
[8K]	3GPP TS 24.323: "3GPP IMS service level tracing management object (MO)".
[8L]	3GPP TS 24.341: "Support of SMS over IP networks; Stage 3".
[8M]	3GPP TS 24.237: "IP Multimedia Subsystem (IMS) Service Continuity; Stage 3".
[8N]	3GPP TS 24.647: "Advice Of Charge (AOC) using IP Multimedia (IM) Core Network (CN) subsystem".
[8O]	3GPP TS 24.292: "IP Multimedia (IM) Core Network (CN) subsystem Centralized Services (ICS); Stage 3".
[8P]	3GPP TS 24.623: "Extensible Markup Language (XML) Configuration Access Protocol (XCAP) over the Ut interface for Manipulating Supplementary Services".
[8Q]	3GPP TS 24.182: "IP Multimedia Subsystem (IMS) Customized Alerting Tones (CAT); Protocol specification".
[8R]	3GPP TS 24.183: "IP Multimedia Subsystem (IMS) Customized Ringing Signal (CRS); Protocol specification".
[8S]	3GPP TS 24.616: "Malicious Communication Identification (MCID) using IP Multimedia (IM) Core Network (CN) subsystem".
[8T]	3GPP TS 24.305: "Selective Disabling of 3GPP User Equipment Capabilities (SDoUE) Management Object (MO)".
[8U]	3GPP TS 24.302: "Access to the Evolved Packet Core (EPC) via non-3GPP access networks; Stage 3".
[8V]	3GPP TS 24.303: "Mobility management based on Dual-Stack Mobile IPv6".
[8W]	3GPP TS 24.390: "Unstructured Supplementary Service Data (USSD) using IP Multimedia (IM) Core Network (CN) subsystem IMS".
[8X]	3GPP TS 24.139: "3GPP System-Fixed Broadband Access Network Interworking; Stage 3".
[8Y]	3GPP TS 24.322: "UE access to IMS services via restrictive access networks - stage 3".
[8Z]	3GPP TS 24.371: "Web Real Time Communication (WebRTC) Access to IMS".
[8ZA]	3GPP TS 24.525: "Business trunking; Architecture and functional description".
[8ZB]	3GPP TS 24.244: "Wireless LAN control plane protocol for trusted WLAN access to EPC; Stage 3".
[8ZC]	3GPP TS 24.337: "IP Multimedia (IM) Core Network (CN) subsystem IP Multimedia Subsystem (IMS) inter-UE transfer; Stage 3".
[8ZD]	3GPP TS 24.334: "Proximity-services (ProSe) User Equipment (UE) to Proximity-services (ProSe) Function Protocol aspects; Stage 3".
[8ZE]	3GPP TS 24.379: "Mission Critical Push To Talk (MCPTT) call control; Stage 3".
[8ZF]	3GPP TS 24.628: "Common Basic Communication procedures using IP Multimedia (IM) Core Network (CN) subsystem; Protocol specification".
[8ZG]	3GPP TS 24.604: "Communication Diversion (CDIV) using IP Multimedia (IM) Core Network (CN) subsystem; Protocol specification".
[8ZH]	3GPP TS 24.174: "Support of multi-device and multi-identity in the IP Multimedia Subsystem (IMS); Stage 3".
[9]	3GPP TS 25.304: "User Equipment (UE) procedures in idle mode and procedures for cell reselection in connected mode".
[9A]	3GPP TS 25.331: "Radio Resource Control (RRC); Protocol Specification".
[9B]	3GPP TS 26.114: "IP Multimedia Subsystem (IMS); Multimedia Telephony; Media handling and interaction".
[9C]	3GPP TS 26.267: "eCall Data Transfer; In-band modem solution; General description".
[10]	Void.
[10A]	3GPP TS 27.060: "Mobile Station (MS) supporting Packet Switched Services".
[11]	3GPP TS 29.061: "Interworking between the Public Land Mobile Network (PLMN) supporting Packet Based Services and Packet Data Networks (PDN)".
[11A]	3GPP TS 29.162: "Interworking between the IM CN subsystem and IP networks".
[11B]	3GPP TS 29.163: "Interworking between the IP Multimedia (IM) Core Network (CN) subsystem and Circuit Switched (CS) networks".
[11C]	3GPP TS 29.161: "Interworking between the Public Land Mobile Network (PLMN) supporting Packet Based Services with Wireless Local Access and Packet Data Networks (PDN)"
[11D]	3GPP TS 29.079: "Optimal Media Routeing within the IP Multimedia Subsystem".
[12]	3GPP TS 29.207 Release 6: "Policy control over Go interface".
[12A]	3GPP TS 29.273: "Evolved Packet System (EPS); 3GPP EPS AAA interfaces".
[13]	Void.
[13A]	3GPP TS 29.209 Release 6: "Policy control over Gq interface".
[13B]	3GPP TS 29.212: "Policy and Charging Control (PCC); Reference points".
[13C]	3GPP TS 29.213: "Policy and charging control signalling flows and Quality of Service (QoS) parameter mapping".
[13D]	3GPP TS 29.214: "Policy and Charging Control over Rx reference point".
[14]	3GPP TS 29.228: "IP Multimedia (IM) Subsystem Cx and Dx Interfaces; Signalling flows and message contents".
[15]	3GPP TS 29.229: "Cx and Dx Interfaces based on the Diameter protocol, Protocol details".
[15A]	3GPP TS 29.311: "Service Level Interworking for Messaging Services".
[15B]	3GPP TS 31.103: "Characteristics of the IP multimedia services identity module (ISIM) application".
[15C]	3GPP TS 31.102: "Characteristics of the Universal Subscriber Identity Module (USIM) application".
[15D]	3GPP TS 31.111: "Universal Subscriber Identity Module (USIM) Application Toolkit (USAT)".
[16]	3GPP TS 32.240: "Telecommunication management; Charging management; Charging architecture and principles".
[17]	3GPP TS 32.260: "Telecommunication management; Charging management; IP Multimedia Subsystem (IMS) charging".
[17A]	3GPP TS 32.422: "Telecommunication management; Subscriber and equipment trace; Trace control and configuration management".
[18]	3GPP TS 33.102: "3G Security; Security architecture".
[19]	3GPP TS 33.203: "Access security for IP based services".
[19A]	3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".
[19B]	3GPP TS 36.304: "Evolved Universal Terrestrial Radio Access (E-UTRA); User Equipment (UE) procedures in idle mode".
[19C]	3GPP TS 33.328: "IP Multimedia Subsystem (IMS) media plane security".
[19D]	3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".
[19E]	3GPP TS 36.413: "Evolved Universal Terrestrial Radio Access Network (E-UTRAN); S1 Application Protocol (S1AP)".
[19F]	3GPP TS 36.331: "Evolved Universal Terrestrial Radio Access (E-UTRA); Radio Resource Control (RRC); Protocol specification".
[19G]	3GPP TS 38.331: " NR; Radio Resource Control (RRC); Protocol specification".
[20]	3GPP TS 44.018: "Mobile radio interface layer 3 specification; Radio Resource Control (RRC) protocol".
[20A]	RFC 2401 (November 1998): "Security Architecture for the Internet Protocol".
[20B]	RFC 1594 (March 1994): "FYI on Questions and Answers to Commonly asked "New Internet User" Questions".
[20C]	Void.
[20D]	Void.
[20E]	RFC 2462 (November 1998): "IPv6 Stateless Address Autoconfiguration".
[20F]	RFC 2132 (March 1997): "DHCP Options and BOOTP Vendor Extensions".
[20G]	RFC 2234 (November 1997): "Augmented BNF for Syntax Specification: ABNF".
[21]	Void.RFC 2617 (June 1999): "HTTP Authentication: Basic and Digest Access Authentication".
[22]	RFC 3966 (December 2004): "The tel URI for Telephone Numbers".
[23]	RFC 4733 (December 2006): "RTP Payload for DTMF Digits, Telephony Tones and Telephony Signals".
[24]	RFC 6116 (March 2011): "The E.164 to Uniform Resource Identifiers (URI) Dynamic Delegation Discovery System (DDDS) Application (ENUM)".
[25]	RFC 6086 (October 2009): "Session Initiation Protocol (SIP) INFO Method and Package Framework".
[25A]	RFC 3041 (January 2001): "Privacy Extensions for Stateless Address Autoconfiguration in IPv6".
[26]	RFC 3261 (June 2002): "SIP: Session Initiation Protocol".
[27]	RFC 3262 (June 2002): "Reliability of provisional responses in Session Initiation Protocol (SIP)".
[bookmark: refmanyfolksresource][27A]	RFC 3263 (June 2002): "Session Initiation Protocol (SIP): Locating SIP Servers".
[27B]	RFC 3264 (June 2002): "An Offer/Answer Model with Session Description Protocol (SDP)".
[28]	RFC 6665 (July 2012): "SIP Specific Event Notification".
[28A]	Void.
[29]	RFC 3311 (September 2002): "The Session Initiation Protocol (SIP) UPDATE method".
[30]	RFC 3312 (October 2002): "Integration of resource management and Session Initiation Protocol (SIP)".
[bookmark: refrefer][31]	RFC 3313 (January 2003): "Private Session Initiation Protocol (SIP) Extensions for Media Authorization".
[32]	RFC 3320 (March 2002): "Signaling Compression (SigComp)".
[33]	RFC 3323 (November 2002): "A Privacy Mechanism for the Session Initiation Protocol (SIP)".
[34]	RFC 3325 (November 2002): "Private Extensions to the Session Initiation Protocol (SIP) for Network Asserted Identity within Trusted Networks".
[34A]	RFC 3326 (December 2002): "The Reason Header Field for the Session Initiation Protocol (SIP)".
[35]	RFC 3327 (December 2002): "Session Initiation Protocol Extension Header Field for Registering Non-Adjacent Contacts".
[35A]	RFC 3361 (August 2002): "Dynamic Host Configuration Protocol (DHCP-for-IPv4) Option for Session Initiation Protocol (SIP) Servers".
[36]	RFC 3515 (April 2003): "The Session Initiation Protocol (SIP) REFER method".
[37]	RFC 3420 (November 2002): "Internet Media Type message/sipfrag".
[bookmark: refsdpnew][37A]	RFC 3605 (October 2003): "Real Time Control Protocol (RTCP) attribute in Session Description Protocol (SDP)".
[38]	RFC 3608 (October 2003): "Session Initiation Protocol (SIP) Extension Header Field for Service Route Discovery During Registration".
[39]	RFC 4566 (June 2006): "SDP: Session Description Protocol".
[40]	RFC 3315 (July 2003): "Dynamic Host Configuration Protocol for IPv6 (DHCPv6)".
[40A]	RFC 2131 (March 1997): "Dynamic host configuration protocol".
[41]	RFC 3319 (July 2003): "Dynamic Host Configuration Protocol (DHCPv6) Options for Session Initiation Protocol (SIP) Servers".
[42]	RFC 3485 (February 2003): "The Session Initiation Protocol (SIP) and Session Description Protocol (SDP) static dictionary for Signaling Compression (SigComp)".
[43]	RFC 3680 (March 2004): "A Session Initiation Protocol (SIP) Event Package for Registrations".
[44]	Void.
[45]	Void.
[46]	Void.
[47]	Void.
[48]	RFC 3329 (January 2003): "Security Mechanism Agreement for the Session Initiation Protocol (SIP)".
[49]	RFC 3310 (September 2002): "Hypertext Transfer Protocol (HTTP) Digest Authentication Using Authentication and Key Agreement (AKA)".
[50]	RFC 3428 (December 2002): "Session Initiation Protocol (SIP) Extension for Instant Messaging".
[51]	Void.
[52]	RFC 7315 (July 2014): "Private Header (P-Header) Extensions to the Session Initiation Protocol (SIP) for the 3GPP".
[52A]	RFC 7976 (September 2016): "Updates to Private Header (P-Header) Extension Usage in Session Initiation Protocol (SIP) Requests and Responses".
[52B]	draft-jesske-update-p-visited-network-01 (March 2019): "Update to Private Header Field P-Visited-Network-ID in Session Initiation Protocol (SIP) Requests and Responses".
Editor's note (WI: IMSProtoc9, CR#5979): The above document cannot be formally referenced until it is published as an RFC.
[53]	RFC 3388 (December 2002): "Grouping of Media Lines in Session Description Protocol".
[54]	RFC 3524 (April 2003): "Mapping of Media Streams to Resource Reservation Flows".
[55]	RFC 3486 (February 2003): "Compressing the Session Initiation Protocol (SIP)".
[55A]	RFC 3551 (July 2003): "RTP Profile for Audio and Video Conferences with Minimal Control".
[56]	RFC 3556 (July 2003): "Session Description Protocol (SDP) Bandwidth Modifiers for RTP Control Protocol (RTCP) Bandwidth".
[56A]	RFC 3581 (August 2003): "An Extension to the Session Initiation Protocol (SIP) for Symmetric Response Routing".
[56B]	RFC 3841 (August 2004): "Caller Preferences for the Session Initiation Protocol (SIP)".
[56C]	RFC 3646 (December 2003): "DNS Configuration options for Dynamic Host Configuration Protocol for IPv6 (DHCPv6)".
[57]	ITU-T Recommendation E.164: "The international public telecommunication numbering plan".
[58]	RFC 4028 (April 2005): "Session Timers in the Session Initiation Protocol (SIP)".
[59]	RFC 3892 (September 2004): "The Session Initiation Protocol (SIP) Referred-By Mechanism".
[60]	RFC 3891 (September 2004): "The Session Inititation Protocol (SIP) "Replaces" Header".
[61]	RFC 3911 (October 2004): "The Session Inititation Protocol (SIP) "Join" Header".
[62]	RFC 3840 (August 2004): "Indicating User Agent Capabilities in the Session Initiation Protocol (SIP)".
[63]	RFC 3861 (August 2004): "Address Resolution for Instant Messaging and Presence".
[63A]	RFC 3948 (January 2005): "UDP Encapsulation of IPsec ESP Packets".
[64]	RFC 4032 (March 2005): "Update to the Session Initiation Protocol (SIP) Preconditions Framework".
[65]	RFC 3842 (August 2004) "A Message Summary and Message Waiting Indication Event Package for the Session Initiation Protocol (SIP)"
[65A]	RFC 4077 (May 2005): "A Negative Acknowledgement Mechanism for Signaling Compression".
[66]	RFC 7044 (February 2014): "An Extension to the Session Initiation Protocol (SIP) for Request History Information".
[67]	RFC 5079 (December 2007): "Rejecting Anonymous Requests in the Session Initiation Protocol (SIP)".
[68]	RFC 4458 (January 2006): "Session Initiation Protocol (SIP) URIs for Applications such as Voicemail and Interactive Voice Response (IVR)".
[69]	RFC 5031 (January 2008): "A Uniform Resource Name (URN) for Emergency and Other Well-Known Services".
[70]	RFC 3903 (October 2004): "An Event State Publication Extension to the Session Initiation Protocol (SIP)".
[71]	Void.
[72]	RFC 3857 (August 2004): "A Watcher Information Event Template Package for the Session Initiation Protocol (SIP)".
[74]	RFC 3856 (August 2004): "A Presence Event Package for the Session Initiation Protocol (SIP)".
[74A]	RFC 3603 (October 2003): "Private Session Initiation Protocol (SIP) Proxy-to-Proxy Extensions for Supporting the PacketCable Distributed Call Signaling Architecture".
[74B]	RFC 3959 (December 2004): "The Early Session Disposition Type for the Session Initiation Protocol (SIP)".
[75]	RFC 4662 (August 2006): "A Session Initiation Protocol (SIP) Event Notification Extension for Resource Lists".
[77]	RFC 5875 (May 2010): "An Extensible Markup Language (XML) Configuration Access Protocol (XCAP) Diff Event Package".
[78]	RFC 4575 (August 2006): "A Session Initiation Protocol (SIP) Event Package for Conference State".
[79]	RFC 5049 (December 2007): "Applying Signaling Compression (SigComp) to the Session Initiation Protocol (SIP)".
[80]	Void.
[81]	Void.
[82]	RFC 4457 (April 2006): "The Session Initiation Protocol (SIP) P-User-Database Private-Header (P-header)".
[83]	RFC 4145 (September 2005): "TCP-Based Media Transport in the Session Description Protocol (SDP)".
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SIP defines a number of roles which entities can implement in order to support capabilities. These roles are defined in annex A.
Each IM CN subsystem functional entity using an interface at the Gm reference point, the Ma reference point, the Mg reference point, the Mi reference point, the Mj reference point, the Mk reference point, the Ml reference point, the Mm reference point, the Mr reference point, the Mr' reference point, the Cr reference point, the Mw reference point, the I2 reference point, the I4 reference point and the Ici reference point, and also using the IP multimedia Subsystem Service Control (ISC) Interface, shall implement SIP, as defined by the referenced specifications in Annex A, and in accordance with the constraints and provisions specified in annex A, according to the following roles.
Each IM CN subsystem entity using an interface at the Rc reference point and the Ms reference point shall implement HTTP as defined in RFC 7230 [nr1], RFC 7231 [nr2], RFC 7232 [nr3], RFC 7233 [nr4], RFC 7234 [nr5] and RFC 7235 [nr6].RFC 2616 [196].
Each IM CN subsystem entity using an interface at the W2 reference point may implement SIP as an option. The detailed procedures of W2 interface are defined in 3GPP TS 24.371 [8Z].
The Gm reference point, the W2 reference point, the Ma reference point, the Mg reference point, the Mi reference point, the Mj reference point, the Mk reference point, the Ml reference point, the Mm reference point, the Mr reference point, the Mw reference point, the Cr reference point, the I2 reference point, the I4 reference point and the ISC reference point are defined in 3GPP TS 23.002 [2]. The Ici reference point and the Ms reference point  are defined in 3GPP TS 23.228 [7]. The Mr' reference point and the Rc reference point are defined in 3GPP TS 23.218 [5].
For SIP:
-	The User Equipment (UE) shall provide the User Agent (UA) role, with the exceptions and additional capabilities to SIP as described in subclause 5.1, with the exceptions and additional capabilities to SDP as described in subclause 6.1, and with the exceptions and additional capabilities to SigComp as described in subclause 8.1. The UE shall also provide the access technology specific procedures described in the appropriate access technology specific annex (see subclause 3A and subclause 9.2.2). The UE may include one or several interconnected SIP elements registered as a single logical entity when the UE performs the functions of an external attached network (e.g. an enterprise network). This specification does not place any constraint on the SIP role played by each of the elements as long as the compound entity appears to the IM CM subsystem as a SIP UA with the aforementioned exceptions and additional capabilities except for the modifications defined by the UE performing the functions of an external attached network modifying role in annex A.
NOTE 1:	When the UE performs the functions of an external attached network (e.g. an enterprise network), the internal structure of this UE is outside the scope of this specification. It is expected that in the most common case, several SIP elements will be connected to an additional element directly attached to the IM CN subsystem.
-	The P-CSCF shall provide the proxy role, with the exceptions and additional capabilities to SIP as described in subclause 5.2, with the exceptions and additional capabilities to SDP as described in subclause 6.2, and with the exceptions and additional capabilities to SigComp as described in subclause 8.2. Under certain circumstances, if the P-CSCF provides an application level gateway functionality (IMS-ALG), the P-CSCF shall provide the UA role with the additional capabilities, as follows:
a)	when acting as a subscriber to or the recipient of event information (see subclause 5.2);
b)	when performing P-CSCF initiated dialog-release, even when acting as a proxy for the remainder of the dialog (see subclause 5.2);
c)	when performing NAT traversal procedures (see subclause 6.7.2);
d)	when performing media plane security procedures (see subclause 5.2); and
e)	when providing in-call access update procedures (see subclause 5.2.14).
	The P-CSCF shall also provide the access technology specific procedures described in the appropriate access technology specific annex (see subclause 3A and subclause 9.2.2).
-	The I-CSCF shall provide the proxy role, with the exceptions and additional capabilities as described in subclause 5.3.
-	The S-CSCF shall provide the proxy role, with the exceptions and additional capabilities as described in subclause 5.4, and with the exceptions and additional capabilities to SDP as described in subclause 6.3. Under certain circumstances as described in subclause 5.4, the S-CSCF shall provide the UA role with the additional capabilities, as follows:
a)	the S-CSCF shall also act as a registrar. When acting as a registrar, or for the purposes of executing a third-party registration, the S-CSCF shall provide the UA role;
b)	as the notifier of event information the S-CSCF shall provide the UA role;
c)	when providing a messaging mechanism by sending the MESSAGE method, the S-CSCF shall provide the UA role; and
d)	when performing S-CSCF initiated dialog release the S-CSCF shall provide the UA role, even when acting as a proxy for the remainder of the dialog.
-	The MGCF shall provide the UA role, with the exceptions and additional capabilities as described in subclause 5.5, and with the exceptions and additional capabilities to SDP as described in subclause 6.4.
-	The BGCF shall provide the proxy role, with the exceptions and additional capabilities as described in subclause 5.6.
-	The AS, acting as terminating UA, or redirect server (as defined in 3GPP TS 23.218 [5] subclause 9.1.1.1), shall provide the UA role, with the exceptions and additional capabilities as described in subclause 5.7.2, and with the exceptions and additional capabilities to SDP as described in subclause 6.6.
-	The AS, acting as originating UA (as defined in 3GPP TS 23.218 [5] subclause 9.1.1.2), shall provide the UA role, with the exceptions and additional capabilities as described in subclause 5.7.3, and with the exceptions and additional capabilities to SDP as described in subclause 6.6.
-	The AS, acting as a SIP proxy (as defined in 3GPP TS 23.218 [5] subclause 9.1.1.3), shall provide the proxy role, with the exceptions and additional capabilities as described in subclause 5.7.4.
-	The AS, performing 3rd party call control (as defined in 3GPP TS 23.218 [5] subclause 9.1.1.4), shall provide the UA role, with the exceptions and additional capabilities as described in subclause 5.7.5, and with the exceptions and additional capabilities to SDP as described in subclause 6.6. An AS performing media control of an MRFC shall also support the procedures and methods described in subclause 10.2.
NOTE 2:	Subclause 5.7 and its subclauses define only the requirements on the AS that relate to SIP. Other requirements are defined in 3GPP TS 23.218 [5].
-	The AS, receiving third-party registration requests, shall provide the UA role, with the exceptions and additional capabilities as described in subclause 5.7.
-	The MRFC shall provide the UA role, with the exceptions and additional capabilities as described in subclause 5.8, and with the exceptions and additional capabilities to SDP as described in subclause 6.5. The MRFC shall also support the procedures and methods described in subclause 10.3 for media control.
-	In inline aware mode, the MRB shall provide the UA role, with the exceptions and additional capabilities as described in subclause 5.8A. In inline unaware mode, the MRB shall provide the proxy role, with the exceptions and additional capabilities as described in subclause 5.8A. The MRB shall also support the procedures and methods described in subclause 10.4 for media control.
-	The IBCF shall provide the proxy role, with the exceptions and additional capabilities to SIP as described in subclause 5.10. If the IBCF provides an application level gateway functionality (IMS-ALG), then the IBCF shall provide the UA role, with the exceptions and additional capabilities to SIP as described in subclause 5.10, and with the exceptions and additional capabilities to SDP as described in subclause 6.7. If the IBCF provides screening functionality, then the IBCF may provide the UA role, with the exceptions and additional capabilities to SIP as described in subclause 5.10.
-	The E-CSCF shall provide the proxy role, with the exceptions and additional capabilities as described in subclause 5.11. Under certain circumstances as described in subclause 5.11, the E-CSCF shall provide the UA role in accordance with RFC 3323 [33], with the additional capabilities, as follows:
a)	when operator policy (e.g. determined by national regulatory requirements applicable to emergency services) allows user requests for suppression of public user identifiers and location information, then the E-CSCF shall provide the UA role, with the exceptions and additional capabilities to SIP as described in subclause 5.11;
b)	when performing E-CSCF initiated dialog release the E-CSCF shall provide the UA role, even when acting as a proxy for the remainder of the dialog, e.g. for any of the reasons specified in RFC 6442 [89] or RFC 3323 [33];
c)	when acting as a notifier for the dialog event package the E-CSCF shall provide the UA role; and
d)	if operator policy allows any LRF to provide a location by value using the mechanism defined in subclause 5.11.3. the E-CSCF shall provide the UA role.
-	The LRF shall provide the UA role.
-	The ISC gateway function shall provide the proxy role, with the exceptions and additional capabilities to SIP as described in subclause 5.13. If the ISC gateway function provides an application level gateway functionality (IMS-ALG), then the ISC gateway function shall provide the UA role, with the exceptions and additional capabilities to SIP as described in subclause 5.13, and with the exceptions and additional capabilities to SDP as described in subclause 6.7.
-	The MSC Server enhanced for ICS shall provide the UA role, with the exceptions and additional capabilities as described in 3GPP TS 24.292 [8O].
-	The MSC server enhanced for SRVCC using SIP interface shall provide the UA role, with the exceptions and additional capabilities as described in 3GPP TS 24.237 [8M].
-	The MSC server enhanced for DRVCC using SIP interface shall provide the UA role, with the exceptions and additional capabilities as described in 3GPP TS 24.237 [8M].
-	The EATF shall provide the UA role, with the exceptions and additional capabilities as described in 3GPP TS 24.237 [8M].
-	The ATCF shall:
a)	provide the proxy role, with the exceptions and additional capabilities as described in 3GPP TS 24.237 [8M]; and
b)	provide the UA role, with the exceptions and additional capabilities as described in 3GPP TS 24.237 [8M].
-	Where access to the IM CN subsystem is provided using Web Real-Time Communication (WebRTC) in accordance with 3GPP TS 24.371 [8Z], the eP-CSCF shall act as the P-CSCF in regard to the Mw reference point. For SIP, conformance of the eP-CSCF and WIC (or whatever functionality is downloaded to the WIC) is not specified by this document unless 3GPP TS 24.371 [8Z] specifies that these entities act as specified for the interface Gm reference point, in which case existing P-CSCF and UE procedures apply, with the exceptions and additional capabilities as described in 3GPP TS 24.371 [8Z]. For SDP, these entities act as specified for the interface Gm reference point, in which case existing P-CSCF and UE procedures apply, with the exceptions and additional capabilities as described in 3GPP TS 24.371 [8Z].
In addition to the roles specified above, the P-CSCF, the I-CSCF, the IBCF, the S-CSCF, the BGCF, the E-CSCF and the ISC gateway function can act as a UA when providing server functionality to return a final response for any of the reasons specified in RFC 3261 [26].
In addition to the roles specified above the S-CSCF, AS and an entity hosting the additional routeing capabilities as specified in subclause I.3 can act as a UA when providing either client or server functionality when the event package associated with overload control is deployed.
NOTE 3:	Annex A can change the status of requirements in referenced specifications. Particular attention is drawn to table A.4 and table A.162 for capabilities within referenced SIP specifications, and to table A.317 and table A.328 for capabilities within referenced SDP specifications. The remaining tables build on these initial tables.
NOTE 4:	The allocated roles defined in this clause are the starting point of the requirements from the IETF SIP specifications, and are then the basis for the description of further requirements. Some of these extra requirements formally change the proxy role into a B2BUA. In all other respects other than those more completely described in subclause 5.2 the P-CSCF implements proxy requirements. Despite being a B2BUA a P-CSCF does not implement UA requirements from the IETF RFCs, except as indicated in this specification, e.g., relating to registration event subscription.
NOTE 5:	Except as specified in clause 5 or otherwise permitted in RFC 3261, the functional entities providing the proxy role are intended to be transparent to data within received requests and responses. Therefore these entities do not modify message bodies. If local policy applies to restrict such data being passed on, the functional entity has to assume the UA role and reject a request, or if in a response and where such procedures apply, to pass the response on and then clear the session using the BYE method.
All the above entities are functional entities that could be implemented in a number of different physical platforms coexisting with a number of other functional entities. The implementation shall give priority to transactions at one functional entity, e.g. that of the E-CSCF, over non-emergency transactions at other entities on the same physical implementation. Such priority is similar to the priority within the functional entities themselves specified elsewhere in this document.
Additional routeing functionality can be provided to support the ability for the IM CN subsystem to provide transit functionality as specified in Annex I. The additional routeing functionality shall assume the proxy role.

*** Next Change ***
[bookmark: _Toc20147360][bookmark: _Toc27489236][bookmark: _Toc27491242][bookmark: _Toc35957928][bookmark: _Toc45204477][bookmark: _Toc51927984][bookmark: _Toc51929997][bookmark: _Toc91610512]5.1.1.2.3	Initial registration using SIP digest without TLS
On sending a REGISTER request, as defined in subclause 5.1.1.2.1, the UE shall additionally populate the header fields as follows:
a)	an Authorization header field as defined in RFC 7616 [nr7] and RFC 8760 [nr8]RFC 2617 [21] unless otherwise specified in the access specific annexes, with:
-	the "username" header field parameter, set to the value of the private user identity;
-	the "realm" header field parameter, set to the domain name of the home network;
-	the "uri" header field directive, set to the SIP URI of the domain name of the home network;
-	the "nonce" header field parameter, set to an empty value; and
-	the "response" header field parameter, set to an empty value;
b)	the hostport parameter in the Contact header field with the port value of an unprotected port where the UE expects to receive subsequent requests; and
c)	the sent-by field in the Via header field with the port value of an unprotected port where the UE expects to receive responses to the request.
The UE shall use the locally available public user identity, the private user identity, and the domain name to be used in the Request-URI in the registration. The method whereby the public user identity and private user identity are made available to the UE is outside the scope of this document (e.g. a public user identity could be input by the end user).
When a 401 (Unauthorized) response to a REGISTER is received the UE shall behave as described in subclause 5.1.1.5.4.

*** Next Change ***
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On sending a REGISTER request, as defined in subclause 5.1.1.2.1, the UE shall additionally populate the header fields as follows:
a)	an Authorization header field as defined in RFC 7616 [nr7] and RFC 8760 [nr8]RFC 2617 [21] shall not be included, in order to indicate support for GPRS-IMS-Bundled authentication.
b)	the Security-Client header field as defined in RFC 3329 [48] shall not contain signalling plane security mechanisms;
c)	a From header field set to a temporary public user identity derived from the IMSI, as defined in 3GPP TS 23.003 [3], as the public user identity to be registered;
d)	a To header field set to a temporary public user identity derived from the IMSI, as defined in 3GPP TS 23.003 [3], as the public user identity to be registered;
e)	the Contact header field with the port value of an unprotected port where the UE expects to receive subsequent mid-dialog requests; and
f)	the Via header field with the port value of an unprotected port where the UE expects to receive responses to the request.
NOTE 1:	Since the private user identity is not included in the REGISTER requests when GPRS-IMS-Bundled authentication is used for registration, re-registration and de-registration procedures, all REGISTER requests from the UE use the IMSI-derived IMPU as the public user identity even when the implicitly registered IMPUs are available at the UE. The UE does not use the temporary public user identity (IMSI-derived IMPU) in any non-registration SIP requests.
On receiving the 200 (OK) response to the REGISTER request defined in subclause 5.1.1.2.1, there are no additional requirements for the UE.
NOTE 2:	When GPRS-IMS-Bundled authentication is in use, a 401 (Unauthorized) response to the REGISTER request is not expected to be received.
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On sending a REGISTER request, as defined in subclause 5.1.1.4.1, the UE shall additionally populate the header fields as follows:
a)	an Authorization header field as defined in RFC 7616 [nr7] and RFC 8760 [nr8]RFC 2617 [21], including:
-	the "username" header field parameter, set to the value of the private user identity;
-	the "realm" header field parameter, set to the domain name of the home network;
-	the "uri" header field parameter, set to the SIP URI of the domain name of the home network;
-	the "nonce" header field parameter, set to the stored nonce value for authentication for the related registration or registration flow (if the multiple registration mechanism is used); and
NOTE:	The related registration flow or registration is identified by the couple instance-id and reg-id if the multiple registration mechanism is used or by contact address if not.
-	the "response" header field parameter, set to the challenge response, constructed using the stored nonce value for authentication for the same registration or registration flow ( if the multiple registration mechanism is used), along with "algorithm", "cnonce", "qop", and "nconce-count" header field parameters as specified in RFC 7616 [nr7] and RFC 8760 [nr8]RFC 2617 [21];
b)	the Contact header field with the port value of an unprotected port where the UE expects to receive subsequent requests; and
c)	the Via header field with the port value of an unprotected port where the UE expects to receive responses to the request.
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On sending a REGISTER request, as defined in subclause 5.1.1.4.1, the UE shall additionally populate the header fields as follows:
a)	an Authorization header field as defined in RFC 7616 [nr7] and RFC 8760 [nr8]RFC 2617 [21] shall not be included, in order to indicate support GPRS-IMS-Bundled authentication.
b)	security agreement header field values as required by RFC 3329 [48] shall not contain signalling plane security mechanisms;
c)	a From header field set to a temporary public user identity derived from the IMSI, as defined in 3GPP TS 23.003 [3], as the public user identity to be registered;
d)	a To header field set to a temporary public user identity derived from the IMSI, as defined in 3GPP TS 23.003 [3], as the public user identity to be registered;
e)	the Contact header field with the port value of an unprotected port where the UE expects to receive subsequent mid-dialog requests; and
f)	the Via header field with the port value of an unprotected port where the UE expects to receive responses to the request.
NOTE 1:	Since the private user identity is not included in the REGISTER requests when GPRS-IMS-Bundled authentication is used for registration, re-registration and de-registration procedures, all REGISTER requests from the UE use the IMSI-derived IMPU as the public user identity even when the implicitly registered IMPUs are available at the UE. The UE does not use the temporary public user identity (IMSI-derived IMPU) in any non-registration SIP requests.
On receiving the 200 (OK) response to the REGISTER request defined in subclause 5.1.1.4.1, there are no additional requirements for the UE.
NOTE 2:	When GPRS-IMS-Bundled authentication is in use, a 401 (Unauthorized) response to the REGISTER request is not expected to be received.
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On receiving a 401 (Unauthorized) response to the REGISTER request containing one or more -Authenticate header fields the UE shall select the topmost header field that it supports (i.e., and where the "algorithm" WWW-AuthenticateAuthorization header field parameter is "SHA2-256", "SHA2-512/256" or "MD5"), and the UE shall:
NOTE n1:	The MD5 algorithm is only supported for backward compatibility.
1)	extract the digest-challenge parameters as indicated in RFC 7616 [nr7] and RFC 8760 [nr8]RFC 2617 [21] from the WWW-Authenticate header field;
2)	store the contained nonce value as the nonce for authentication associated to the same registration or registration flow (if the multiple registration mechanism is used) and delete any other previously stored nonce value for authentication for this registration or registration flow (if the multiple registration mechanism is used);
NOTE n2:	The related registration flow or registration is identified by the couple instance-id and reg-id if the multiple registration mechanism is used or by contact address if not.
3)	calculate digest-response parameters as indicated in RFC 7616 [nr7] and RFC 8760 [nr8]RFC 2617 [21];
4)	send another REGISTER request containing an Authorization header field. The header fields are populated as defined in subclause 5.1.1.2.3, with the addition that the UE shall include an Authorization header field containing a challenge response, constructed using the stored nonce value for authentication for the same registration or registration flow (if the multiple registration mechanism is used), "algorithm", "cnonce", "qop", and "nconce-count" header field parameters as indicated in RFC 7616 [nr7] and RFC 8760 [nr8]RFC 2617 [21]. The UE shall set the Call-ID of the REGISTER request which carries the authentication challenge response to the same value as the Call-ID of the 401 (Unauthorized) response which carried the challenge. If SIP digest without TLS is used, the UE shall not include RFC 3329 [48] header fields with this REGISTER.
On receiving the 200 (OK) response for the REGISTER request, if the "algorithm" Authentication-Info header field parameter is "SHA2-256", "SHA2-512/256" or "MD5", the UE shall authenticate the S-CSCF using the "rspauth" Authentication-Info header field parameter as described in RFC 7616 [nr7] and RFC 8760 [nr8]RFC 2617 [21]. If the nextnonce field is present in the Authentication-Info header field the UE shall store the contained nonce value as the nonce for authentication associated to the same registration or registration flow (if the multiple registration mechanism is used) and shall delete any other previously stored nonce value for authentication for this registration or registration flow (if the multiple registration mechanism is used).
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On receiving a 401 (Unauthorized) response to the REGISTER request, the procedures in subclause 5.1.1.5.4 apply with the following differences:
-	The UE shall check the existence of the Security-Server header field as described in RFC 3329 [48]. If the Security-Server header field is not present or the list of supported security mechanisms does not include "tls", the UE shall abandon the authentication procedure and send a new REGISTER request.
In the case that the 401 (Unauthorized) response to the REGISTER is deemed to be valid the UE shall:
-	store the announcement of the media plane security mechanisms the P-CSCF (IMS-ALG) supports labelled with the "mediasec" header field parameter specified in subclause 7.2A.7 and received in the Security-Server header field, if any; and
NOTE 1:	The "mediasec" header field parameter indicates that security mechanisms are specific to the media plane.
-	send another REGISTER request using the TLS session to protect the message.
The header fields are populated as defined for the initial request, with the addition that the UE shall include an Authorization header field containing a challenge response, constructed using the stored nonce value for authentication for the same registration or registration flow (if the multiple registration mechanism is used), "algorithm", "cnonce", "qop", and "nconce-count" header field parameters as indicated in RFC 7616 [nr7] and RFC 8760 [nr8]RFC 2617 [21]. The UE shall also insert the Security-Client header field that is identical to the Security-Client header field that was included in the previous REGISTER request (i.e. the REGISTER request that was challenged with the received 401 (Unauthorized) response). The UE shall also insert the Security-Verify header field into the request, by mirroring in it the content of the Security-Server header field received in the 401 (Unauthorized) response. The UE shall set the Call-ID to the same value as the Call-ID of the 401 (Unauthorized) response which carried the challenge.
NOTE 2:	The Security-Client header field contains signalling plane security mechanism and if the UE supports media plane security, then media plane security mechanisms are contained, too.
When SIP digest with TLS is used, and for the case where the 401 (Unauthorized) response to the REGISTER request is deemed to be valid, the UE shall establish the TLS session as described in 3GPP TS 33.203 [19]. The UE shall use this TLS session to send all further messages towards the P-CSCF towards the protected server port.
NOTE 3:	The related registration flow or registration is identified by the couple instance-id and reg-id if the multiple registration mechanism is used or by contact address if not.
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On sending a REGISTER request, as defined in subclause 5.1.1.6.1, the UE shall additionally populate the header fields as follows:
a)	an Authorization header field as defined in RFC 7616 [nr7] and RFC 8760 [nr8]RFC 2617 [21], including:
-	the "username" header field parameter, set to the value of the private user identity;
-	the "realm" header field parameter, set to the domain name of the home network;
-	the "uri" header field parameter, set to the SIP URI of the domain name of the home network;
-	the "nonce" header field parameter, set to an empty value; and
-	the "response" header field parameter, set to an empty value;
b)	for each Contact header field and associated contact address include the associated unprotected port value (where the UE was expecting to receive mid-dialog requests); and
c)	the Via header field with the port value of an unprotected port where the UE expects to receive responses to the request.
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On sending a REGISTER request, as defined in subclause 5.1.1.6.1, the UE shall additionally populate the header fields as follows:
a)	an Authorization header field as defined in RFC 7616 [nr7] and RFC 8760 [nr8]RFC 2617 [21] shall not be included, in order to indicate support GPRS-IMS-Bundled authentication.
b)	the Security-Verify header field and the Security-Client header field values as defined by RFC 3329 [48] shall not contain signalling plane security mechanisms;
c)	a From header field set to a temporary public user identity derived from the IMSI, as defined in 3GPP TS 23.003 [3], as the public user identity to be deregistered;
d)	a To header field set to a temporary public user identity derived from the IMSI, as defined in 3GPP TS 23.003 [3], as the public user identity to be deregistered;
e)	for each Contact header field and associated contact address include the associated unprotected port value (where the UE was expecting to receive mid-dialog requests); and
f)	the Via header field with the port value of an unprotected port where the UE expects to receive responses to the request.
NOTE 1:	Since the private user identity is not included in the REGISTER requests when GPRS-IMS-Bundled authentication is used for registration, re-registration and de-registration procedures, all REGISTER requests from the UE use the IMSI-derived IMPU as the public user identity even when the implicitly registered IMPUs are available at the UE. The UE does not use the temporary public user identity (IMSI-derived IMPU) in any non-registration SIP requests.
On receiving the 200 (OK) response to the REGISTER request defined in subclause 5.1.1.6.1, there are no additional requirements for the UE.
NOTE 2:	When GPRS-IMS-Bundled authentication is in use, a 401 (Unauthorized) response to the REGISTER request is not expected to be received.

*** Next Change ***
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The procedures of this subclause are general to all requests and responses, except those for the REGISTER method.
When the UE re-uses a previously registered contact address, the UE shall remove any parameters dedicated to registration from the Contact header field (e.g. "expires").
When the UE sends any request, the UE shall use either a given contact address that has been previously registered or a registration flow and the associated contact address (if the multiple registration mechanism is used) and shall:
-	if IMS AKA is in use as a security mechanism:
a)	if the UE has not obtained a GRUU, populate the Contact header field of the request with the protected server port and the respective contact address; and
b)	include the protected server port and the respective contact address in the Via header field entry relating to the UE;
-	if SIP digest without TLS is in use as a security mechanism:
a)	if the UE has not obtained a GRUU, populate the Contact header field of the request with the port value of an unprotected port and the contact address where the UE expects to receive subsequent mid-dialog requests;
b)	populate the Via header field of the request with the port value of an unprotected port and the respective contact address where the UE expects to receive responses to the request; and
c)	if a nonce value for proxy authentication is stored for the related registration or registration flow (if the multiple registration mechanism is used), insert a Proxy-Authorization header field containing a challenge response, constructed using the stored nonce value for proxy authentication for the same registration or registration flow (if the multiple registration mechanism is used), "algorithm", "cnonce", "qop", and "nconce-count" header field parameters as specified in RFC 7616 [nr7] and RFC 8760 [nr8]RFC 2617 [21];
-	if SIP digest with TLS is in use as a security mechanism:
a)	if the UE has not obtained a GRUU, populate the Contact header field of the request with the protected server port;
b)	include the protected server port in the Via header field entry relating to the UE; and
c)	if a nonce value for proxy authentication is stored for the related registration or registration flow (if the multiple registration mechanism is used), insert a Proxy-Authorization header field containing a challenge response, constructed using the stored nonce value for proxy authentication for the same registration or registration flow (if the multiple registration mechanism is used), "algorithm", "cnonce", "qop", and "nconce-count" header field parameters as specified in RFC 7616 [nr7] and RFC 8760 [nr8]RFC 2617 [21];
-	if NASS-IMS bundled authentication is in use as a security mechanism, and therefore no port is provided for subsequent SIP messages by the P-CSCF during registration, the UE shall send any request to the same port used for the initial registration as described in subclause 5.1.1.2;
-	if GPRS-IMS-Bundled authentication is in use as a security mechanism, and therefore no port is provided for subsequent SIP messages by the P-CSCF during registration, the UE shall send any request to the same port used for the initial registration as described in subclause 5.1.1.2.
If SIP digest without TLS is used, the UE shall not include RFC 3329 [48] header field s in any SIP messages.
When SIP digest is in use, upon receiving a 407 (Proxy Authentication Required) response to an initial request, the originating UE shall:
-	extract the digest-challenge parameters as indicated in RFC 7616 [nr7] and RFC 8760 [nr8]RFC 2617 [21] from the Proxy-Authenticate header field;
-	if the contained nonce value is associated to the realm used for the related REGISTER request authentication, store the contained nonce as a nonce value for proxy authentication associated to the same registration or registration flow (if the multiple registration mechanism is used) and shall delete any other previously stored nonce value for proxy authentication for this registration or registration flow;
-	calculate the response as described in RFC 7616 [nr7] and RFC 8760 [nr8]RFC 2617 [21] using the stored nonce value for proxy authentication associated to the same registration or registration flow (if the multiple registration mechanism is used); and
-	send a new request containing a Proxy-Authorization header field in which the header field parameters are populated as defined in RFC 7616 [nr7] and RFC 8760 [nr8]RFC 2617 [21] using the calculated response.
Where a security association or TLS session exists, the UE shall discard any SIP response that is not protected by the security association or TLS session and is received from the P-CSCF outside of the registration and authentication procedures. The requirements on the UE within the registration and authentication procedures are defined in subclause 5.1.1.
For a UE performing the functions of an external attached network operating in static mode, authentication can take place without a registration based on TLS client certificate. Before any originating or terminating procedures can take place between the UE performing the functions of an external attached operating in static mode and the P-CSCF or between the UE performing the functions of an external attached network operating in static mode and the IBCF of the IMS network, for security and authentication between the UE performing the functions of an external attached network operating in static mode and the IMS network, the UE performing the functions of an external attached network operating in static mode shall use the TLS procedures according to 3GPP TS 33.310 [19D] using certificates.
In accordance with RFC 3325 [34] the UE may insert a P-Preferred-Identity header field in any initial request for a dialog or request for a standalone transaction as a hint for creation of an asserted identity (contained in the P-Asserted-Identity header field) within the IM CN subsystem.
NOTE 1:	Since the S-CSCF uses the P-Asserted-Identity header field when checking whether the UE originating request matches the initial filter criteria, the P-Preferred-Identity header field inserted by the UE determines which services and applications are invoked.
When sending any initial request for a dialog or request for a standalone transaction using either a given contact address that has been previously registered or a registration flow and the associated contact address (if the multiple registration mechanism is used), the UE may include any of the following in the P-Preferred-Identity header field:
-	a public user identity which has been registered by the user with the respective contact address;
-	an implicitly registered public user identity returned in a registration-state event package of a NOTIFY request whose <uri> sub-element inside the <contact> sub-element of the <registration> element is the same as the contact address being used for this request and was not subsequently deregistered or that has not expired; or
-	any other public user identity which the user has assumed by mechanisms outside the scope of this specification to have a current registration.
NOTE 2:	The temporary public user identity specified in subclause 5.1.1.1 is not a public user identity suitable for use in the P-Preferred-Identity header field.
NOTE 3:	Procedures in the network require international public telecommunication numbers when telephone numbers are used in P-Preferred-Identity header field.
NOTE 4:	A number of header fields can reveal information about the identity of the user. Where privacy is required, implementers should also give consideration to other header fields that can reveal identity information. RFC 3323 [33] subclause 4.1 gives considerations relating to a number of header fields.
Where privacy is required, in any initial request for a dialog or request for a standalone transaction, the UE shall set a display-name of the From header field to "Anonymous" as specified in RFC 3261 [26] and set an addr-spec of the From header field to Anonymous User Identity as specified in 3GPP TS 23.003 [3].
NOTE 5:	The contents of the From header field are not necessarily modified by the network based on any privacy specified by the user either within the UE indication of privacy or by network subscription or network policy. Therefore the user should include the value "Anonymous" whenever privacy is explicitly required. As the user can well have privacy requirements, terminal manufacturers should not automatically derive and include values in this header field from the public user identity or other values stored in or derived from the UICC. Where the user has not expressed a preference in the configuration of the terminal implementation, the implementation should assume that privacy is required. Users that require to identify themselves, and are making calls to SIP destinations beyond the IM CN subsystem, where the destination does not implement RFC 3325 [34], will need to include a value in the From header field other than Anonymous.
The UE shall determine the public user identity to be used for this request as follows:
1)	if a P-Preferred-Identity was included, then use that as the public user identity for this request; or
2)	if no P-Preferred-Identity was included, then use the default public user identity for the security association or TLS session and the associated contact address as the public user identity for this request;
The UE shall not include its "+sip.instance" header field parameter in the Contact header field in its non-register requests and responses except when the request or response is guaranteed to be sent to a trusted intermediary that will remove the "+sip.instance" header field parameter prior to forwarding the request or response to the destination.
NOTE 6:	Such trusted intermediaries include an AS that all such requests as part of an application or service traverse. In order to ensure that all requests or responses containing the "+sip.instance" header field parameter are forwarded via the trusted intermediary the UE needs to have first verified that the trusted intermediary is present (e.g. first contacted via a registration or configuration procedure). Including the "+sip.instance" header field parameter containing an IMEI URN does not violate RFC 7254 [153] even when the UE requests privacy using RFC 3323 [33].
If this is a request for a new dialog, the Contact header field is populated as follows:
1)	a contact header value which is one of:
-	if a public GRUU value ("pub-gruu" header field parameter) has been saved associated with the public user identity to be used for this request, and the UE does not indicate privacy of the P-Asserted-Identity, then the UE should insert the public GRUU ("pub-gruu" header field parameter) value as specified in RFC 5627 [93]; or
-	if a temporary GRUU value ("temp-gruu" header field parameter) has been saved associated with the public user identity to be used for this request, and the UE does indicate privacy of the P-Asserted-Identity, then the UE should insert the temporary GRUU ("temp-gruu" header field parameter) value as specified in RFC 5627 [93];
-	otherwise, a SIP URI containing the contact address of the UE that has been previously registered without any contact parameters dedicated to registration procedure;
NOTE 7:	The above items are mutually exclusive.
2)	include an "ob" SIP URI parameter, if the UE supports multiple registrations, and the UE wants all subsequent requests in the dialog to arrive over the same flow identified by the flow token as described in RFC 5626 [92];
3)	if the request is related to an IMS communication service that requires the use of an ICSI then the UE shall include in a g.3gpp.icsi-ref media feature tag, as defined in subclause 7.9.2 and RFC 3841 [56B], the ICSI value (coded as specified in subclause 7.2A.8.2) for the IMS communication service. The UE may also include other ICSI values that the UE is prepared to use for all dialogs with the terminating UE(s); and
4)	if the request is related to an IMS application that is supported by the UE, then the UE may include in a g.3gpp.iari-ref media feature tag, as defined in subclause 7.9.3 and RFC 3841 [56B], the IARI value (coded as specified in subclause 7.2A.9.2) that is related to the IMS application and that applies for the dialog.
If this is a request within an existing dialog, and the request includes a Contact header field, then the UE should insert the previously used Contact header field.
If the UE support multiple registrations as specified in RFC 5626 [92], the UE should include option-tag "outbound" in the Supported header field.
If this is a request for a new dialog or standalone transaction and the request is related to an IMS communication service that requires the use of an ICSI then the UE:
1)	shall include the ICSI value (coded as specified in subclause 7.2A.8.2), for the IMS communication service that is related to the request in a P-Preferred-Service header field according to RFC 6050 [121]. If a list of network supported ICSI values was received as specified in 3GPP TS 24.167 [8G], the UE shall only include an ICSI value that is in the received list;
NOTE 8: The UE only receives those ICSI values corresponding to the IMS communication services that the network provides to the user.
2)	may include an Accept-Contact header field containing an ICSI value (coded as specified in subclause 7.2A.8.2) that is related to the request in a g.3gpp.icsi-ref media feature tag as defined in subclause 7.9.2 if the ICSI for the IMS communication service is known. The UE may remove one or more subclasses from an ICSI when including it in an Accept-Contact header field provided that the included ICSI corresponds to an IMS communication service.
NOTE 9:	If the UE includes the same ICSI values into the Accept-Contact header field and the P-Preferred-Service header field, there is a possibility that one of the involved S-CSCFs or an AS changes the ICSI value in the P-Asserted-Service header field, which results in the message including two different ICSI values (one in the P-Asserted-Service header field, changed in the network and one in the Accept-Contact header field).
If an IMS application indicates that an IARI is to be included in a request for a new dialog or standalone transaction, the UE shall include an Accept-Contact header field containing an IARI value (coded as specified in subclause 7.2A.9.2) that is related to the request in a g.3gpp.iari-ref media feature tag as defined in subclause 7.9.3 and RFC 3841 [56B].
NOTE 10:	RFC 3841 [56B] allows multiple Accept-Contact header fields along with multiple Reject-Contact header fields in a SIP request, and within those header fields, expressions that include one or more logical operations based on combinations of media feature tags. Which registered UE will be contacted depends on the Accept-Contact header field and Reject-Contact header field combinations included that evaluate to a logical expression and the relative qvalues of the registered contacts for the targeted registered public user identity. There is therefore no guarantee that when multiple Accept-Contact header fields or additional Reject-Contact header field(s) along with the Accept-Contact header field containing the ICSI value or IARI value are included in a request that the request will be routed to a contact that registered the same ICSI value or IARI value. Charging and accounting is based upon the contents of the P-Asserted-Service header field and the actual media related contents of the SIP request and not the Accept-Contact header field contents or the contact reached.
NOTE 11:	The UE only includes the header field parameters "require" and "explicit" in the Accept-Contact header field containing the ICSI value or IARI value if the IMS communication service absolutely requires that the terminating UE understand the IMS communication service in order to be able to accept the session. Including the header field parameters "require" and "explicit" in Accept-Contact header fields in requests which don't absolutely require that the terminating UE understand the IMS communication service in order to accept the session creates an interoperability problem for sessions which otherwise would interoperate and violates the interoperability requirements for the ICSI in 3GPP TS 23.228 [7].
After the dialog is established the UE may change the dialog capabilities (e.g. add a media or request a supplementary service) if defined for the IMS communication service as identified by the ICSI value using the same dialog. Otherwise, the UE shall initiate a new initial request to the other user.
The UE can indicate privacy of the P-Asserted-Identity that will be generated by the P-CSCF in accordance with RFC 3323 [33], and the additional requirements contained within RFC 3325 [34].
If resource priority in accordance with RFC 4412 [116] is required for a dialog, then the UE shall include the Resource-Priority header field in all requests associated with that dialog.
NOTE 12:	The case where the UE is unaware of the requirement for resource priority because the user requested the capability as part of the dialstring falls outside the scope of this requirement. Such cases can exist and will need to be dealt with by an appropriate functional entity (e.g. P-CSCF) to process the dialstring. For certain national implementations, signalling of a Resource-Priority header field to or from a UE is not required.
If available to the UE (as defined in the access technology specific annexes for each access technology), the UE shall insert a P-Access-Network-Info header field into any request for a dialog, any subsequent request (except CANCEL requests) or response (except CANCEL responses) within a dialog or any request for a standalone method (see subclause 7.2A.4). Insertion of the P-Access-Network-Info header field into the ACK request is optional.
NOTE 13:	During the dialog, the points of attachment to the IP-CAN of the UE can change (e.g. UE connects to different cells). The UE will populate the P-Access-Network-Info header field in any request or response within a dialog with the current point of attachment to the IP-CAN (e.g. the current cell information).
NOTE 14:	The value of the P-Access-Network-Info header field could be stale if the point of attachment of the UE with the network changes before the message is received by the network.
The UE shall build a proper preloaded Route header field value for all new dialogs and standalone transactions. The UE shall build a list of Route header field values made out of the following, in this order:
a)	the P-CSCF URI containing the IP address acquired at the time of the P-CSCF discovery procedures which was used in registration of the contact address (or registration flow); and
NOTE 15:	If the UE is provisioned with or receives a FQDN at the time of the P-CSCF discovery procedures, the FQDN is resolved to an IP address at the time of the P-CSCF discovery procedures.
b)	the P-CSCF port based on the security mechanism in use:
-	if IMS AKA or SIP digest with TLS is in use as a security mechanism, the protected server port learnt during the registration procedure;
-	if SIP digest without TLS, NASS-IMS bundled authentication or GPRS-IMS-Bundled authentication is in use as a security mechanism, the unprotected server port used during the registration procedure;
c)	and the values received in the Service-Route header field saved from the 200 (OK) response to the last registration or re-registration of the public user identity with associated contact address.
NOTE 16:	When the UE registers multiple contact addresses, there will be a list of Service-Route headers for each contact address. When sending a request using a given contact address and the associated security associations or TLS session, the UE will use the corresponding list of Service-Route headers to construct a list of Route headers.
The UE may indicate that proxies should not fork the request by including a "no-fork" directive within the Request-Disposition header field in the request as described in RFC 3841 [56B].
If a request is for a new dialog or standalone transaction, and the request matches a trigger for starting logging of SIP signalling, as described in RFC 8497 [140] and configured in the trace management object defined in 3GPP TS 24.323 [8K], the UE shall:
-	start to log SIP signalling for this dialog; and
-	in any requests or responses sent on this dialog, append a "logme" header field parameter to the SIP Session-ID header field.
If a request or response is sent on a dialog for which logging of signalling is in progress, the UE shall check whether a trigger for stopping logging of SIP signalling has occurred, as described in RFC 8497 [140] and configured in the trace management object defined in 3GPP TS 24.323 [8K].
a)	If a stop trigger event has occurred, the UE shall stop logging of signalling; or
b)	if a stop trigger event has not occurred, the UE shall:
-	in any requests or responses sent on this dialog, append a "logme" header field parameter to the SIP Session-ID header field; and
-	log the request.
If the UE receives a 1xx or 200 (OK) response to an initial request for a dialog, the response containing a P-Asserted-Identity header field set to an emergency number as specified in 3GPP TS 22.101 [1A], the UE procedures in subclause 5.1.6.10 apply.
If the UE receives a 3xx response containing a Contact header field:
1)	if the 3xx response is a 380 (Alternative Service) response to an INVITE request the response containing a P-Asserted-Identity header field with a value equal to the value of the last entry of the Path header field value received during registration and the response contains a 3GPP IM CN subsystem XML body that includes an <ims-3gpp> element, including a version attribute, with an <alternative-service> child element with the <type> child element set to "emergency" (see table 7.6.2) then the UE shall select a domain in accordance with the conventions and rules specified in 3GPP TS 22.101 [1A] and 3GPP TS 23.167 [4B], and:
-	if the CS domain is selected, the UE behavior is defined in subclause 7.1.2 of 3GPP TS 23.167 [4B] and, where appropriate, in the access technology specific annex;
-	if the IM CN subsystem is selected, the UE shall apply the procedures in subclause 5.1.6 with the exception of selecting a domain for the emergency call attempt; and
2)	if the response is:
-	not a 380 (Alternative Service) response; or
-	a 380 (Alternative Service) response, and the response:
i.	does not contain a 3GPP IM CN subsystem XML body that includes an <ims-3gpp> element, including a version attribute, with an <alternative-service> child element with the <type> child element set to "emergency" (see table 7.6.2); or
ii.	does contain a 3GPP IM CN subsystem XML body that includes an <ims-3gpp> element, including a version attribute, with an <alternative-service> child element with the <type> child element set to "emergency" (see table 7.6.2), and the response;
I)	does not contain a P-Asserted-Identity header field; or
II)	does contain a P-Asserted-Identity header field with a value not equal to the value of the last entry of the Path header field value received during registration;
	the UE should not automatically recurse on the Contact header field without first indicating the identity of the user to which a request will be sent and obtaining authorisation of the served user.
NOTE 17:	The last entry on the Path header field value received during registration is the value of the SIP URI of the P-CSCF. If there are multiple registration flows associated with the registration, then the UE has received from the P-CSCF during registration multiple sets of Path header field values. The last entry of the Path header field value corresponding to the flow on which the 380 (Alternative Service) response was received is checked.
NOTE 18:	A UE can still automatically recurse on 3xx responses as part of a service if the nature of the service enables the UE to identify 3xx responses as having originated from the home network and networks trusted by the home network and the nature of the service ensures that the charging for the requests sent as a result of the 3xx response is correlated with the original request.
NOTE 19:	Automatically recursing on untrusted 3xx responses opens up the UE to being redirected to premium rate URIs without the user's consent.
The UE performing the functions of an external attached network operating in static mode shall send all requests using the already established TLS session as described in this subclause.
A UE supporting RFC 4028 [58], when it receives a 422 (Session Interval Too Small) to an INVITE request where the response contains a Min-SE header field, shall retry the request in accordance with RFC 4028 [58] subclause 7.4.

*** Next Change ***
[bookmark: _Toc20147543][bookmark: _Toc27489419][bookmark: _Toc27491425][bookmark: _Toc35958111][bookmark: _Toc45204660][bookmark: _Toc51928167][bookmark: _Toc51930180][bookmark: _Toc91610696]5.4.1.2.1B	Challenge with SIP digest as security mechanism
On sending a 401 (Unauthorized) response to an unprotected REGISTER request, the S-CSCF shall populate the header fields as follows:
1)	for each supported digest algorithm the S-CSCF shall create a WWW-Authenticate header field as defined in RFC 7616 [nr7] and RFC 8760 [nr8]RFC 2617 [21], which transports:
-	a protection domain in the "realm" header field parameter;
-	a "nonce" header field parameter (generated by the S-CSCF);
-	an "algorithm" header field parameter; if the algorithm value is not provided in the authentication vector, it shall have the value "MD5"; and
-	a "qop" header field parameter; if the qop value is not provided in the authentication vector, it shall contain the value "auth".
	The S-CSCF shall include the WWW-Authenticate header fields to the 401 (Unauthorized) response in order of preference, starting with the most preferred algorithm.
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[bookmark: _Toc20147548][bookmark: _Toc27489424][bookmark: _Toc27491430][bookmark: _Toc35958116][bookmark: _Toc45204665][bookmark: _Toc51928172][bookmark: _Toc51930185][bookmark: _Toc91610701]5.4.1.2.2A	Protected REGISTER with SIP digest as a security mechanism
Upon receipt of a REGISTER request with the "integrity-protected" header field parameter in the Authorization header field set to "tls-pending", "tls-yes", "ip-assoc-pending", or "ip-assoc-yes", the S-CSCF shall identify the user by the public user identity as received in the To header field and the private user identity as received in the Authorization header field of the REGISTER request, and:
NOTE n1:	Although the REGISTER request with the "integrity-protected" header field parameter set to "ip-assoc-pending" or "ip-assoc-yes" is handled as protected REGISTER request, the integrity of the request is actually not protected by SIP digest.
If the maximum number of simultaneously registration flows allowed for the related public user identity for the used UE (i.e. linked to the same private user identity and instance ID) is reached, then the S-CSCF shall reject the REGISTER by generating a 403 (Forbidden) response. If not, the S-CSCF shall continue with rest of the procedures of this subclause;
In the case that there is no authentication currently ongoing for this user (i.e. no timer reg-await-auth is running):
1)	check if the user needs to be reauthenticated. The S-CSCF may require authentication of the user for any REGISTER request, and shall always require authentication for REGISTER requests received without the "integrity-protected" header field parameter in the Authorization header field set to "tls-yes".
	If the user needs to be reauthenticated and the REGISTER did not include an Authorization header field with a digest response, the S-CSCF shall proceed with the authentication procedures as described for the initial REGISTER in subclause 5.4.1.2.1 and subclause 5.4.1.2.1B.
	If the user needs to be reauthenticated and the REGISTER included an Authorization header field with a digest response, the S-CSCF shall proceed with the authentication procedures as described for the initial REGISTER in subclause 5.4.1.2.1 and subclause 5.4.1.2.1B and include the "stale" header field parameter with value "true" in the WWW-Authenticate header field.
In the case that a timer reg-await-auth is running for this user the S-CSCF shall:
1)	check if the Call-ID of the request matches with the Call-ID of the 401 (Unauthorized) response which carried the last challenge. The S-CSCF shall only proceed further if the Call-IDs match;
2)	stop timer reg-await-auth;
3)	in the case the algorithm is "SHA2-256", "SHA2-512/256" or "MD5", check the following additional fields:
NOTE n2:	The MD5 algorithm is only supported for backward compatibility.
-	a "realm" header field parameter matching the "realm" header field parameter in the authentication challenge;
-	an "algorithm" header field parameter which matches the "algorithm" header field parameter sent in the authentication challenge;
-	"nonce" header field parameter matching the "nonce" header field parameter in the authentication challenge;
-	a "cnonce" header field parameter; and
-	a "nc" headeronce-count field parameter.
	The S-CSCF shall only proceed with the following steps in this paragraph if the authentication challenge response was included;
4)	check whether the received authentication challenge response and the expected authentication challenge response match. The expected response is calculated by the S-CSCF as described in RFC 7616 [nr7] and RFC 8760 [nr8]RFC 2617 [21] using the H(A1) value provided by the HSS. If the received authentication challenge response and the expected authentication challenge response match, then the UE is considered authenticated. If the UE is considered authenticated, and if the "integrity-protected" header field parameter in the Authorization header field is set to the value "tls-pending" or "tls-yes", then the S-CSCF shall associate the registration with the local state of "tls-protected";
NOTE n31:	The S-CSCF can have a local security policy to treat messages other than initial REGISTER requests, messages relating to emergency services, and error messages, differently depending on whether the registration is associated with the state "tls-protected".
4A)	if the REGISTER request contains the "reg-id" Contact header field parameter and the "outbound" option tag in a Supported header field, but the first URI in the Path header does not have an "ob" URI parameter, send a 439 (First Hop Lacks Outbound Support) response to the UE;
5)	after performing the S-CSCF Registration/deregistration notification procedure with the HSS, as described in 3GPP TS 29.228 [14], store the following information in the local data:
a)	the list of public user identities, including the registered own public user identity and its associated set of implicitly registered public user identities and wildcarded public user identities due to the received REGISTER request. Each public user identity is identified as either barred or non-barred;
b)	all the service profile(s) corresponding to the public user identities being registered (explicitly or implicitly), including initial Filter Criteria(the initial Filter Criteria for the Registered and common parts is stored and the unregistered part is retained for possible use later - in the case of the S-CSCF is retained if the user becomes unregistered);
c)	if S-CSCF restoration procedures are supported, the restoration information, if received, as specified in 3GPP TS 29.228 [14]; and
[bookmark: _PERM_MCCTEMPBM_CRPT32920030___5]d)	if PCRF based P-CSCF restoration procedures are supported, all the user profile(s) corresponding to the public user identities being registered (explicitly or implicitly), including the IMSI, if available;
NOTE n42:	There might be more than one set of initial Filter Criteria received because some implicitly registered public user identities that are part of the same implicit registration set belong to different service profiles.
6)	update registration bindings:
a)	if the Contact URI in the Contact header field does not contains a "bnc" URI parameter, then bind to each non-barred registered public user identity all registered contact information including all header field parameters contained in the Contact header field and all associated URI parameters, with the exception of the "pub-gruu" and "temp-gruu" header field parameters as specified in RFC 5627 [93], and store information for future use;
b)	if the Contact URI in the Contact header field contains a "bnc" URI parameter, as a network option bind each non-barred registered public user identity to a contact address as specified in RFC 6140 [191].
NOTE n53:	It is assumed that when the Contact header field contains a "bnc" parameter, the associated public user identities obtained from the HSS are all of a form compatible with registration procedures as specified in RFC 6140 [191]; i.e. the set consists only of distinct public user identities contain global numbers in the international format or wildcarded public user identities representing multiple global numbers in the international format. The S-CSCF procedures for handling the error case where an associated public user identity is incompatible with RFC 6140 [191] is out of scope of this specification.
c)	if the Contact URI in the Contact header field does not contain a "bnc" URI parameter, then for each binding that contains a "+sip.instance" Contact header field parameter, assign a new temporary GRUU, as specified in subclause 5.4.7A.3;
d)	if the Contact header field of the REGISTER request does not contain a "reg-id" header field parameter (i.e., the multiple registrations mechanism is not used), and there are public user identities (including the public user identity being registered, if previously registered) that belong to this user that have been previously registered with the same private user identity, and with an old contact address different from the one received in the REGISTER request and if the previous registrations have not expired:
-	terminate all dialogs, associated with the previously registered public user identities (including the public user identity being registered, if previously registered), with a status code 480 (Temporarily Unavailable) in the Reason header field of the BYE request, as specified in subclause 5.4.5.1.2;
-	send a NOTIFY request, to the subscribers to the registration event package of the previously registered public user identities, that indicates that all previously registered public user identities (excluding the public user identity being registered) belonging to this user identified with its private user identity, have been deregistered, as described in subclause 5.4.2.1.2. For the public user identity being registered, the NOTIFY request contains the new contact information; and
NOTE n64:	The last dialog to be terminated will be the dialog established by the UE subscribing to the reg event package. When sending the NOTIFY request to the UE over this dialog, the S-CSCF will terminate this dialog by setting in the NOTIFY request the Subscription-State header field to the value of "terminated".
-	delete all information associated with the previously registered public user identities;
NOTE n75:	Contact related to emergency registration is not affected. The S-CSCF is not able to deregister contact related to emergency registration and will not delete it.
e)	if the Contact header field of the REGISTER request contained a "+sip.instance" and a "reg-id" header field parameter, and the SIP URI in the Path header field inserted by the P-CSCF contained an "ob" SIP URI parameter header field, and:
-	if the public user identity has not previously been registered with the same "+sip.instance" and "reg-id" Contact header field parameter values, then create the registration flow in addition to any existing registration flow; or
-	if the public user identity has previously been registered with the same "+sip.instance" and "reg-id" header field parameter values, then determine whether the request refreshes or replaces an existing registration flow. If the request:
i)	refreshes an existing registration flow, then the S-CSCF shall leave the flow intact; or
ii)	replaces the existing registration flow with a new flow, then the S-CSCF shall:
a)	terminate any dialog, as specified in subclause 5.4.5.1.2, with a status code 480 (Temporarily Unavailable) in the Reason header field of the BYE request, associated with the registration flow being replaced; and
b)	send a NOTIFY request to the subscribers to the registration event package for the public user identity indicated in the REGISTER request, as described in subclause 5.4.2.1.2; and
f)	store the used nonce as a valid nonce for this registration or registration flow (if multiple registration mechanism is used) for an operator configured duration.
NOTE n86:	The S-CSCF determines whether this REGISTER request replaces or refreshes an existing registration flow by examining the SIP URI in the Path header field inserted into the request by the P-CSCF (see subclause 5.2.2.1).
NOTE n97:	The way the S-CSCF identifies the dialogs associated with the registration flow being replaced is implementation specific.
NOTE n108:	There might be more than one contact information available for one public user identity.
NOTE n119:	The barred public user identities are not bound to the contact information.
NOTE n1210:	Contact related to emergency registration is not affected. S-CSCF is not able deregister contact related to emergency registration and will not delete that.
7)	check whether a Path header field was included in the REGISTER request and construct a list of preloaded Route header fields from the list of entries in the received Path header field. The S-CSCF shall preserve the order of the preloaded Route header fields and bind them to either the contact address of the UE or the registration flow and the associated contact address (if the multiple registration mechanism is used) and contact information that was received in the REGISTER request;
NOTE n1311:	If this registration is a reregistration or an initial registration (i.e., there are previously registered public user identities belonging to the user that have not been deregistered or expired), then a list of pre-loaded Route header fields will already exist. If multiple registration mechanism was not used, then the existing list of pre-loaded Route header fields is bound to a respective contact address of the UE. However, if multiple registration mechanism was used, then the existing list of pre-loaded Route header fields is bound to a registration flow and the associated contact address that was used to send the REGISTER request. In either case, the new list replaces the old list.
8)	determine the duration of the registration by checking the value of the registration expiration interval value in the received REGISTER request and bind it either to the respective contact address of the UE or to the registration flow and the associated contact address (if the multiple registration mechanism is used). Based on local policy, the S-CSCF may reduce the duration of the registration or send back a 423 (Interval Too Brief) response specifying the minimum allowed time for registration. The local policy can take into account specific criteria such as the used authentication mechanism to determine the allowed registration duration;
9)	store the "icid-value" header field parameter received in the P-Charging-Vector header field;
10)	if an "orig-ioi" header field parameter is received in the P-Charging-Vector header field, store the value of the received "orig-ioi" header field parameter; and
NOTE n1412:	Any received "orig-ioi" header field parameter will be a type 1 IOI. The type 1 IOI identifies the network from which the request was sent.
11)	create and send a 200 (OK) response for the REGISTER request as specified in subclause 5.4.1.2.2F. The S-CSCF shall also store the nonce-count value in the received REGISTER request and include an Authentication-Info header field containing the fields described in RFC 7616 [nr7] and RFC 8760 [nr8]RFC 2617 [21] as follows:
-	a "nextnonce" header field parameter if the S-CSCF requires a new nonce for subsequent authentication responses from the UE. In that case, the S-CSCF shall consider this nonce as a valid nonce for this registration or registration flow (if multiple registration mechanism is used) for an operator configured duration;
-	a "qop" header field parameter matching the "qop" Authorization header field parameter sent by the UE;
-	a "rspauth" header field parameter with a response-digest calculated as described in RFC 7616 [nr7] and RFC 8760 [nr8]RFC 2617 [21];
-	a "cnonce" header field parameter value matching the "cnonce" in the Authorization header field parameter sent by the UE; and
-	a "nconce-count" header field parameter matching the "nconce-count" Authorization header field parameter sent by the UE.

*** Next Change ***
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When the S-CSCF receives from the UE a request (excluding REGISTER), and SIP digest without TLS or SIP digest with TLS is supported and in use for this UE, the S-CSCF may perform the following steps if authentication of SIP request methods initiated by the UE excluding REGISTER is desired:
1)	The S-CSCF shall identify the user by the public user identity as received in the P-Asserted-Identity header field;
2)	If the public user identity does not match one of the registered public user identities, and the public user identity does not match one of the registered wildcarded public user identities, the S-CSCF may reject the request with a 400 (Bad Request) response or silently discard the request;
3)	If the request does not contain a Proxy-Authorization header field or the Proxy-Authorization header field does not contain a digest response, the S-CSCF shall:
a)	challenge the user by generating a 407 (Proxy Authentication Required) response for the received request, including a Proxy-Authenticate header field as defined in RFC 7616 [nr7] and RFC 8760 [nr8]RFC 2617 [21], which includes:
-	a "realm" header field parameter;
-	a "nonce" header field parameter, with a newly generated value by the S-CSCF;
-	an "algorithm" header field parameter; if the algorithm value is not provided in the authentication vector, it shall have the value "MD5"; and
-	a "qop" header field parameter; if the qop value is not provided in the authentication vector, it shall have the value "auth".
	The challenge parameters, with the exception of the "nonce" header field parameter, shall be the same as the ones used for the last successful registration.
NOTE n21:	The usage of the same parameters for authentication of non-registration SIP requests requires the storage of these parameters during authentication of REGISTER requests, as retrieval of authentication vectors is only specified for REGISTER requests.
NOTE n32:	If these parameters are not locally stored in the S-CSCF, i.e. when the S-CSCF has restarted, and the S-CSCF supports restoration as specified in 3GPP TS 23.380 [7D], subclause 4.4.2, the S-CSCF can fetch these parameters from the HSS.
b)	send the so generated 407 (Proxy Authentication Required) response towards the UE;
c)	retain the nonce and initialize the corresponding nonce count to a value of 1; and
d)	start timer request-await-auth.
4)	If the request contains a Proxy-Authorization header field, the S-CSCF shall:
a)	check whether the Proxy-Authorization header field contains:
-	the private user identity of the user in the "username" header field parameter;
-	an "algorithm" header field parameter value which matches the "algorithm" header field parameter in the authentication challenge (i.e. "SHA2-256", "SHA2-512/256" or "MD5");
-	a "response" header field parameter with the authentication challenge response;
-	a "realm" header field parameter matching the "realm" header field parameter in the authentication challenge;
-	"nonce" header field parameter matching a nonce that is deemed valid by the S-CSCF for the related registration or registration flow (i.e. a nonce that was set in a a Proxy-Authenticate header field of a 407 (Proxy Authentication Required) response to a non-REGISTER request for which the associated validity duration has not expired or in a WWW-Authenticate header field of a 401 (Unauthorized) response to a REGISTER request for which the associated validity duration has not expired, a nonce sent in a "nextnonce" header field parameter sent in a Authentication-Info header field of a 200 OK (OK) to REGISTER request ) or if an authentication is ongoing for this request (i.e. a associated "req-await-auth" is running) matching the nonce that was sent in a Proxy-Authenticate header field of the 407 (Proxy Authentication Required) response to this request;
NOTE n43:	The related registration flow or registration is identified by the couple instance-id and reg-id if the multiple registration mechanism is used or by contact address if not.
-	a "uri" header field parameter matching the SIP Request-URI;
-	a "cnonce" header field parameter; and
-	a "nconce-count" header field parameter with a value that equals the nonce-count expected by the S-CSCF. The S-CSCF may choose to accept a nonce-count which is greater than the expected nonce-count. If the S-CSCF uses this nonce-count and authentication is successful and the S-CSCF increments it for any subsequent authentication responses.
	If any of the above checks do not succeed, the S-CSCF shall proceed as described in subclause 5.4.3.6.2, and skip the remainder of this procedure; and
b)	check whether the received authentication challenge response and the expected authentication challenge response match. The S-CSCF shall compute the expected digest response as described in RFC 7616 [nr7] and RFC 8760 [nr8]RFC 2617 [21] using the H(A1) value contained within the authentication vector, and other digest parameters (i.e. nonce, cnonce, nconce-count, qop).
In the case where the digest response does not match the expected digest response calculated by the S-CSCF, the S-CSCF shall consider the authentication attempt as failed and do one of the following:
1)	rechallenge the user by issuing a 407 (Proxy Authentication Required) response including a challenge as per procedures described in this subclause; or
2)	reject the request by issuing a 403 (Forbidden) response; or
3)	reject the request without sending a response.
In the case where the digest response matches the expected digest response calculated by the S-CSCF, the S-CSCF shall:
1)	consider the identity of the user verified and the request authenticated and continue with the procedures as described in subclause 5.4.3;
2)	if the used nonce was not considered valid before the authentication succed (i.e a "req-await-auth" was running), add this nonce to the list of the valid nonces for the related registration or registration flow (if multiple registration mechanism is used) for an operator configured duration; and
3)	stop the related "request-await-auth" running if any.
If the timer request-await-auth expires, the S-CSCF shall consider the authentication to have failed.
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This extension defines a new authentication parameter (auth-param) for the WWW-Authenticate header field used in a 401 (Unauthorized) response to the REGISTER request. For more information, see RFC 7235 [nr6] subclause 2.1 and clause C.RFC 2617 [21] subclause 3.2.1.
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This extension defines new dig-resp parameters for the Authorization header field used in REGISTER requests. For more information, see RFC 7235 [nr6] subclause 2.1 and clause C.RFC 2617 [21] subclause 3.2.2.
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The syntax specified in table 7.5.2 uses the augmented Backus-Naur Form as described in RFC 2234 [20G].
Table 7.5.2: Syntax OMR attributes
visited-realm      = "visited-realm" ":" instance-number SP
realm SP
nettype SP                                      ;from RFC 4566 [39]
addrtype SP                                     ;from RFC 4566 [39]
connection-address SP                           ;from RFC 4566 [39]
port                                            ;from RFC 4566 [39]
[SP rtcp-port [SP rtcp-address]]
*(SP extension-name SP extension-value)

secondary-realm    = "secondary-realm" ":" instance-number SP
realm SP
nettype SP                                      ;from RFC 4566 [39]
addrtype SP                                     ;from RFC 4566 [39]
connection-address SP                           ;from RFC 4566 [39]
port                                            ;from RFC 4566 [39]
[SP rtcp-port [SP rtcp-address]]
*(SP extension-name SP extension-value)

instance-number    = 1*DIGIT

realm              = non-ws-string            ;from RFC 4566 [39]

rtcp-port          = "rtcp-port" SP port

rtcp-address       = "rtcp-address" SP connection-address

extension-name     = token              ;shall be different to existing tokens "previsous-fmt",
                                        "rtcp-port" and "rtcp-address".
extension-value    = non-ws-string

omr-m-cksum      = "omr-m-cksum" ":" 1*HEXDIG

omr-s-cksum      = "omr-s-cksum" ":" 1*HEXDIG

omr-codecs         = "omr-codecs" ":" instance-number SP proto 1*(SP fmt) ;from RFC 4566 [39]

omr-m-att          = "omr-m-att" ":" instance-number SP attribute        ;from RFC 4566 [39]

omr-s-att          = "omr-s-att" ":" instance-number SP attribute        ;from RFC 4566 [39]

omr-m-bw           = "omr-m-bw" ":" instance-number SP bwtype ":" bandwidth ;from RFC 4566 [39]

omr-s-bw           = "omr-s-bw" ":" instance-number SP bwtype ":" bandwidth ;from RFC 4566 [39]


This grammar encodes the primary media level information about each visited-realm and secondary-realm instance: the sequence in which the realm was visited, the realm identity, its IP address and port:
<instance-number>: instance-number is a positive decimal integer which identifies the sequence in which this visited-realm was added during the forwarding of an SDP offer. If an IMS-ALG adds second-realm attribute(s), omr-codecs attribute(s), omr-m-att attribute(s), omr-s-att attribute(s), omr-m-bw attribute(s) and/or the omr-s-bw attribute(s) to an SDP offer it will assign the same instance number as assigned to the visited-realm attribute for the forwarded SDP offer. When used in the SDP answer, the instance-number, realm, nettype and addrtype uniquely identify the corresponding visited-realm or secondary-realm instance from the SDP offer.
<realm>: identifies a set of mutually reachable IP endpoints that share a common IP addressing scheme.
	Effective application of OMR depends on the scope of each realm being determined by reachability and not by administrative domain. A public IPv4 or IPv6 address reachable from the open internet shall be associated with the special realm "IN". For application to OMR in IPv6 networks, a realm corresponds to an IPv6 autonomous system.
	Entity operators must adhere to the following guidelines for creation of an OMR realm string to ensure the integrity of the visited-realm and secondary-realm instance information for their realm(s): 1) Realm strings must be globally unique. It is recommended that a realm string contain a hostname or domain name, following the recommendation in subclause 3.32.1 of RFC 7616 [nr7]RFC 2617 [21], 2) Realm strings should present a human-readable identifier that can be rendered to a user.
<nettype>, <addrtype> and <connection-address>: are taken from the connection-field (c= line) of RFC 4566 [39]. They describe the IP address associated with the visited-realm or secondary-realm instance, allowing for IPv4 addresses, IPv6 addresses and FQDNs. The connection-address can be either an IP address or an FQDN.
<port>: It is the port associated with the visited-realm or secondary-realm instance as taken from RFC 4566 [39]. Its meaning depends on the network being used for the connection-address, and on the transport protocol selected for the corresponding media line, e.g., UDP or TCP.
<rtcp-port> and <rtcp-address>: taken together are semantically equivalent to the rtcp attribute defined in RFC 3605 [37A]. They optionally encode the RTCP port and address information when the RTCP port number is not exactly one greater than the port for an RTP stream at the same address.
The previous-fmt-list may be supplied within the visited-realm if this attribute is included in an SDP offer and shall not be supplied if this attribute is included in an SDP answer.
The visited-realm and secondary-realm attributes can be extended via <extension-name> and <extension-value>. The grammar allows for new name/value pairs to be added at the end of the attribute.
<omr-m-cksum>: is a hex value calculated on the contents of the media level information per media line.
<omr-s-cksum>: is a hex value calculated on the contents of the session level information.
<omr-codecs> provides the transport format <proto> and list of media formats (e.g., payload type numbers) <fmt> supported by the visited-realm instance immediately preceding the instance identified by <instance-number>. Transport format <proto> and media format <fmt> are defined in RFC 4566 [39] for the SDP m-line.
<omr-m-att> provides a media level SDP attribute <attribute> supported by the visited-realm instance immediately preceding the instance identified by <instance-number>. Attribute <attribute> is defined in RFC 4566 [39] for the SDP a-line.
<omr-s-att> provides a session level SDP attribute <attribute> supported by the visited-realm instance immediately preceding the instance identified by <instance-number>. Attribute <attribute> is defined in RFC 4566 [39] for the SDP a-line.
<omr-m-bw> provides a media level SDP bandwidth described by <bwtype> and <bandwidth> supported by the visited-realm instance immediately preceding the instance identified by <instance-number>. <bwtype> and <bandwidth> are defined in RFC 4566 [39] for the SDP b-line.
<omr-s-bw> provides a session level SDP bandwidth described by <bwtype> and <bandwidth> supported by the visited-realm instance immediately preceding the instance identified by <instance-number>. <bwtype> and <bandwidth> are defined in RFC 4566 [39] for the SDP b-line.
The "visited-realm", "secondary-realm", "omr-m-cksum", "omr-s-cksum", "omr-codecs", "omr-m-att", "omr-s-att" "omr-m-bw" and "omr-s-bw" SDP attributes are media-level attributes.
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[bookmark: UAmajorcapability]Table A.4: Major capabilities
	Item
	Does the implementation support
	Reference
	RFC status
	Profile status

	
	Capabilities within main protocol
	
	
	

	[bookmark: UAregistrationclient]1
	client behaviour for registration?
	[26] subclause 10.2
	o
	c3

	2
	registrar?
	[26] subclause 10.3
	o
	c4

	2A
	registration of multiple contacts for a single address of record
	[26] 10.2.1.2, 16.6
	o
	o

	2B
	initiating a session?
	[26] subclause 13
	o
	o

	2C
	initiating a session which require local and/or remote resource reservation?
	[30]
	o
	c43

	[bookmark: UAclient]3
	client behaviour for INVITE requests?
	[26] subclause 13.2
	c18
	c18

	[bookmark: UAserver]4
	server behaviour for INVITE requests?
	[26] subclause 13.3
	c18
	c18

	5
	session release?
	[26] subclause 15.1
	c18
	c18

	[bookmark: UAtimestamp]6
	timestamping of requests?
	[26] subclause 8.2.6.1
	o
	o

	[bookmark: UAauthenticationUA]7
	authentication between UA and UA?
	[26] subclause 22.2, [nr8]
	c34
	c34

	[bookmark: UAauthenticationregistrar]8
	authentication between UA and registrar?
	[26] subclause 22.2, [nr8]
	o
	c74

	8A
	authentication between UA and proxy?
	[26] 20.28, 22.3, [nr8]
	o
	c75

	9
	server handling of merged requests due to forking?
	[26] 8.2.2.2
	m
	m

	10
	client handling of multiple responses due to forking?
	[26] 13.2.2.4
	m
	m

	[bookmark: UAdate]11
	insertion of date in requests and responses?
	[26] subclause 20.17
	o
	o

	[bookmark: UAalertinginformation]12
	downloading of alerting information?
	[26] subclause 20.4
	o
	o

	
	Extensions
	
	
	

	[bookmark: UASIPINFOmethod]13
	SIP INFO method and package framework?
	[25]
	o
	c100

	13A
	legacy INFO usage?
	[25] 2, 3
	o
	c90

	[bookmark: UA100rel]14
	reliability of provisional responses in SIP?
	[27]
	c19
	c44

	[bookmark: UAREFERmethod]15
	the REFER method?
	[36]
	o
	c33

	15A
	clarifications for the use of REFER with RFC6665?
	[231]
	c121
	c121

	15B
	explicit subscriptions for the REFER method?
	[232]
	o
	o

	16
	integration of resource management and SIP?
	[30] [64]
	c19
	c44

	17
	the SIP UPDATE method?
	[29]
	c5
	c44

	19
	SIP extensions for media authorization?
	[31]
	o
	c14

	[bookmark: UAevent]20
	SIP specific event notification?
	[28]
	o
	c13

	[bookmark: UAeventnotifier]22
	acting as the notifier of event information?
	[28]
	c2
	c15

	22A
	a clarification on the use of GRUUs in the SIP event notification framework?
	[233]
	c122
	c122

	[bookmark: UAeventrecipient]23
	acting as the subscriber to event information?
	[28]
	c2
	c16

	24
	session initiation protocol extension header field for registering non-adjacent contacts?
	[35]
	o
	c6

	25
	private extensions to the Session Initiation Protocol (SIP) for network asserted identity within trusted networks?
	[34]
	o
	m

	26
	a privacy mechanism for the Session Initiation Protocol (SIP)?
	[33]
	o
	m

	26A
	request of privacy by the inclusion of a Privacy header indicating any privacy option?
	[33]
	c9
	c11

	26B
	application of privacy based on the received Privacy header?
	[33]
	c9
	n/a

	26C
	passing on of the Privacy header transparently?
	[33]
	c9
	c12

	26D
	application of the privacy option "header" such that those headers which cannot be completely expunged of identifying information without the assistance of intermediaries are obscured?
	[33] 5.1
	c10
	c27

	26E
	application of the privacy option "session" such that anonymization for the session(s) initiated by this message occurs?
	[33] 5.2
	c10
	c27

	26F
	application of the privacy option "user" such that user level privacy functions are provided by the network?
	[33] 5.3
	c10
	c27

	26G
	application of the privacy option "id" such that privacy of the network asserted identity is provided by the network?
	[34] 7
	c10
	n/a

	26H
	application of the privacy option "history" such that privacy of the History-Info header is provided by the network?
	[66] 7.2
	c37
	c37

	27
	a messaging mechanism for the Session Initiation Protocol (SIP)?
	[50]
	o
	c7

	28
	session initiation protocol extension header field for service route discovery during registration?
	[38]
	o
	c17

	29
	compressing the session initiation protocol?
	[55]
	o
	c8

	30
	private header extensions to the session initiation protocol for the 3rd-Generation Partnership Project (3GPP)?
	[52]
	o
	m

	30A
	act as first entity within the trust domain for asserted identity?
	[34]
	c96
	c97

	30B
	act as entity within trust network that can route outside the trust network?
	[34]
	c96
	c97

	30C
	act as entity passing on identity transparently independent of trust domain?
	[34]
	c96
	c98

	31
	the P-Associated-URI header extension?
	[52] 4.1, [52A] 4
	c21
	c22

	32
	the P-Called-Party-ID header extension?
	[52] 4.2, [52A] 4
	c21
	c23

	33
	the P-Visited-Network-ID header extension?
	[52] 4.3, [52A] 4
	c21
	c24

	34
	the P-Access-Network-Info header extension?
	[52] 4.4, [52A] 4, [234] 2
	c21
	c25

	35
	the P-Charging-Function-Addresses header extension?
	[52] 4.5, [52A] 4
	c21
	c26

	36
	the P-Charging-Vector header extension?
	[52] 4.6, [52A] 4
	c21
	c26

	37
	security mechanism agreement for the session initiation protocol?
	[48]
	o
	c20

	37A
	mediasec header field parameter for marking security mechanisms related to media?
	Subclause 7.2A.7
	n/a
	c101

	38
	the Reason header field for the session initiation protocol?
	[34A]
	o
	c68

	38A
	carrying Q.850 codes in reason header fields in SIP (Session Initiation Protocol) responses?
	[130]
	o
	c82

	38B
	the location parameter for the SIP Reason header field?
	[255]
	o
	c131

	39
	an extension to the session initiation protocol for symmetric response routeing?
	[56A]
	o
	c62

	40
	caller preferences for the session initiation protocol?
	[56B]
	C29
	c29

	40A
	the proxy-directive within caller-preferences?
	[56B] 9.1
	o.5
	o.5

	40B
	the cancel-directive within caller-preferences?
	[56B] 9.1
	o.5
	o.5

	40C
	the fork-directive within caller-preferences?
	[56B] 9.1
	o.5
	o.5

	40D
	the recurse-directive within caller-preferences?
	[56B] 9.1
	o.5
	o.5

	40E
	the parallel-directive within caller-preferences?
	[56B] 9.1
	o.5
	o.5

	40F
	the queue-directive within caller-preferences?
	[56B] 9.1
	o.5
	o.5

	41
	an event state publication extension to the session initiation protocol?
	[70]
	o
	c30

	42
	SIP session timer?
	[58] 
	c19
	c19

	43
	the SIP Referred-By mechanism?
	[59]
	o
	c33

	44
	the Session Inititation Protocol (SIP) "Replaces" header?
	[60]
	c19
	c38 (note 1)

	45
	the Session Inititation Protocol (SIP) "Join" header?
	[61]
	c19
	c19 (note 1)

	46
	the callee capabilities?
	[62]
	o
	c35

	47
	an extension to the session initiation protocol for request history information?
	[66]
	o
	o

	47A
	application of the "mp" optional header field parameter?
	[66]
	o
	o

	47B
	application of the "rc" optional header field parameter?
	[66]
	o
	o

	47C
	application of the "np" optional header field parameter?
	[66]
	o
	o

	48
	Rejecting anonymous requests in the session initiation protocol?
	[67]
	o
	o

	49
	session initiation protocol URIs for applications such as voicemail and interactive voice response?
	[68]
	o
	o

	49A
	Session Initiation Protocol (SIP) cause URI parameter for service number translation?
	[230]
	c118
	c118

	50
	Session Initiation Protocol's (SIP) non-INVITE transactions?
	[84]
	m
	m

	51
	the P-User-Database private header extension?
	[82] 4
	o
	c94

	52
	a uniform resource name for services?
	[69]
	n/a
	c39

	53
	obtaining and using GRUUs in the Session Initiation Protocol (SIP)?
	[93]
	o
	c40 (note 2)

	55
	the Stream Control Transmission Protocol (SCTP) as a Transport for the Session Initiation Protocol (SIP)?
	[96]
	o
	c42

	56
	the SIP P-Profile-Key private header extension?
	[97]
	n/a
	n/a

	57
	managing client initiated connections in SIP?
	[92]
	o
	c45

	58
	indicating support for interactive connectivity establishment in SIP?
	[102]
	o
	c46

	59
	multiple-recipient MESSAGE requests in the session initiation protocol?
	[104]
	c47
	c48

	60
	SIP location conveyance?
	[89]
	o
	c49

	60A
	the Location Source parameter for the SIP Geolocation header field?
	[xxx]
	o
	c134

	61
	referring to multiple resources in the session initiation protocol?
	[105]
	c50
	c50

	62
	conference establishment using request-contained lists in the session initiation protocol?
	[106]
	c51
	c52

	63
	subscriptions to request-contained resource lists in the session initiation protocol?
	[107]
	c53
	c53

	64
	dialstring parameter for the session initiation protocol uniform resource identifier?
	[103]
	o
	c19

	65
	the P-Answer-State header extension to the session initiation protocol for the open mobile alliance push to talk over cellular?
	[111]
	o
	c60

	66
	the SIP P-Early-Media private header extension for authorization of early media?
	[109] 8
	o
	c58

	67
	number portability parameters for the 'tel' URI?
	[112]
	o
	c54

	67A
	assert or process carrier indication?
	[112]
	o
	c55

	67B
	local number portability?
	[112]
	o
	c57

	
	
	
	
	

	69
	extending the session initiation protocol Reason header for preemption events
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	o
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	m
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	84
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	m
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	104
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	c114
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	110
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	n/a
	c120

	111
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	n/a
	c123

	112
	resource sharing?
	Subclause 4.15
	n/a
	c124

	113
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	c125

	114
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	115
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	116
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	[252]
	o
	c129
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	[254]
	o
	o

	118
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	o
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	[244]
	o
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	Subclause 7.2.18
	n/a
	c132

	122
	the Origination-Id header field extension?
	Subclause 7.2.19
	n/a
	c132

	123
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	Subclause 4.18
	n/a
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	n/a
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	n/a
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	c2:	IF A.4/20 THEN o.1 ELSE n/a - - SIP specific event notification extension.
c3:	IF A.3/1 OR A.3/4 OR A.3A/81 THEN m ELSE n/a - - UE or S-CSCF functional entity or MSC Server enhanced for ICS.
c4:	IF A.3/4 THEN m ELSE IF A.3/7 THEN o ELSE n/a - - S-CSCF or AS functional entity.
c5:	IF A.4/16 THEN m ELSE o - - integration of resource management and SIP extension.
c6:	IF A.3/4 OR A.3/1 OR A.3A/81 THEN m ELSE n/a. - - S-CSCF or UE or MSC Server enhanced for ICS.
c7:	IF A.3/1 OR A.3/4 OR A.3/7A OR A.3/7B OR A.3/7D OR A.3/9B OR A.3/13B OR A.3A/83 OR A.3A/89 THEN m ELSE n/a - - UA or S-CSCF or AS acting as terminating UA or AS acting as originating UA or AS performing 3rd party call control or IBCF (IMS-ALG), ISC gateway function (IMS-ALG), SCC application server, ATCF (UA).
c8:	IF A.3/1 THEN (IF (A.3B/1 OR A.3B/2 OR A.3B/3 OR A.3B/4 OR A.3B/5 OR A.3B/6 OR A.3B/7 OR A.3B/8 OR A.3B/11 OR A.3B/12 OR A.3B/13 OR A.3B/14 OR A.3B/15) THEN m ELSE o) ELSE n/a - - UE behaviour (based on P-Access-Network-Info usage).
c9:	IF A.4/26 THEN o.2 ELSE n/a - - a privacy mechanism for the Session Initiation Protocol (SIP).
c10:	IF A.4/26B THEN o.3 ELSE n/a - - application of privacy based on the received Privacy header.
c11:	IF A.3/1 OR A.3/6 OR A.3A/81 OR A.3A/81A OR A.3A/81B THEN o ELSE IF A.3/9B OR A.3/13B THEN m ELSE n/a - - UE or MGCF, IBCF (IMS-ALG), ISC gateway function (IMS-ALG), MSC Server enhanced for ICS, MSC server enhanced for SRVCC using SIP interface, MSC server enhanced for DRVCC using SIP interface.
c12:	IF A.3/7D OR A3A/84 OR A.3A/89 THEN m ELSE n/a - - AS performing 3rd-party call control, EATF, ATCF (UA).
c13:	IF A.3/1 OR A.3/2 OR A.3/4 OR A.3/9B OR A.3/11 OR A.3/12 OR A.3/13B OR A.3A/81 THEN m ELSE o - - UE or S-CSCF or IBCF (IMS-ALG) or E-CSCF or LRF or ISC gateway function (IMS-ALG) or MSC Server enhanced for ICS.
c14:	IF A.3/1 AND A4/2B AND (A.3B/1 OR A.3B/2 OR A.3B/3) THEN m ELSE IF A.3/2 THEN o ELSE n/a – UE and initiating sessions and GPRS IP-CAN or P-CSCF.
c15:	IF A.4/20 AND (A.3/4 OR A.3/9B OR A.3/11 OR A.3/13B) THEN m ELSE o – SIP specific event notification extensions and S-CSCF or IBCF (IMS-ALG) or E-CSCF or ISC gateway function (IMS-ALG).
c16:	IF A.4/20 AND (A.3/1 OR A.3/2 OR A.3/9B OR A.3/12 OR A.3/13B OR A.3A/81) THEN m ELSE o - - SIP specific event notification extension and UE or P-CSCF or IBCF (IMS-ALG) or MSC Server enhanced for ICS or LRF or ISC gateway function (IMS-ALG).
c17:	IF A.3/1 OR A.3/4 OR A.3A/81 THEN m ELSE n/a - - UE or S-CSCF or MSC Server enhanced for ICS.
c18:	IF A.4/2B THEN m ELSE n/a - - initiating sessions.
c19:	IF A.4/2B THEN o ELSE n/a - - initiating sessions.
c20:	IF A.3/1 AND (A.3D/1 OR A.3D/4) THEN m ELSE n/a - - UE and (IMS AKA plus IPsec ESP or SIP digest with TLS).
c21:	IF A.4/30 THEN o.4 ELSE n/a - - private header extensions to the session initiation protocol for the 3rd-Generation Partnership Project (3GPP).
c22:	IF A.4/30 AND (A.3/1 OR A.3/4 OR A.3A/81) THEN m ELSE n/a - - private header extensions to the session initiation protocol for the 3rd-Generation Partnership Project (3GPP) and S-CSCF or UE or MSC Server enhanced for ICS.
c23:	IF A.4/30 AND (A.3/1 OR A.3A/81) THEN o ELSE n/a - - private header extensions to the session initiation protocol for the 3rd-Generation Partnership Project (3GPP) and UE or MSC Server enhanced for ICS.
c24:	IF A.4/30 AND (A.3/4 OR A.3A/81 OR A.3A/81A) THEN m ELSE n/a - - private header extensions to the session initiation protocol for the 3rd-Generation Partnership Project (3GPP) and S-CSCF or MSC Server enhanced for ICS or MSC server enhanced for SRVCC using SIP interface.
c25:	IF A.4/30 AND (A.3A/81 OR A.3/4 OR A.3/6 OR A.3/7A OR A.3/7D OR A.3/9B OR A.3/13B OR A3A/84 OR A.3A/81A OR A.3A/81B) THEN m ELSE IF A.4/30 AND A.3/1 AND (A.3B/1OR A.3B/2 OR A.3B/3 OR A.3B/4 OR A.3B/5 OR A.3B/6 OR A.3A/7 OR A.3A/8 OR A.3B/11OR A.3B/12 OR A.3B/13 OR A.3B/14 OR A.3A/15 OR A.3B/41) THEN m ELSE IF A4/30 AND A.3/1 AND (A.3B/21 OR A.3B/22 OR A.3B/23 OR A.3B/24 OR A.3B/25 OR A.3B/26 OR A.3A/27 OR A.3A/28 OR A.3B/29 OR A.3B/30) THEN o ELSE n/a - - private header extensions to the session initiation protocol for the 3rd-Generation Partnership Project (3GPP), MSC Server enhanced for ICS, S-CSCF, MGCF or AS acting as terminating UA or AS acting as third-party call controller or IBCF (IMS-ALG), ISC gateway function (IMS-ALG), UE, EATF, P-Access-Network-Info values or MSC server enhanced for SRVCC using SIP interface, MSC server enhanced for DRVCC using SIP interface.
c26:	IF A.4/30 AND (A.3A/81 OR (A.3/4 AND A.4/2) OR A.3/6 OR A.3/7A OR A.3/7B or A.3/7D OR A.3/9B OR A.3/13B OR A3A/84 OR A.3A/89 OR A.3A/81A OR A.3A/81B) THEN m ELSE n/a - - private header extensions to the session initiation protocol for the 3rd-Generation Partnership Project (3GPP) MSC Server enhanced for ICS, S-CSCF, registrar, MGCF, AS acting as a terminating UA, or AS acting as an originating UA, or AS acting as third-party call controller, IBCF (IMS-ALG), ISC gateway function (IMS-ALG), EATF, ATCF (UA), MSC server enhanced for SRVCC using SIP interface, MSC server enhanced for DRVCC using SIP interface.
c27:	IF A.3/7D OR A.3/9D THEN o ELSE x - - AS performing 3rd party call control, IBCF (Privacy).
c29:	IF A.4/40A OR A.4/40B OR A.4/40C OR A.4/40D OR A.4/40E OR A.4/40F THEN m ELSE n/a - - support of any directives within caller preferences for the session initiation protocol.
c30:	IF A.3A/1 OR A.3A/2 THEN m ELSE IF A.3/1 OR A.3/11A OR A.3/2A THEN o ELSE n/a - - presence server, presence user agent, UE, AS, E-CSCF acting as UA, P-CSCF (IMS-ALG).

	c33:	IF A.3/9B OR A.3/12 OR A.3/13B OR A.3A/81 OR A.3A/11 OR A.3A/12 OR A.4/44 OR A.3A/81A OR A.3A/81B THEN m ELSE o - - IBCF (IMS-ALG) or LRF or ISC gateway function (IMS-ALG) or MSC Server enhanced for ICS or conference focus or conference participant or the Session Inititation Protocol (SIP) "Replaces" header, MSC server enhanced for SRVCC using SIP interface, MSC server enhanced for DRVCC using SIP interface.
c34:	IF A.4/44 OR A.4/45 OR A.3/9B OR A.3/13 THEN m ELSE n/a - - the Session Inititation Protocol (SIP) "Replaces" header or the Session Inititation Protocol (SIP) "Join" header or IBCF (IMS-ALG) or ISC gateway function (IMS-ALG).
c35:	IF A.3/4 OR A.3/9B OR A.3/13B OR A.3A/82 OR A.3A/83 OR A.3A/21 OR A.3A/22 OR A3A/84 THEN m ELSE IF (A.3/1 OR A.3/6 OR A.3/7 OR A.3/8 OR A.3A/81 OR A.3A/81A OR A.3A/81B) THEN o ELSE n/a - - S-CSCF or IBCF (IMS-ALG) or ISC gateway function (IMS-ALG) functional entities or ICS user agent or SCC application server or CSI user agent or CSI application server, UE or MGCF or AS or MRFC functional entity or MSC Server enhanced for ICS or EATF or MSC server enhanced for SRVCC using SIP interface, MSC server enhanced for DRVCC using SIP interface.
c37	IF A.4/47 THEN o.3 ELSE n/a - - an extension to the session initiation protocol for request history information.
c38:	IF A.4/2B AND (A.3A/11 OR A.3A/12 OR A.3/7D) THEN m ELSE IF A.4/2B THEN o ELSE n/a - - initiating sessions, conference focus, conference participant, AS performing 3rd party call control.
c39:	IF A.3/1 THEN m ELSE IF A.3/7B OR A.3/7D OR A.3/9 THEN o ELSE n/a - - UE, AS acting as an originating UA, or AS acting as third-party call controller, IBCF.
c40	IF A.3/4 OR (A.3/1 AND NOT A.3C/1) OR A.3A/81 OR A.4/22 THEN m ELSE IF (A.3/7A OR A.3/7B OR A.3/7D) THEN o ELSE n/a - - S-CSCF, UE, UE performing the functions of an external attached network, MSC Server enhanced for ICS, notifier of event information, AS, AS acting as terminating UA, or redirect server, AS acting as originating UA, AS performing 3rd party call control.
c42:	IF A.3/1 THEN n/a ELSE o - - UE.
c43:	IF A.4/2B THEN o ELSE n/a - - initiating sessions.
c44:	IF A.4/2C THEN m ELSE o - - initiating a session which require local and/or remote resource reservation.
c45:	IF A.4/97 THEN m ELSE n/a - - multiple registrations.
c46	IF A.3/1 OR A.3/4 THEN o ELSE n/a - - UE, S-CSCF.
c47:	IF A.4/27 THEN o ELSE n/a - - a messaging mechanism for the Session Initiation Protocol (SIP).
c48:	IF A.3A/32 AND A.4/27 THEN m ELSE IF A.4/27 THEN o ELSE n/a - - messaging list server, a messaging mechanism for the Session Initiation Protocol (SIP).
c49:	IF A.3/1 OR A.3/9B OR A.3/13B OR A.3A/81 OR A.3/11 OR A.3/12 OR A3A/84 THEN m ELSE o - - UE, IBCF (IMS-ALG), ISC gateway function (IMS-ALG), MSC Server enhanced for ICS, E-CSCF, LRF, EATF.
c50:	IF A.3A/81 OR A.3A/81A OR A.3A/81B THEN n/a ELSE IF A.4/15 THEN o ELSE n/a - - MSC Server enhanced for ICS, MSC server enhanced for SRVCC using SIP interface, MSC server enhanced for DRVCC using SIP interface, the REFER method.
c51:	IF A.4/2B THEN o ELSE n/a - - initiating a session.
c52:	IF A.3A/11 AND A.4/2B THEN m ELSE IF A.4/2B THEN o ELSE n/a - - conference focus, initiating a session.
c53:	IF A.3A/81 THEN n/a ELSE IF A.4/20 THEN o ELSE n/a - - MSC Server enhanced for ICS, SIP specific event notification.
c54:	IF A.3/1 OR A.3/6 OR A.3/7A OR A.3/7D OR A.3/9 THEN o, ELSE n/a - - UE, MGCF, AS acting as originating UA, AS performing 3rd party call control, IBCF.
c55:	IF A.4/67 THEN m ELSE n/a - - number portability parameters for the 'tel' URI.
c57:	IF A.4/67 THEN m ELSE n/a - - number portability parameters for the 'tel' URI.
c58:	IF A.3/9B OR A.3/13B OR A.3/6 OR A.3A/81 OR A.3A/81A OR A.3A/81B THEN m ELSE o - - IBCF (IMS-ALG), ISC gateway function (IMS-ALG), MGCF, MSC Server enhanced for ICS, MSC server enhanced for SRVCC using SIP interface, MSC server enhanced for DRVCC using SIP interface.
c59:	IF A.3/4 THEN m ELSE IF (A.3/1 OR A.3/6 OR A.3/7A OR A.3/7B OR A.3/7D OR A.3/8) THEN o ELSE n/a - - S-CSCF, UE, MGCF, AS, AS acting as terminating UA, or redirect server, AS acting as originating UA, AS performing 3rd party call control, or MRFC.
c60:	IF A.3/9B OR A.3/13B THEN m ELSE IF A.3/1 OR A.3/7A OR A.3/7B OR A.3/7D THEN o ELSE n/a - - IBCF (IMS-ALG), ISC gateway function (IMS-ALG), UE, AS acting as terminating UA, AS acting as originating UA, AS performing 3rd party call control.
c61:	IF (A.3/1 OR A.3A/81 OR A.3/6 OR A.3/7A OR A.3/7B OR A.3/7D OR A.3/8 OR A.3/9B OR A.3/13 OR A3A/84 OR A.3A/81A OR A.3A/81B) THEN o ELSE n/a - - UE, MSC Server enhanced for ICS, MGCF, AS, AS acting as terminating UA, or redirect server, AS acting as originating UA, AS performing 3rd party call control, or MRFC or IBCF (IMS-ALG), ISC gateway function (IMS-ALG), EATF, MSC server enhanced for SRVCC using SIP interface, MSC server enhanced for DRVCC using SIP interface.
c62:	IF A.3/1 THEN o ELSE n/a - - UE.
c68:	IF A.3/2A OR A.3/9 OR A.4/69 OR A.3A/83 THEN m ELSE o - - P-CSCF (IMS-ALG), IBCF, extending the session initiation protocol Reason header for preemption events and Q.850 causes, SCC application server.
c69:	IF A.4/70 THEN o ELSE n/a - - communications resource priority for the session initiation protocol.
c70:	IF A.3/9B OR A.3/13B OR A.3A/102 OR A.3A/103 THEN m ELSE IF A.3/1 OR A.3/6 OR A.3/7 OR A.3/7A OR A.3/7B OR A.3/7D OR A.3A/81 OR A.3A/81A OR A.3A/81B THEN o ELSE n/a - - IBCF (IMS-ALG), ISC gateway function (IMS-ALG), MCPTT client, MCPTT server, UE, MGCF, AS, AS acting as terminating UA, or redirect server, AS acting as originating UA, AS performing 3rd party call control, MSC Server enhanced for ICS, MSC server enhanced for SRVCC using SIP interface, MSC server enhanced for DRVCC using SIP interface.
c72:	IF A.4/70 THEN o ELSE n/a - - communications resource priority for the session initiation protocol

	c74:	IF A.3/4 OR A.3/1 THEN o ELSE n/a. - - S-CSCF or UE.
c75:	IF A.3/1 THEN o ELSE n/a. - - UE.
c76:	IF A.4/75A OR A.4/75B THEN m ELSE n/a - - a relay within the framework for consent-based communications in SIP, a recipient within the framework for consent-based communications in SIP.
c77:	IF A.4/59 OR A.4/61 OR A.4/62 OR A.4/63 THEN m ELSE o - - multiple-recipient MESSAGE requests in the session initiation protocol, referring to multiple resources in the session initiation protocol, conference establishment using request-contained lists in the session initiation protocol, subscriptions to request-contained resource lists in the session initiation protocol.
c78:	IF (A.4/59 OR A.4/61 OR A.4/62 OR A.4/63) AND (A.3A/11 OR A.3A/31) THEN m ELSE o - - multiple-recipient MESSAGE requests in the session initiation protocol, referring to multiple resources in the session initiation protocol, conference establishment using request-contained lists in the session initiation protocol, subscriptions to request-contained resource lists in the session initiation protocol, conference focus, messaging application server.
c79:	IF A.3/9B OR A.3/13B OR (A.3/1 AND (A.4/2B OR A.4/15 OR A.4/20 OR A.4/27)) THEN m ELSE IF A.3/6 OR A.3/7A OR A.3/7D THEN o ELSE n/a - - IBCF (IMS-ALG), ISC gateway function (IMS-ALG), UE, initiating a session, the REFER method, SIP specific event notification, a messaging mechanism for the Session Initiation Protocol (SIP), AS acting as terminating UA, or redirect server, AS performing 3rd party call control.
c80:	IF A.4/2B OR A.4/15 OR A.4/20 OR A.4/27 THEN m ELSE n/a - - initiating a session, the REFER method, SIP specific event notification, a messaging mechanism for the Session Initiation Protocol (SIP).
c81:	IF A.3/1 OR A.3/6 OR A.3/7A OR A.3/7B OR A.3/7D THEN o ELSE IF A.3/9B OR A.3/13B THEN m ELSE n/a - - UE, MGCF, AS acting as terminating UA, or redirect server, AS acting as originating UA, AS performing 3rd party call control, IBCF (IMS-ALG), ISC gateway function (IMS-ALG).
c82:	IF A.3/6 OR A.3A/81 OR A.3A/81A OR A.3A/81B THEN m ELSE n/a - - MGCF, MSC server enhanced for ICS, MSC server enhanced for SRVCC using SIP interface, MSC server enhanced for DRVCC using SIP interface.
c85:	IF A.3/1 OR A.3/6 OR A.3A/81 OR A.3A/81A OR A.3A/81B OR A.3/2 OR A.3/7B THEN m ELSE n/a - - UE, MGCF, MSC Server enhanced for ICS, MSC Server enhanced for SRVCC using SIP interface, MSC Server enhanced for DRVCC using SIP interface, P-CSCF, AS acting as originating UA.
c86:	IF A.4/3 OR A.4/4 THEN m ELSE n/a - - client behaviour for INVITE requests, server behaviour for INVITE requests.
c87:	IF A.3/9B OR A.3/9C OR A.3/13B OR A.3/13C THEN m ELSE o - - IBCF (IMS-ALG), IBCF (Screening of SIP signalling), ISC gateway function (IMS-ALG), ISC gateway function (Screening of SIP signalling).
c88:	IF A.3/1 OR A.3/2 THEN m ELSE o - - UE, P-CSCF.
c89:	IF A.3/7A OR A.3/8 THEN o ELSE n/a - - AS performing 3rd party call control, MRFC.
c90:	IF A.4/13 OR A.3A/53 OR A.3A/54 OR A.3A/91 OR A.3A/85 OR A.3A/86 THEN m ELSE o - - SIP INFO method and package framework, advice of charge application server, advice of charge UA client, malicious communication identification application server, in-dialog overlap signalling application server, in-dialog overlap signalling UA client.
c91:	IF A.3A/61 OR A.3A/62 OR A.3A/63 OR A.3A/71 THEN m ELSE o - - SM-over-IP sender, SM-over-IP receiver, IP-SM-GW, IP-SM-GW.
c93:	IF A.3/7B OR A.3/7D OR A3A/84 THEN o ELSE n/a - - AS acting as originating UA, AS performing 3rd party call control, EATF.
c94:	IF A.3/4 OR A.3/7A OR A.3/7D THEN o ELSE n/a - - S-CSCF and AS acting as terminating UA or redirect server or AS performing 3rd party call control.
c96:	IF A.4/30 THEN o ELSE n/a - - extensions to the Session Initiation Protocol (SIP) for asserted identity within trusted networks.
c97:	IF (A.3/9B OR A.3/9C OR A.3/13B OR A.3/13C) AND A.4/30 THEN m ELSE IF (A.3/7D OR A.3/11 OR A.3C/1) AND A.4/30 THEN o ELSE n/a - - IBCF (IMS-ALG), IBCF (Screening of SIP signalling), ISC gateway function (IMS-ALG), ISC gateway function (Screening of SIP signalling), AS performing 3rd party call control, E-CSCF, UE performing the functions of an external attached network and extensions to the Session Initiation Protocol (SIP) for asserted identity within trusted networks.
c98:	IF A.3/7D OR A.3/9B OR A.3/9C OR A.3/13B OR A.3/13C OR A.3C/1 OR A3A/84 OR A.3A/89 THEN m ELSE n/a - - AS performing 3rd party call control, IBCF (IMS-ALG), IBCF (Screening of SIP signalling), ISC gateway function (IMS-ALG), ISC gateway function (Screening of SIP signalling), UE performing the functions of an external attached network, EATF, ATCF (UA).
c99:	IF A.4/15 AND (A.3/9B OR A.3/9C OR A.13/B OR A.13/C) THEN m ELSE IF A.4/15 THEN o ELSE n/a - - the REFER method, IBCF (IMS-ALG), IBCF (Screening of SIP signalling), ISC gateway function (IMS-ALG), ISC gateway function (Screening of SIP signalling).
c100:	IF A.3/6 OR A.3A/57 OR A.3A/58 OR A.3A/59 OR A.3A/60 OR A.3A/81 OR A.3A/81A OR A.3A/81B THEN m ELSE o - - MGCF, customized alerting tones application server, customized alerting tones UA client, customized ringing signal application server, customized ringing signal UA client, MSC server enhanced for ICS, MSC server enhanced for SRVCC using SIP interface, MSC server enhanced for DRVCC using SIP interface.
c101:	IF A.3D/30 OR A.3D/20A OR A.3D/20B OR A.3D/20C THEN m ELSE n/a - - end-to-access-edge media security using SDES, end-to-access-edge media security for MSRP using TLS and certificate fingerprints, end-to-access-edge media security for BFCP using TLS and certificate fingerprints, end-to-access-edge media security for UDPTL using DTLS and certificate fingerprints.
c102:	IF A.3A/11 OR A.3A/12 OR A.3/9 THEN m ELSE n/a - - conference focus, conference participant, IBCF.
c103:	IF A.3/1 THEN o ELSE IF A.3/2 OR A.3/4 THEN m ELSE n/a - - UE, P-CSCF, S-CSCF.
c104:	IF A.3/9B OR A.3/13B THEN m ELSE IF A.3/7A OR A.3/7B OR A.3/7D THEN o ELSE n/a - - IBCF (IMS-ALG), ISC gateway function (IMS-ALG), AS acting as terminating UA, AS acting as originating UA, AS performing 3rd party call control.

	c105:	IF A.3/9B OR A.3/13B OR A.3A/82 OR A.3A/83 OR A.3A/87 OR A.3A/89 THEN m ELSE o - - IBCF (IMS-ALG), ISC gateway function (IMS-ALG), ICS user agent, SCC application server, Session continuity controller UE, ATCF (UA).
c106:	IF A.3A/50A OR A.3A/83 OR A.3A/89 THEN m ELSE o - - Multimedia telephony application server, SCC application server, ATCF (UA).
c107:	IF A.3C/1 OR A.4/2 THEN o ELSE n/a - - UE performing the functions of an external attached network, registrar.
c108:	IF A.3/7 OR A.3/8 OR A.3/8A THEN o ELSE n/a - - AS, MRFC, MRB.
c109:	IF A.4/76 THEN o ELSE n/a - - a mechanism for transporting user to user call control information in SIP.
c110:	IF A.3/1 THEN m ELSE IF A.3/2 OR A.3/3 OR A.3/4 THEN o ELSE n/a - - UE, P-CSCF, I-CSCF, S-CSCF.
c111:	IF A.3/1 OR A.3/2 THEN m ELSE n/a - - UE, P-CSCF.
c112:	IF NOT (A.3/1 AND NOT A.3C/1) THEN o ELSE n/a - - not UE, UE performing the functions of an external attached network.
c113:	IF A.4/104 THEN o.7 ELSE n/a - - SIP overload control.
c114:	IF A.4/104 THEN IF A.3/4 OR A.3/7 OR A.3/10 THEN o.7 ELSE n/a - - SIP overload control, S-CSCF, AS, additional routeing functionality.
c115:	IF A.3/6 OR A.3/9 OR A.3/7 THEN o ELSE n/a - - MGCF, IBCF, AS
c116:	IF A.3/2A OR A.3/6 OR A.3/7 OR A.3/9 THEN o ELSE IF A.3/1 THEN x ELSE n/a - - P-CSCF (IMS-ALG), MGCF, AS, IBCF, UE.
c117	IF A.3/2 OR A.3/4 OR OR A.3/9 OR A.3A/81 OR A.3A/83 OR A.3A/89 OR A.3A/81A THEN o ELSE n/a - - P-CSCF, S-CSCF, IBCF, MSC server enhanced for ICS, SCC application server, ATCF (UA), MSC server enhanced for SRVCC using SIP interface.
c118:	IF A.4/49 THEN o ELSE n/a - - session initiation protocol URIs for applications such as voicemail and interactive voice response (NOTE 3).
c119:	IF A.3/2A OR A.3/9 THEN o ELSE n/a - - P-CSCF (IMS-ALG), IBCF.
c120:	IF A.3/2A OR A.3/9 THEN o ELSE n/a - - P-CSCF (IMS-ALG), IBCF.
c121:	IF A.4/15 THEN m ELSE n/a - - the REFER method.
c122:	IF A.4/22 THEN m ELSE n/a - - act as a notifier.
c123:	IF A.4/111 AND (A.3/7A OR A.3/7B OR A.3/9A OR A.3/9B OR A.3/13A OR A.3/13B) THEN m ELSE IF A.3/4 OR A.3/7 OR A.3A/102 THEN o ELSE n/a.-.-.the Relayed-Charge header field extension, AS acting as terminating UA, or redirect server, AS acting as originating UA, IBCF (THIG), IBCF (IMS-ALG), ISC gateway function (THIG), ISC gateway function (THIG), S-CSCF, AS, transit function.
c124:	IF A.3/2A OR A.3/9B OR A.3/7 THEN o ELSE n/a - - P-CSCF (IMS-ALG), I-BCF (IMS-ALG), AS.
c125:	IF (A.3/4 OR A.3/6 OR A.3/7A OR A.3/7D OR A.3/9B OR A.3/13B OR A.3A/84 OR A.3A/89 OR A.3/2A OR A.3/8 OR A.3/11A) THEN m ELSE IF A.3/1 AND (A.3B/11 OR A.3B/12 OR A.3B/13 OR A.3B/14 OR A.3B/15) AND (A.3B/1 OR A.3B/2 OR A.3B/3 OR A.3B/4 OR A.3B/5 OR A.3B/6 OR A.3B/7 OR A.3B/8 OR A.3B/9) THEN m ELSE n/a. - - S-CSCF, MGCF, AS acting as terminating UA, AS acting as third-party call controller, IBCF (IMS-ALG), ISC gateway function (IMS-ALG), EATF, ATCF acting as UA, P-CSCF (IMS-ALG), MRFC, E-CSCF acting as UA, UE.
c126:	IF A.4/78 THEN o ELSE n/a - - the SIP P-Served-User private header for the 3GPP IM CN subsystem.
c127:	IF A.4/78 THEN m ELSE n/a - - the SIP P-Served-User private header for the 3GPP IM CN subsystem.
c128:	IF A.3/2A OR A.3/9B OR A.3/7 OR A.3A/103 THEN o ELSE n/a - - P-CSCF (IMS-ALG), IBCF (IMS-ALG), AS, MCPTT server.
c129	IF A.3/6 OR A.3/7 OR A.3/9 OR A.3A/81 OR A.3A/81A OR A.3A/81B THEN o ELSE n/a - - MGCF, AS, IBCF, MSC Server enhanced for ICS, MSC server enhanced for SRVCC using SIP interface, MSC server enhanced for DRVCC using SIP interface.
c130:	IF A.3/1 OR A.3/7 THEN o ELSE n/a - - UE, AS,
c131:	IF A.3/6 OR A.3A/81 OR A.3A/81A OR A.3A/81B THEN o ELSE n/a - - MGCF, MSC server enhanced for ICS, MSC server enhanced for SRVCC using SIP interface, MSC server enhanced for DRVCC using SIP interface.
c132:	IF A.3/6 OR A.3/7 OR A.3/9 THEN o ELSE n/a - - MGCF, AS, IBCF.
c133:	IF A.3/2 OR A.3/7 OR A.3/9 THEN o ELSE n/a - - P-CSCF, AS, IBCF.
c134	IF A.4/60 THEN o ELSE n/a - - the Geolocation header field
c135:	IF A.3/1 OR A.3/2 OR A.3/7 OR A.3/9 THEN o ELSE n/a - - UE, P-CSCF, AS, IBCF.
c136:	IF A.3/1 THEN o ELSE n/a - - UE.

o.1:	At least one of these capabilities is supported.
o.2:	At least one of these capabilities is supported.
o.3:	At least one of these capabilities is supported.
o.4:	At least one of these capabilities is supported.
o.5:	At least one of these capabilities is supported.
o.6:	It is mandatory to support at least one of these items.
o.7:	At least one of these capabilities is supported.

	NOTE 1:	An AS acting as a proxy may be outside the trust domain, and therefore not able to support the capability for that reason; in this case it is perfectly reasonable for the header to be passed on transparently, as specified in the PDU parts of the profile.
NOTE 2:	If a UE is unable to become engaged in a service that potentially requires the ability to identify and interact with a specific UE even when multiple UEs share the same single Public User Identity then the UE support can be "o" instead of "m". Examples include telemetry applications, where point-to-point communication is desired between two users.
NOTE 3:	AS performing a service number translation (eg. Freephone)



Prerequisite A.4/20 - - SIP specific event notification
Table A.4A: Supported event packages
	Item
	Does the implementation support
	Subscriber
	Notifier

	
	
	Ref.
	RFC status
	Profile status
	Ref.
	RFC status
	Profile status

	1
	reg event package?
	[43]
	c1
	c3
	[43]
	c2
	c4

	1A
	reg event package extension for GRUUs?
	[94]
	c1
	c25
	[94]
	c2
	c4

	2
	refer package?
	[36] 3
	c13
	c13
	[36] 3
	c13
	c13

	3
	presence package?
	[74] 6
	c1
	c5
	[74] 6
	c2
	c6

	4
	eventlist with underlying presence package?
	[75], [74] 6
	c1
	c7
	[75], [74] 6
	c2
	c8

	5
	presence.winfo template-package?
	[72] 4
	c1
	c9
	[72] 4
	c2
	c10

	6
	xcap-diff package?
	[77] 4
	c1
	c11
	[77] 4
	c2
	c12

	7
	conference package?
	[78] 3
	c1
	c21
	[78] 3
	c1
	c22

	8
	message-summary package?
	[65] 
	c1
	c23
	[65] 3
	c2
	c24

	9
	poc-settings package?
	[110]
	c1
	c26
	[110]
	c2
	c27

	11
	dialog event package?
	[171]
	c1
	c14
	[171]
	c2
	c15

	12
	load-control package?
	[201]
	c29
	c30
	[201]
	c29
	c31

	c1:	IF A.4/23 THEN o ELSE n/a - - acting as the subscriber to event information.
c2:	IF A.4/22 THEN o ELSE n/a - - acting as the notifier of event information.
c3:	IF A.3/1 OR A.3A/81 OR A.3/2 THEN m ELSE IF A.3/7 THEN o ELSE n/a - - UE, MSC Server enhanced for ICS, P-CSCF, AS.
c4:	IF A.3/4 THEN m ELSE IF A.3C/1 THEN o ELSE n/a - - S-CSCF, UE performing the functions of an external attached network.
c5:	IF A.3A/3 OR A.3A/4 THEN m ELSE IF A.4/23 OR A.3/12 THEN o ELSE n/a - - resource list server or watcher, acting as the subscriber to event information, LRF.
c6:	IF A.3A/1 THEN m ELSE IF A.4/22 OR A.3/11A THEN o ELSE n/a - - presence server, acting as the notifier of event information, E-CSCF acting as UA.
c7:	IF A.3A/4 THEN m ELSE IF A.4/23 THEN o ELSE n/a - - watcher, acting as the subscriber to event information.
c8:	IF A.3A/3 THEN m ELSE IF A.4/22 THEN o ELSE n/a - - resource list server, acting as the notifier of event information.
c9:	IF A.3A/2 THEN m ELSE IF A.4/23 THEN o ELSE n/a - - presence user agent, acting as the subscriber to event information.
c10:	IF A.3A/1 THEN m ELSE IF A.4/22 THEN o ELSE n/a - - presence server, acting as the notifier of event information.
c11:	IF A.3A/2 OR A.3A/4 OR A.3A/56 THEN o ELSE IF A.4/23 THEN o ELSE n/a - - presence user agent or watcher or Ut reference point XCAP client for supplementary services, acting as the subscriber to event information.
c12:	IF A.3A/1 OR A.3A/3 OR A.3A/55 THEN m ELSE IF A.4/22 THEN o ELSE n/a - - presence server or resource list server or Ut reference point XCAP server for supplementary services, acting as the notifier of event information.
c13:	IF A.4/15 THEN m ELSE n/a - - the REFER method.
c14:	IF A.3/12 OR A.3A/87 THEN m ELSE IF A.3/1 OR A.3/7B OR A.3/7D THEN o ELSE n/a - - LRF, session continuity controller UE, UE, AS acting as originating UA, AS performing 3rd party call control.
c15:	IF A.3/11 OR A.3A/83 THEN m ELSE IF A.3/1 OR A.3/7A OR A.3/7D THEN o ELSE n/a - - E-CSCF, SCC application server, UE, AS acting as terminating UA, or redirect server, AS performing 3rd party call control.
c21:	IF A.3A/12 THEN m ELSE IF A.4/23 THEN o ELSE n/a - - conference participant or acting as the subscriber to event information.
c22:	IF A.3A/11 THEN m ELSE IF A.4/22 THEN o ELSE n/a - - conference focus or acting as the notifier of event information.
c23:	IF A.3A/52 THEN m ELSE (A.3/1 OR A.3/7A OR A.3/7B) AND A.4/23 THEN o ELSE n/a - - message waiting indication subscriber UA, UE, AS acting as terminating UA, or redirect server, AS acting as originating UA all as subscriber of event information.
c24:	IF A.3A/52 THEN m ELSE (A.3/1 OR A.3/7A OR A.3/7B) AND A.4/22 THEN o ELSE n/a - - message waiting indication notifier UA, UE, AS acting as terminating UA, or redirect server, AS acting as originating UA all as notifier of event information.
c25:	IF A.4A/1 THEN (IF A.3/1 AND A.4/53 THEN m ELSE o) ELSE n/a - - reg event package, UE, reg event package extension for GRUUs.
c26:	IF (A.3/7B OR A.3/1) AND (A.4/23 OR A.4/41) THEN o ELSE n/a - - AS acting as originating UA, UE, acting as the subscriber to event information, an event state publication extension to the session initiation protocol.
c27:	IF (A.4/22 OR A.4/41) AND A.3/1 THEN o ELSE n/a - - UE, acting as the notifier of event information, an event state publication extension to the session initiation protocol.
c28:	IF A.3/1 OR A.3A/81 OR A.3/2 OR A.3/7B THEN m ELSE n/a - - UE, MSC Server enhanced for ICS, P-CSCF, AS acting as originating UA.
c29:	IF A.4/104B THEN m ELSE n/a - - distribution of load filters.
c30:	IF A.4/104B THEN IF A.3/4 OR A.3/7 OR A.3/9 THEN m ELSE n/a - - distribution of load filters. S-CSCF, IBCF, AS.
c31:	IF A.4/104B THEN If A.3/7 THEN m ELSE n/a - - distribution of load filters, AS.



Prerequisite A.4/13 - - SIP INFO method and package framework.
Table A.4B: Supported info packages
	Item
	Does the implementation support
	Sender
	Receiver

	
	
	Ref.
	RFC status
	Profile status
	Ref.
	RFC status
	Profile status

	1
	DTMF info package?
	7.12.1
	n/a
	c1
	7.12.1
	n/a
	c1

	2
	g.3gpp.mid-call?
	[8M]
	n/a
	c2
	[8M]
	n/a
	c3

	3
	g.3gpp.ussd?
	[8W]
	n/a
	c4
	[8W]
	n/a
	c4

	4
	g.3gpp.current-location-discovery info package ?
	subclause 7.12.2.1
	n/a
	c5
	subclause 7.12.2.1
	n/a
	c6

	5
	EmergencyCallData.eCall.MSD Info-Package
	[244] 14.9
	m
	c7
	[244] 14.9
	m
	c7

	c1:	IF A.3/6 OR A.3A/57 OR A.3A/58 OR A.3A/59 OR A.3A/60 THEN m ELSE o - - MGCF, customized alerting tones application server, customized alerting tones UA client, customized ringing signal application server, customized ringing signal UA client.
c2:	IF A.3A/83 THEN o ELSE n/a - - SCC application server.
c3:	IF A.3A/81 OR A.3A/81B THEN o ELSE n/a - - MSC server enhanced for ICS, MSC server enhanced for DRVCC using SIP interface.
c4:	IF A.3A/92 OR A.3A/93 THEN m ELSE n/a - - USSI UE, USSI AS.
c5:	IF A.3/11A OR A.3/2A THEN o ELSE n/a - - E-CSCF acting as UA, P-CSCF (IMS-ALG).
c6:	IF (A.3/1 AND (A.3B/11 OR A.3B/12 OR A.3B/13 OR A.3B/14 OR A.3B/15)) OR A.3/2A THEN o ELSE n/a - - UE, IEEE-802.11, IEEE-802.11a, IEEE-802.11b, IEEE-802.11g, IEEE-802.11n, IEEE-802.11ac, P-CSCF (IMS-ALG).
c7:	IF (A.3/1 AND A.4/120) THEN m ELSE n/a - - UE, Next-Generation Pan-European eCall emergency service.



Table A.4C: Supported media control packages
	Item
	Does the implementation support
	Sender
	Receiver

	
	
	Ref.
	RFC status
	Profile status
	Ref.
	RFC status
	Profile status

	1
	msc-ivr/1.0
	[147]
	
	c1
	[147]
	
	c2

	2
	msc-mixer/1.0
	[148]
	
	c1
	[148]
	
	c2

	3
	mrb-publish/1.0
	[192]
	
	c3
	[192]
	
	c4

	c1:	IF A.3/7D THEN o ELSE n/a - - AS performing 3rd party call control.
c2:	IF A.3/8 THEN o ELSE n/a - - MRFC.
c3:	IF A.3/8 THEN o ELSE n/a - - MRFC.
c4:	IF A.3/8A THEN o ELSE n/a - - MRB.




*** Next Change ***
[bookmark: _Toc20148321][bookmark: _Toc27490197][bookmark: _Toc27492203][bookmark: _Toc35958889][bookmark: _Toc45205438][bookmark: _Toc51928950][bookmark: _Toc51930963][bookmark: _Toc91611503]A.2.2.2	Major capabilities
[bookmark: Proxymajorcapability]Table A.162: Major capabilities
	Item
	Does the implementation support
	Reference
	RFC status
	Profile status

	
	Capabilities within main protocol
	
	
	

	3
	initiate session release?
	[26] 16
	x
	c27

	[bookmark: proxystateless]4
	stateless proxy behaviour?
	[26] 16.11
	o.1
	c29

	[bookmark: Proxystateful]5
	stateful proxy behaviour?
	[26] 16.2
	o.1
	c28

	6
	forking of initial requests?
	[26] 16.1
	c1
	c31

	7
	support of indication of TLS connections in the Record-Route header on the upstream side?
	[26] 16.7
	o
	n/a

	8
	support of indication TLS connections in the Record-Route header on the downstream side?
	[26] 16.7
	o
	n/a

	8A
	authentication between UA and proxy?
	[26] 20.28, 22.3, [nr8]
	o
	c85

	[bookmark: proxydate]9
	insertion of date in requests and responses?
	[26] 20.17
	o
	o

	[bookmark: proxyalertinginformation]10
	suppression or modification of alerting information data?
	[26] 20.4
	o
	o

	[bookmark: proxyreadRequire]11
	reading the contents of the Require header before proxying the request or response? 
	[26] 20.32
	o
	o

	[bookmark: proxyaddRequireREGISTER]12
	adding or modifying the contents of the Require header before proxying the REGISTER request or response 
	[26] 20.32
	o
	m

	[bookmark: proxyaddRequire]13
	adding or modifying the contents of the Require header before proxying the request or response for methods other than REGISTER?
	[26] 20.32
	o
	o

	14
	being able to insert itself in the subsequent transactions in a dialog (record-routing)?
	[26] 16.6
	o
	c2

	15
	the requirement to be able to use separate URIs in the upstream direction and downstream direction when record routeing?
	[26] 16.7
	c3
	c3

	[bookmark: proxyreadSupported]16
	reading the contents of the Supported header before proxying the response? 
	[26] 20.37
	o
	o

	[bookmark: proxyreadUnsupportedREGISTER]17
	reading the contents of the Unsupported header before proxying the 420 response to a REGISTER?
	[26] 20.40
	o
	m

	[bookmark: proxyreadUnsupported]18
	reading the contents of the Unsupported header before proxying the 420 response to a method other than REGISTER?
	[26] 20.40
	o
	o

	19
	the inclusion of the Error-Info header in 3xx - 6xx responses?
	[26] 20.18
	o
	o

	19A
	reading the contents of the Organization header before proxying the request or response?
	[26] 20.25
	o
	o

	19B
	adding or concatenating the Organization header before proxying the request or response?
	[26] 20.25
	o
	o

	19C
	reading the contents of the Call-Info header before proxying the request or response?
	[26] 20.9
	o
	o

	19D
	adding or concatenating the Call-Info header before proxying the request or response?
	[26] 20.9
	o
	o

	19E
	delete Contact headers from 3xx responses prior to relaying the response?
	[26] 20
	o
	o

	19F
	proxy reading the contents of a body or including a body in a request or response?
	[26]
	o
	c88

	19G
	proxy modifying the content of a body
	3GPP TS 24.237 [8M]
	n/a
	c103

	
	Extensions
	
	
	

	[bookmark: proxySIPINFOmethod]20
	SIP INFO method and package framework?
	[25]
	o
	o

	20A
	legacy INFO usage?
	[25] 2, 3
	o
	o

	21
	reliability of provisional responses in SIP?
	[27]
	o
	i

	[bookmark: proxyREFERmethod]22
	the REFER method?
	[36]
	o
	o

	22A
	clarifications for the use of REFER with RFC6665?
	[231]
	c113
	c113

	22B
	explicit subscriptions for the REFER method?
	[232]
	o
	o

	23
	integration of resource management and SIP?
	[30] [64]
	o
	i

	24
	the SIP UPDATE method?
	[29]
	c4
	i

	26
	SIP extensions for media authorization?
	[31]
	o
	c7

	[bookmark: proxyevents]27
	SIP specific event notification
	[28]
	o
	i

	28
	a clarification on the use of GRUUs in the SIP event notification framework?
	[232]
	n/a
	n/a

	29
	Session Initiation Protocol Extension Header Field for Registering Non-Adjacent Contacts
	[35]
	o
	c6

	30
	private extensions to the Session Initiation Protocol (SIP) for asserted identity within trusted networks
	[34]
	o
	m

	30A
	act as first entity within the trust domain for asserted identity?
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c104:	IF A.3/2 OR A.3A/50A OR A.3A/83 OR A.3A/88 THEN m ELSE o - - P-CSCF, Multimedia telephony application server, SCC application server, ATCF (proxy).
c105:	IF A.3/2 OR A.3/3 OR A.3/9 THEN o ELSE n/a - - P-CSCF, I-CSCF, IBCF.
c106:	IF A.162/114 THEN o.9 ELSE n/a - - SIP overload control.
c107:	IF A.162/115 THEN o.9 ELSE n/a - - indication of adjacent network in the Via "received-realm" header field parameter.
c108:	IF A.3/2 OR A.3/3 OR A.3/4 OR A.3/7 OR A.3/9 THEN o ELSE n/a - - P-CSCF, I-CSCF, S-CSCF, AS, IBCF.
c109:	IF A.3/2 OR A.3/4 OR A.3/5 OR A.3/9 OR A.3/10 OR A.3A/83 OR A.3A/88 OR A.3/3 THEN o ELSE n/a - - P-CSCF, S-CSCF, BGCF, IBCF, Additional routeing functionality, SCC application server, ATCF (proxy), I-CSCF.
c110:	IF A.3/2 OR A.3/4 OR A.3/9 THEN o ELSE n/a - - P-CSCF, S-CSCF, IBCF.
c111:	IF A.162/59 THEN o ELSE n/a - - session initiation protocol URIs for applications such as voicemail and interactive voice response (NOTE 3).
c112:	IF A.3/2 OR A.3/4 OR A.3/9 THEN o ELSE n/a - - P-CSCF, S-CSCF, IBCF.
c113:	IF A.162/22 THEN m ELSE n/a - - the REFER method.
c114:	IF A.3/4 OR A.3/7 OR A.3A/102 THEN o ELSE n/a.-.-.S-CSCF, AS, transit function.
c115:	IF A.3/2 OR A.3/7C OR A.3/9 THEN o ELSE n/a - - P-CSCF, AS acting as a SIP proxy, IBCF.
c116:	IF A.3/2 OR A.3.3 OR A.3/4 OR A.3/7C OR A.3/9 OR A.3/11B OR A.3A/88 OR A.3/5 THEN m ELSE n/a - - P-CSCF, I-CSCF, S-CSCF, AS acting as a proxy, IBCF, E-CSCF acting as a SIP Proxy, ATCF (proxy), BGCF. 
c126:	IF A.162/88 THEN o ELSE n/a - - the SIP P-Served-User private header for the 3GPP IM CN subsystem. 
c127:	IF A.3/2 OR A.3/7C OR A.3/9 THEN o ELSE n/a - - P-CSCF, AS acting as a SIP proxy, IBCF.
c128:	IF A.3/7 OR A.3/9 THEN o ELSE n/a - - AS, IBCF.
c129:	IF A.3/2 OR A.3/4 THEN o ELSE n/a - - P-CSCF, S-CSCF.
o.1:	It is mandatory to support at least one of these items.
o.2:	It is mandatory to support at least one of these items.
o.3:	It is mandatory to support at least one of these items.
o.4	At least one of these capabilities is supported.
o.5:	It is mandatory to support exactly one of these items.
o.6:	It is mandatory to support exactly one of these items.
o.7:	It is mandatory to support at least one of these items.
o.8	It is mandatory to support at least one of these items.
o.9:	At least one of these capabilities is supported.

	NOTE 1:	An AS acting as a proxy may be outside the trust domain, and therefore not able to support the capability for that reason; in this case it is perfectly reasonable for the header to be passed on transparently, as specified in the PDU parts of the profile.
NOTE 2:	Not applicable over Gm reference point (UE – P-CSCF).
NOTE 3:	AS performing a service number translation (e.g. Freephone)




*** Next Change ***
[bookmark: _Toc20148620][bookmark: _Toc27490496][bookmark: _Toc27492502][bookmark: _Toc35959188][bookmark: _Toc45205737][bookmark: _Toc51929249][bookmark: _Toc51931262][bookmark: _Toc91611802]K.2.1.2.5.1	IMS AKA – general
The procedures of subclause 5.1.1.5.1 apply with the additional procedures described in the present subclause.
On receiving a 401 (Unauthorized) response to the REGISTER request and the response is deemed to be valid and signalling security is to be used, the UE shall behave as of subclause 5.1.1.5.1 with the exception of subitem 3) which is modified as follows.
The UE shall:
3)	send another REGISTER request using the temporary set of security associations to protect the message. The header fields are populated as defined for the initial registration (see subclause K.2.1.2.2), with the addition that the UE shall include an Authorization header field containing the private user identity and if the "algorithm" header field parameter is "AKAv1-MD5", the authentication challenge response shall be calculated by the UE using RES and other parameters, as described in RFC 3310 [49]. If the "algorithm" header field parameter is "MD5", the UE shall calculate SIP digest-response parameters as indicated in RFC 7616 [nr7] and RFC 8760 [nr8]RFC 2617 [21] and shall build an Authorization header field based on these parameters. The UE shall also insert the Security-Client header field that is identical to the Security-Client header field that was included in the previous REGISTER request (i.e. the REGISTER request that was challenged with the received 401 (Unauthorized) response). The UE shall also insert the Security-Verify header field into the request, by mirroring in it the content of the Security-Server header field received in the 401 (Unauthorized) response. The UE shall set the Call-ID of the integrity-protected REGISTER request which carries the authentication challenge response to the same value as the Call-ID of the 401 (Unauthorized) response which carried the challenge.
For IPsec, if the 200 (OK) response is not received before the temporary SIP level lifetime of the temporary set of security associations expires or a 403 (Forbidden) response is received, the UE shall consider the registration to have failed. The UE shall delete the temporary set of security associations it was trying to establish, and use the old set of security associations. The UE should send an unprotected REGISTER request according to the procedure specified in subclause K.2.1.2.2 if the UE considers the old set of security associations to be no longer active at the P-CSCF.

*** End of Changes ***

