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	Reason for change:
	When HSS sends an IDR message to subscribe to Monitoring Events in MME, as specified in 29.272, it provides the following information:

Monitoring-Event-Configuration ::= <AVP header: 3122 10415>
[ SCEF-Reference-ID ]
{ SCEF-ID }
{ Monitoring-Type }
*[ SCEF-Reference-ID-for-Deletion ]
[ Maximum-Number-of-Reports ] 
[ Monitoring-Duration ]
[ Charged-Party ]
[ UE-Reachability-Configuration ]
[ Location-Information-Configuration ]
[ SCEF-Realm ]
[ External-Identifier ]
[ MTC-Provider-Info ]
[ PDN-Connectivity-Status-Configuration ]
*[ AVP ]
When UDM sends an EE subscription to HSS asking to subscribe to events on EPS network through UDICOM interface, it shall provide information to fulfill all these information in the IDR message. For this reason, the following parameters already available in UDM must be included in Nhss Event Exposure service subscribe operation:
- scefDiamRealm
- externalID
- mtcProviderInformation
On the other hand, when mtcProvider information is sent to HSS, it will check if this MTC Provider is allowed to perform this operation in the same way it is specified in 29.336 for S6t CIR message.


	
	

	Summary of change:
	1/ Add missing parameters to the monitoring event subscription creation.

2/ Add handling of MTC provider checking descriptions.


	
	

	Consequences if not approved:
	When the monitoring event is created from NEF/UDM, the HSS is unable to create the monitoring event in MME in the same way as it does in EPC/MONTE.
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	Other comments:
	This CR introduces backwards-compatible new features with impacts on the following APIs:
- TS29563_Nhss_EE.yaml


	
	

	This CR's revision history:
	Rev1:

1/ Cause code 403 extended to indicate that MTC provider is not allowed in clause 6.4.3.2.3.1.

2/ Describe error handling of MTC provider is not allowed in clause 5.5.2.2.2

3/ Specify application errors in clause 6.4.7.3.
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* * * First Change * * * *
[bookmark: _Toc11338432][bookmark: _Toc27585047][bookmark: _Toc36457000][bookmark: _Toc42978911][bookmark: _Toc49632242][bookmark: _Toc56345407][bookmark: _Toc67731094]5.5.2.2.2	Subscription to Notification of event occurrence
Figure 5.5.2.2.2-1 shows a scenario where the NF service consumer sends a request to the HSS to subscribe to notifications of event occurrence. The request contains a callback URI, the type of event that is monitored and additional information e.g. SCEF Id, event filters and reporting options.


Figure 5.5.2.2.2-1: NF service consumer subscribes to notifications
1. The NF service consumer sends a POST request to the parent resource (collection of subscriptions) (.../{ueId}/ee-subscriptions), to create a subscription as present in message body. The request may contain an expiry time, suggested by the NF Service Consumer, representing the time upto which the subscription is desired to be kept active and the time after which the subscribed event(s) shall stop generating notifications. Additionally, the request may include an SCEF Id if Common Network Exposure is used (i.e. if combined SCEF+NEF requested the event(s) to be subscribed/monitored in EPC)
If MTC Provider information is received in the request, the HSS shall check whether the MTC Provider is allowed to perform this operation for the UE; otherwise, the HSS shall skip the MTC provider authorization check.
2a.	On success, the HSS responds with "201 Created" with the message body containing a representation of the created subscription. The Location HTTP header shall contain the URI of the created subscription.
2b.	If the user does not exist, HTTP status code "404 Not Found" shall be returned including additional error information in the response body (in the "ProblemDetails" element).
2c.	If there is no valid subscription data for the UE, i.e. based on the UE's subscription information monitoring of the requested EventType is not allowed, or the requested EventType is not supported, or the MTC Provider is not allowed to perform this operation for the UE, HTTP status code "403 Forbidden" shall be returned including additional error information in the response body (in the "ProblemDetails" element).
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the POST response body.

* * * Next Change * * * *
[bookmark: _Toc11338770][bookmark: _Toc27585474][bookmark: _Toc36457480][bookmark: _Toc42979045][bookmark: _Toc49632376][bookmark: _Toc56345543][bookmark: _Toc67731230][bookmark: _Toc11338781][bookmark: _Toc27585485][bookmark: _Toc36457491][bookmark: _Toc42979056][bookmark: _Toc49632387][bookmark: _Toc56345554][bookmark: _Toc67731241]6.4.3.2.3.1	POST
This method shall support the URI query parameters specified in table 6.4.3.2.3.1-1.
Table 6.4.3.2.3.1-1: URI query parameters supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 6.4.3.2.3.1-2 and the response data structures and response codes specified in table 6.4.3.2.3.1-3.
Table 6.4.3.2.3.1-2: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	EeSubscription
	M
	1
	The subscription that is to be created



Table 6.4.3.2.3.1-3: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	CreatedEeSubscription
	M
	1
	201 Created
	Upon success, a response body containing a representation of the created Individual subscription resource shall be returned, along with event reports that might be immediately available at the HSS.

The HTTP response shall include a "Location" HTTP header that contains the resource URI of the created resource.

	ProblemDetails
	O
	0..1
	403 Forbidden
	The "cause" attribute may be used to indicate one of the following application errors:
- MONITORING_NOT_ALLOWED
- MAXIMUM_RESOURCES_EXCEEDED
- MTC_PROVIDER_NOT_ALLOWED

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate one of the following application errors:
- USER_NOT_FOUND

	ProblemDetails
	O
	0..1
	501 Not Implemented
	The "cause" attribute may be used to indicate one of the following application errors:
- UNSUPPORTED_MONITORING_EVENT_TYPE
- UNSUPPORTED_MONITORING_REPORT_OPTIONS

This response shall not be cached.



* * * Next Change * * * *
6.4.6.1	General
This clause specifies the application data model supported by the API.
Table 6.4.6.1-1 specifies the data types defined for the Nhss_EE service API.
Table 6.4.6.1-1: Nhss_EE specific Data Types
	Data type
	Clause defined
	Description

	EeSubscription
	6.4.6.2.2
	A subscription to Notifications

	CreatedEeSubscription
	6.4.6.2.3
	

	MonitoringConfiguration
	6.4.6.2.4
	Monitoring Configuration

	MonitoringReport
	6.4.6.2.5
	Monitoring Report

	Report
	6.4.6.2.6
	

	ReportingOptions
	6.4.6.2.7
	

	LocationReportingConfiguration
	6.4.6.2.8
	

	ReachabilityForSmsReport
	6.4.6.2.9
	

	LossConnectivityConfiguration
	6.4.6.2.10
	

	ReachabilityForDataConfiguration
	6.4.6.2.11
	

	PduSessionStatusCfg
	6.4.6.2.12
	Reporting configuration for events related to PDN connectivity Status

	EventType
	6.4.6.3.3
	

	LocationAccuracy
	6.4.6.3.4
	



Table 6.4.6.1-2 specifies data types re-used by the Nhss_EE service API from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nhss_EE service API.
Table 6.4.6.1-2: Nhss_EE re-used Data Types
	Data type
	Reference
	Comments

	Uri
	3GPP TS 29.571 [7]
	Uniform Resource Identifier

	SupportedFeatures
	3GPP TS 29.571 [7]
	See 3GPP TS 29.500 [4] clause 6.6

	DateTime
	3GPP TS 29.571 [7]
	

	PatchResult
	3GPP TS 29.571 [7]
	

	DurationSec
	3GPP TS 29.571 [7]
	

	DiameterIdentity
	3GPP TS 29.571 [7]
	

	Dnn
	3GPP TS 29.571 [7]
	Data Network Name with Network Identifier only.

	MtcProviderInformation
	3GPP TS 29.571 [7]
	MTC Provider Information

	DiameterIdentity
	3GPP TS 29.571 [7]
	Diameter Identify (FQDN)



* * * Next Change * * * *

[bookmark: _Toc11338784][bookmark: _Toc27585488][bookmark: _Toc36457494][bookmark: _Toc42979059][bookmark: _Toc49632390][bookmark: _Toc56345557][bookmark: _Toc67731244]6.4.6.2.2	Type: EeSubscription
Table 6.4.6.2.2-1: Definition of type EeSubscription
	Attribute name
	Data type
	P
	Cardinality
	Description

	callbackReference
	Uri
	M
	1
	URI provided by the NF service consumer to receive notifications

	monitoringConfigurations
	map(MonitoringConfiguration)
	O
	1..N
	A map (list of key-value pairs where referenceId converted from integer to string serves as key) of MonitoringConfigurations

	scefId
	DiameterIdentity
	O
	0..1
	Diameter Identify (FQDN) of the SCEF

	scefDiamRealm
	DiameterIdentity
	O
	0..1
	When present, It contains the Diameter realm of the SCEF to which the monitered reports may be sent in EPC.

	supportedFeatures
	SupportedFeatures
	O
	0..1
	See clause 6.4.8

	reportingOptions
	ReportingOptions
	O
	0..1
	This IE may be included if the NF service consumer wants to describe how the reports of the event are to be generated.
If this attribute is not present in the request, it means that the NF service consumer does not specify any maximum number of reports or any expiry time for the subscription; still, the NF service producer (HSS) may set an expiry time in the response to the subscription creation (see clause 6.4.6.2.7).

	mtcProviderInformation
	MtcProviderInformation
	O
	0..1
	Indicates MTC provider information for Monitoring Configuration authorization.


	externalIdentifier
	string
	O
	0..1
	Represents a single external Identifier or a group of external Identifiers:
- If representing a single external identfier
pattern: "^extid-[^@]+@[^@]+$"
- If representing a group of external identifier:
	pattern: "^extgroupid-[^@]+@[^@]+$"



[bookmark: _Toc11338803][bookmark: _Toc27585511][bookmark: _Toc36457518][bookmark: _Toc42979070][bookmark: _Toc49632408][bookmark: _Toc56345576][bookmark: _Toc67731263]
* * * Next Change * * * *
6.4.7.3	Application Errors
The common application errors defined in the Table 5.2.7.2-1 in 3GPP TS 29.500 [4] may also be used for the Nhss_EventExposure service. The following application errors listed in Table 6.4.7.3-1 are specific for the Nhss_EventExposure service.
Table 6.4.7.3-1: Application errors
	Application Error
	HTTP status code
	Description

	MONITORING_NOT_ALLOWED
	403 Forbidden
	The subscriber does not have the necessary subscription for monitoring with the requested Event Type.

	MTC_PROVIDER_NOT_ALLOWED
	403 Forbidden
	MTC Provider not authorized to perform monitoring configuration.

	USER_NOT_FOUND
	404 Not Found
	The user does not exist

	CONTEXT_NOT_FOUND
	404 Not Found
	It is used when no corresponding context exists.

	UNSUPPORTED_MONITORING_EVENT_TYPE
	501 Not Implemented
	The monitoring configuration contains unsupported event type.

	UNSUPPORTED_MONITORING_REPORT_OPTIONS
	501 Not Implemented
	The monitoring configuration contains unsupported report options.



* * * Next Change * * * *
[bookmark: _Toc42979078][bookmark: _Toc49632416][bookmark: _Toc56345584][bookmark: _Toc67731271]A.5	Nhss_EE API

(... text not shown for clarity ...)


# COMPLEX TYPES:

    EeSubscription:
      type: object
      required:
        - callbackReference
      properties:
        callbackReference:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'
        scefId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/DiameterIdentity'
        scefDiamRealm:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/DiameterIdentity'
        monitoringConfigurations:
          description: A map (list of key-value pairs where ReferenceId serves as key) of MonitoringConfigurations
          type: object
          additionalProperties:
            $ref: '#/components/schemas/MonitoringConfiguration'
          minProperties: 1
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
        reportingOptions:
          $ref: '#/components/schemas/ReportingOptions'
        mtcProviderInformation:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/MtcProviderInformation'
        externalIdentifier:
          type: string


(... text not shown for clarity ...)

* * * End of Changes * * * *
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