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1 Introduction

The liaison statement from SA3, ref 1, requests comments on the proposed options for the protection of SIP signalling messages. This document discusses those options, their advantages and disadvantages.

2 Analysis Of Proposed Options

There are five options proposed in ref [1], each of which is discussed separately in the following sections. The implications to terminals, radio network and core network are discussed, along with some alternative variations on the possible solutions.

2.1 No Encryption Of SIP Messages

This option is

“To not encrypt any GTP-U messages, understanding that this means that IMS SIP messages will not be encrypted when carried by GTP-U in the core network.”

This option would not require any changes to existing terminals/radio network/core network design. All aspects are already supported via a standard PDP context / GTP-U Tunnel. SIP signalling would be transported multiplexed with user packets on a GTP-U tunnel.

A second alternative would be to design the terminals/applications to request separate PDP contexts for SIP control and user streams (i.e. primary and secondary contexts could be used). A separate PDP context has been discussed in SA2.

Separation of Bearer and Control : The first alternative would not offer any separation of bearer and control. The second alternative would do so, however, even if this were done the core network would not be able to determine the difference between a user and control plane unless a standard rule was applied i.e. the primary context is the signalling session, the others are user plane (unless some additional indication is made in the NAS signalling). 

Quality Of Service : The first alternative would offer no separation of SIP signalling from user plane. QoS would need to be defined between terminal and GGSN with all packets treated the same. Else, with the second alternative some separation would be achieved, and the core network would need to analyse APN’s etc. to determine the QoS treatment of each tunnel (which is already required).

Charging : For the first alternative it would be complex e.g. to try and charge for SIP user plane packets but not signalling as this would require analysis of each packet. It would also be more difficult to charge based on requested service because all messages including user plane messages would need to be analysed to some extent. Again the alternative of multiple contexts would potentially solve this issue.

Security : The first alternative would not allow the SA3 requirements for signalling encryption to be met. The second alternative would allow the requirements to be met.

2.2 Encryption of All GTP-U Messages

This option is

“To protect all GTP-U messages, including the small proportion that are IMS SIP messages.”

This option would not require any changes to existing terminals/radio network/core network (with the exception of the introduction of GTP-U encryption of course). All other aspects are already supported via a standard PDP context / GTP-U Tunnel. SIP signalling would be transported multiplexed with user packets on a GTP-U tunnel.

This encryption would require a decrypt/encrypt function in the SGSN which has two GTP-U tunnels, one to/from RNC and one to/from GGSN. This would be a large processing overhead, and introduce delay.

A second alternative would be to design the terminals/applications to request separate PDP contexts for SIP control and user streams (i.e. primary and secondary contexts could be used) – this would be the same as the second alternative described in 2.1 above.

Separation of Bearer and Control : The first alternative would not offer any separation of bearer and control. The second alternative would do so, however, even if this were done the core network would not be able to determine the difference between a user and control plane unless a standard rule was applied i.e. the primary context is the signalling session, the others are user plane (unless some additional indication is made in the NAS signalling). 

Quality Of Service : The first alternative would offer no separation of SIP signalling from user plane. QoS would need to be defined between terminal and GGSN with all packets treated the same. Else, with the second alternative some separation would be achieved. The core network would need to analyse APN’s etc. to determine the QoS treatment of each tunnel (which is already required).

Charging : For the first alternative it would be complex to try and charge for SIP user plane packets but not signalling as this would require analysis of each packet. It would also be more difficult to charge based on requested service because all messages including user plane messages would need to be analysed to some extent. Again the alternative of multiple contexts would potentially solve this issue.

Security : The first alternative would allow the SA3 requirements for signalling encryption to be met. The second alternative would also allow the requirements to be met.

2.3 Introduce GTP-IC

This option is

“To introduce a new sub-version of GTP for the IMS control plane (GTP-IC). This new GTP-IC would then have a unique port number assigned to it, enabling those messages to be encrypted. All IMS control plane messages would then have to be tunnelled through GTP-IC in the core network.”

In this case there would be new NAS signalling support required to allow indication of a SIP session, or to request a SIP signalling PDP Context. Subsequent requests for SIP user plane PDP contexts could be secondary (associated with the primary signalling context) or new primary contexts. Clearly if it was two primary contexts then two IP addresses would be needed.

GTP-IC would be very similar to GTP-U, but with a more limited QoS capability (although it would not have to be restricted by specification if this reduces the work needed).

It is also clear that this would need to be applied to Iu and Gn interfaces. To allow the RNC to separate the streams two Radio Bearer’s will be needed, one for SIP Signalling and one for bearer (but this will already be needed anyway). Otherwise, the RNC will need to analyse the messages to understand whether they need to go to GTP-IC or GTP-U. This would be outside of the scope of the current RNC functionality (it would need to analyse NAS information). 

It would be assumed that GTP-IC stream would be encrypted end to end, otherwise it would introduce the need to encrypt/decrypt the stream at the RNC and the SGSN.

Separation of Bearer and Control : This solution clearly has the bearer and control separated, but both streams will terminate on the same GGSN – no separation physically to different GGSN’s (which is disallowed by 23.228 anyway).

Quality Of Service : It is also clear that the QoS of GTP-IC can be controlled independently at all points in the network..

Charging : It is also clear that the separation would allow flexible charging.

Security : This solution would allow the SA3 requirements to be met.

2.4 Extend GTP-C

This option is

“Extend GTP-C to contain all IMS control plane messages. All IMS control plane messages would then have to be tunnelled through GTP-C in the core network. Again, since GTP-C is always encrypted, the IMS SIP messages would be encrypted.”

In this case there would be new NAS signalling required to allow indication of a SIP session, and the need for new GTP-C messages. Packets would need to be analysed by SGSN and GGSN to determine if they are signalling or user plane so that they could be routed to GTP-C or GTP-U. 

Separation of Bearer and Control : This will clearly separate the bearer and control, however it will mix the user signalling with network signalling, which may not be an optimum solution.

Quality Of Service : The SIP signalling packets will not have a negotiable QoS as such, they will inherit the QoS applied to GTP-C.

Charging : If charging is to be done for SIP signalling messages then some analysis at the GGSN and SGSN will be needed to identify such packets.

Security : Clearly the SA3 requirements would be met as GTP-C is already encrypted.

2.5 Multi-homed CSCF

This option is

“Introduce multiple IP addresses (multi-homing) of the CSCFs such that GTP-U containing IMS control plane messages would use a different set of IP addresses from the GTP-U containing non-IMS control plane messages.”

It is not entirely clear what SA3 consider to be the difference between this and the option in section in 2.3. It appears to be that the SIP signalling and user plane utilise two different IP addresses (and therefore it is two primary PDP contexts rather than a primary and secondary in section 2.3). This would allow two different GGSN’s  for the signalling and user plane, although this is not currently allowed in 23.228. The CSCF does not see the user plane anyway so separation would have to be at the GGSN.

This appears to be a need to have two primary PDP contexts, and is otherwise the same as the solution discussed in section 2.3 above.

Separation of Bearer and Control : This solution clearly has the bearer and control separated, and would allow separation to different GGSN’s (not currently allowed by 23.228).

Quality Of Service : It is also clear that the QoS of GTP-IC can be controlled independently at all points in the network.

Charging : It is also clear that the separation would allow flexible charging.

Security : This solution would allow the SA3 requirements to be met.

3 Other Considerations

3.1 UE - P-CSCF encryption

The security of the SIP signalling messages could be addressed by employing end-to-end encryption between the UE and the P-CSCF. This would mean that security issues within the network would no longer be a justification for introducing GTP-IC. It is unclear why SA3 have not listed this option, but feedback from delegates to SA3 implies that this is an identified possibility, but that they are investigating alternatives.

3.2 Roaming

It should also be noted that when in a visited network that does not support IMS the GTP-IC solution breaks down, as in this case the signalling would still be carried on GTP-U in that visited network. Hence it is concluded that end to end security for SIP signalling should be used. Consequently GTP-IC is not considered to be a solution to the issue raised by SA3. 

3.3 Iu Interface

GTP-U is also used on the Iu Interface. There is currently no encryption on this interface, consequently a solution would also be needed to be applied on the Iu else this would still be an area open to attack.

4 Proposal

The introduction of GTP-IC does not introduce anything that cannot be done with the current network, except that it is then clearly specified in the standards, with the exception that option in 2.5 would allow separation of GGSN for signalling and bearer, but this would also require a change in SA2 specifications.

It is concluded that the introduction of GTP-IC would appear not to meet the security requirements, e.g. it would not be a solution when roaming to a non-IMS enabled network.

It is proposed to send a liaison to SA3, copy to SA2 and CN1 detailing these conclusions.

