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1. Introduction

Selective Disabling of UE Capabilities (SDoUE) is a feature approved at SA#24 which allows operators to selectively disable services on ‘misbehaving’ UEs when necessary.

A misbehaving UE, in the context of this paper, is one which contains malicious or malformed applications which may act to repeatedly request services/connections to the network. This degrades the 3GPP system because of both allocation of radio resources and wasting of network signalling processing. The misbehaving application may be downloaded by the user through various means, e.g. e-mail, SMS and Push services, and (exceptionally) fail to be detected and disabled by application layer preventative measures.

This contribution analyses and describes possible solutions which impact non-access stratum entities to fulfil the work on SDoU as well as discusses their benefits and drawbacks.

2. Discussion

2.1 Current status

· The latest approved version of the WID on Selective Disabling of UE Capabilities is outlined in S1-040692. However, the WID has lately been updated at the latest SA1 (i.e. S1-050234) and at SA2 (i.e. S1-050386), and is being sent for approval at the next TSG SA meeting. The revised WID is essential in line with the previous approved version and proposes:

· Selective disabling of the mobile device should be provided to allow establishment of connection types which are not impacted by a virus or application error, e.g. if the misbehaving application impacts only the PS domain.

· A means of maintaining the disabled status of the device, even if the mobile has been successively switched off and on. 

· A means of disabling an infected device from registering again on the network, both in the current network and any other network.

· The need for TR in SA2 to review the impact of different solutions on the overall architecture. 

· SA1 also has agreed on the requirements on Selective Disabling of UE Capabilities to be introduced into 3GPP TS 22.011 [1] (S1-050233) which can be summarizes as follows:

· The solution has to be provided for the HPLMN and the VPLMN by means of an indication to the UE as to which network provided services or functions it is not allowed to use.

· The Selective UE Capabilities list shall be maintained in the UE and the UE shall not request any services indicated as disabled. The Selective UE Capabilities list relates to the ME and not to the subscription.
· A list of different services to be included in the list such as Call Control functions, SMS via CS and PS, MBMS, … has been identified.

· Emergency Calls is also required, including the (U)SIM-less case. This is important in the situation in which a misbehaving ME –without a (U)SIM– is making repeated, unsolicited emergency calls.

· Interactions with the end-user are also required, e.g. inform the user of the non-availability of services or functions.
· There shall be a mechanism for restoring disabled UEs in all situations.
It is foreseen that the near future will bring an increase in the number of applications downloaded to the terminals. This will certainly increase the possibility of malicious or malformed applications being downloaded and installed onto a user’s UE becoming a misbehaving one.

The idea behind the definition the Selective Disabling of UE Capabilities feature is to add ‘hooks’ in terminals (at a protocol layer that can be trusted) in order to use this feature in the future. Soon time to market of terminals with SDoU is required (thereby, minimizing the impact to mobile implementation), due to the fact that the operators do need to have a sufficient number of terminals on the market which implements the Selective Disabling of UE Capabilities feature, so that operators could have the possibility to 'turn on' the feature.

A solution should be provided with the following characteristics:

· Stage 1 requirements must be fully fulfilled.

· Impacts on current procedures should be avoided or, if any, minimized. 
· Minimizing the impact to terminals and fast time-to-market.

2.2 Solution based on SIM Application Toolkit (SAT)

A solution has been presented at latest SA1 and SA2 meeting (i.e. S1-050081 and S2-050222). This solution is based on SIM Application Toolkit (SAT).

The proposal relies on extending the Call Control and Mobile Originated (MO) SMS Control functionality currently offered by the SAT as defined in 3GPP TS 31.102 [2]. These functions enable the network operator to specify how the ME responds to a call set up or Mobile Originated (MO) SMS request. 

The use of SAT implies to implement the desired functionality in the ME, (U)SIM and SIM OTA. The Selective MS Capabilities list is stored on the SIM and not the ME, and updated using over-the-air delivery protocol (OTA), allowing the home network operator to disable and enable services as required. The OTA methods use the Mobile Terminated (MT) SMS-PP messages.
The MS is required to always interrogate the values on the (U)SIM before using a particular service. When the ME is asked to setup a call or send an Mobile Originated (MO) SMS, the ME sends a set of command parameters and data to the (U)SIM. Then, the (U)SIM sends a response to the ME that depends on rules and information stored on the (U)SIM. 

2.2.1 Advantages

· The SAT can be used to provide encryption security through the SMS channel and it is at least equivalent than a messaging mechanism that relied on the security of the radio interface. However, this is a transport layer security mechanism, and it cannot provide end-to-end confidentiality.
· This solution might require minimal changes to network elements.

· User interaction can be included.

2.2.2 Disadvantages

· The support of SAT in terminals is not mandatory.

· Impacts design and implementation of ME, (U)SIM, SIM Application Toolkit(SAT) and all related interfaces, in terminals. The suggested solution implies additional functionality in the OTA Server, HLR, in networks.

· As extensive updates in the UE are required, this will most likely make this solution expensive and available only at a late point in time.
· A solution for misbehaving UEs, without (U)SIM is missing. The SIM Application Toolkit (SAT)-based solution would never be able to address the situation in which a misbehaving UE, without a (U)SIM, is making repeated attempt to access the network and its services (i.e. UICC-less scenario).
· SMS transfer suffers from latency problems. Time critical transactions should not rely on this channel.
· This solution would only allow home network operators (i.e. HPLMN) to control their own users. Visited network operators would have no control over users roaming onto their network.

· The disabling of UE capabilities is linked to the subscription (i.e. (U)SIM) and not the mobile device (i.e. ME). As the storage of the Selective MS Capabilities list in the (U)SIM and not the ME. Users who plug-in their (U)SIM into a not misbehaving or malformed terminal would not be able to receive service.

· It is questionable whether the SAT-based solution is capable of re-enabling a service on an ME in any situation (e.g. on which PS services had been disabled).

2.3 Solution based on Layer 3 protocols

The solution was submitted to CN1#36 in N1-041752 and re-uses the already existing MM and GMM functionality to carry the indication of the availability/non-availability of the services. This is achieved enhancing the MM INFORMATION and GMM INFORMATION message defined by 3GPP TS 24.008 [3].

The network will be able to use the MM INFORMATION and GMM INFORMATION message to download the new list for the PLMN where the UE is currently roaming. This is achieved by means of a new Information Element (IE) called ‘the Selective MS Capabilities list’. Therefore, it introduces an additional list of Selective MS Capabilities in the UE to indicate the availability of the appropriate service in the PLMN code of the network on which the list was received and any other network. The UE is not allowed to request services that have not been indicated as enable. The Selective MS Capabilities list is stored in the ME and it has not to be deleted at switch off. Therefore, the UE maintains the status (i.e. enable/disable) of specific UE capabilities at switch on. 

The Selective MS Capabilities List IE may also contain customer care service number(s) and a text string in order to assist the end user in determining the cause of non-availability of specific services. If the optional customer care service number(s) or text string is received in the new IE, the UE has to inform the user immediately about the customer care service number(s) and display the text string. 
Additionally, the UE should use the indications given in the Selective MS Capabilities list to inform the user about the availability of the appropriate services, e.g. SMS via PS are not allowed.

The security of the disabling mechanism is achieved by means of applying ciphering on the MM INFORMATION and GMM INFORMATION messages any time the new Selective MS Capabilities list IE is included.

The solution further enables the disabling of services in the UE without the presence of a (U)SIM –(U)SIM-less case–.

The solution also allows to enable a service(capability) disable previously (repair functionality). For instance, the user may download a misbehaving(or infected) Java application to the terminal, which makes it not functioning correctly, but afterwards (e.g. after calling operator's support centre) the user has downloaded the correct patch or it is automatically downloaded by the operator.

2.3.1 Advantages

· Impacts design and implementation of the ME only, in terminals.

· No large updates are required in the UE, so the solution is cheapest and quickest available to be implemented in terminals.
· A solution for misbehaving UEs, without (U)SIM is provided as required by the stage 1 requirements (i.e. UICC-less scenario).
· This solution allows home network operators (i.e. HPLMN) and Visited network operators to control all users in their networks. 

· As the storage of the Selective MS Capabilities list is in the ME. User would be able to take its subscription (i.e. (U)SIM) and plug-in into a not misbehaving or malformed terminal to continue receiving service.

· User interaction can be included (e.g. the customer care service number, a message to the user).

2.3.2 Disadvantages

· The support of the MM/GMM INFORMATION messages becomes mandatory for the UE, while at present is optional.
· Additional functionality would be required in the HLR and MSC/SGSN to support the MM/GMM INFORMATION messages, which includes new IE.

· Ciphering of the messages becomes mandatory when the new Selective MS Capabilities List IE is included. 
· Encryption security mechanism relies on the security mechanisms defined by 3GPP. The security of GSM encryption mechanism, as currently defined by 3GPP, is weaker than in Iu mode, because the use of Message Authentication Codes (MAC) is not supported.

3. Conclusion

This discussion paper highlights latest status on Selective Disabling of UE Capabilities (SDoUE) in different 3GPP Working Groups (WGs) that needs to be considered when dealing with possible solutions to fulfil the requirements on the SDoUE feature.

Additionally, two possible solutions which impact non-access stratum entities (e.g. CC, SM, SMS, …) have been described which aim at resolving the indication of the availability/non-availability of the services and to fulfil the work on SDoU.

Finally, the benefits and drawbacks of the possible solutions are highlighted. The principle of the proposed solution should be to re-use at maximum the current defined functionality as well as fulfil all requirements.  Furthermore, the solution should minimize impacts to terminal implementations. While two different solutions are outlined in this document it is clear that the MM/GMM solution better meets the SA1 requirements and gives the same level of security as currently defined by 3GPP as well as much less impact to terminals is required.
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