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1
Introduction

At a previous meeting there was a significant discussion of which elements of RFC 3323 "A Privacy Mechanism for the Session Initiation Protocol (SIP)" were included in the intent of 3GPP TS 24.229 release 5. This document provides some background to out understanding.

Previous discussions occurred by conference call among interested parties in CN1. These discussions did not formally appear as part of the CN1 activity, but the circulated record of that discussion is annexed for further information. These discussions directly resulted in the CR that was approved by CN for the provision of the identified stage 1 capabilities below.

2
Stage 1 requirements

3GPP TS 22.228 clause 7.5.1 specifies:

"It shall be possible for the network operator to guarantee the authenticity of a public identity presented for an incoming call to a user where the call is wholly within that operator’s network (i.e. originating and terminating parties are subscribers to, and resident in, a single PLMN).  This is equivalent to the situation for CLIP with today’s telephony networks."

3GPP TS 22.228 clause 7.6.1 specifies:

"It shall be possible to present the identity of the session originator (see 7.5.1) subject to it not being suppressed by the session originator."

3GPP TS 22.228 clause 7.7.3 specifies:

"It shall be possible to present to the originator of a session the identity of the party to which she is connected (see 7.5.1)." 

"However, the connected-to party shall be able to request that her identity is not revealed to the originator of the session." 

In summary, from the stage 1 descriptions, it is clear that some form of calling line identity capabilities should be provided, along with the associated privacy of those capabilities. It is unclear how much alignment there should be with existing calling line identity services for the circuit-switched side. There are no requirements referring to privacy for other information at stage 1.

The identities referred to for the calling party and the connected party are assumed to be covered only by the P-Asserted-Identity header (and associated procedures with the P-Preferred-Identity header).

3
Structure of RFC 3323: "A Privacy Mechanism for the Session Initiation Protocol (SIP)"

Clause 1 of the document provides a general introduction to the entire document.

Clause 2 is the standard RFC text defining the usage of the terms "MUST", "SHOULD" etc.

Clause 3 gives a general introduction to the concept of privacy and distinguishes between network-provided privacy and user-provided privacy.

Clause 4 provides for the User Agent behaviour. Clause 4.1 specifies various steps that the user agent can take in its own right to provide privacy to the contents of the message. Clause 4.2 specifies how the user may express privacy requirements to the network. Clauses 4.3 and 4.4 specify how user agent can route requests and responses to a privacy server.

Clause 5 defines the privacy server. This may either be a proxy or back-to-back user agent, depending on the privacy being provided. Clauses 5.1, 5.2 and 5.3 provide respectively the operation of header privacy, session privacy and user privacy at a privacy server. 

Clauses 6 and 7 provide the standard security considerations and IANA considerations clauses required in all IETF documents.

The document is so structured that either user or proxy can take any of the privacy mechanisms (assuming they are appropriate to that role in the first place) and either use them or not use them. These options are summarised in the next section of this discussion document.

4
Summary of the options within RFC 3323: "A Privacy Mechanism for the Session Initiation Protocol (SIP)"

	name of option
	RFC 3323 reference
	definition
	3GPP TS 3323 major capability
	implementation

	header
	RFC 3323 § 5.1
	The user requests that a privacy service obscure those headers which cannot be completely expunged of identifying information without the assistance of intermediaries (such as Via and Contact).  Also, no unnecessary headers should be added by the service that might reveal personal information about the originator of the request.
	the privacy option "header" such that those headers which cannot be completely expunged of identifying information without the assistance of intermediaries are obscured
	this capability can be provided partially by a proxy, and therefore this capability can appear for a proxy role.

this capability is provided fully by a B2BUA.

	session
	RFC 3323 § 5.2
	The user requests that a privacy service provide anonymization for the session(s) (described, for example, in a Session Description Protocol [5] body) initiated by this message. This will mask the IP address from which the session traffic would ordinarily appear to originate.  When session privacy is requested, user agents MUST NOT encrypt SDP bodies in messages. Note that requesting session privacy in the absence of any end-to-end session encryption raises some serious security concerns (see Section 5.2).
	the privacy option "session" such that anonymization for the session(s) initiated by this message occurs.
	this capability is provided by a B2BUA, therefore the support at a proxy is merely for transparency of the header. Therefore this capability is optional for a UA role and not possible for a proxy role.

	user
	RFC 3323 § 5.3
	This privacy level is usually set only by intermediaries, in order to communicate that user level privacy functions (as discussed in Section 5.3) must be provided by the network, presumably because the user agent is unable to provide them. User agents MAY however set this privacy level for REGISTER requests, but SHOULD NOT set 'user' level privacy for other requests.
	the privacy option "user" such that user level privacy functions are provided by the network
	this capability is provided by a B2BUA, therefore the support at a proxy is merely for transparency of the header. Therefore this capability is optional for a UA role and not possible for a proxy role.

	id
	RFC 3325 § 9.3
	The presence of this privacy type in a Privacy header field indicates that the user would like the Network Asserted Identity to be kept private with respect to SIP entities outside the Trust Domain with which the user authenticated.
	the privacy option "id" such that privacy of the network asserted identity is provided by the network
	this capability can be provided by a proxy, and therefore this capability can appear for a proxy role.

this capability can be provided by a B2BUA, and therefore this capability can appear for a UA role.


The final row of this table refers to the extensions to RFC 3323 provided by RFC 3325. It is this extension that is specifically required to meeting the explicit stage 1 requirements.

This functionality of this extension was the only one that was discussed when the CR adding the privacy references to 24.229 was discussed. The issue of whether the other options are supported by other IMS entities would in out view constitute an extra capability, and should therefore be outside the scope of release 5 discussions.

5
UA support

There is no reason why any particular value of privacy should be precluded from being sent by a UA (MGCF, AS or UE). An AS can also provide a B2BUA (3PCC) that might implement some of these extra privacy requirements other than id privacy. Need to address the major capability wording for the UA part of the profile such that this distinction is apparent.

Would there ever be a requirement for an AS to implement id privacy.

6
Proxy support

Only id privacy needs to be supported by a proxy, and this is already fully covered in the profile.

