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Start of first changes

4.5
Charging correlation principles for IM CN subsystems

4.5.1
Overview
This subclause describes charging correlation principles to aid with the readability of charging related procedures in subclause 5. See 3GPP TS 32.200 [16] and 3GPP TS 32.225 [17] for further information on charging.
The IM CN subsystem generates and retrieves the following charging correlation information for later use with offline and online charging:
1.
IM CN subsystem Charging Identifier (ICID);

2.
Access network information:

a.
GPRS Charging Information;
3.
Inter Operator Identifier (IOI);

4.
Charging function addresses:

a.
Charging Collection Function (CCF);

b.
Event Charging Function (ECF).
The charging correlation information is encoded in the P-Charging-Vector header as defined in subclause 7.2. The P-Charging-Vector header contains the following parameters: icid, access network information and ioi. The parameters are described further in the subclauses that follow. The GGSN provides the access network information to the IM CN subsystem, which is the common information used to correlate GGSN CDRs with IM CN subsystem CDRs.

The offline and online charging function addresses are encoded in the P-Charging-Function-Addresses as defined in subclause 7.2. The P-Charging-Function-Addresses header contains the following parameters: CCF and ECF.

4.5.2
IM CN subsystem charging identifier (ICID)

The ICID is the session level data shared among the IM CN subsystem entities including ASs in both the calling and called IM CN subsystems.

The first IM CN subsystem entity involved in a dialog (session) or standalone (non-session) method will generate the ICID and include it in the icid parameter of the P-Charging-Vector header in the SIP request. See 3GPP TS 32.225 [17] for requirements on the format of ICID. The P-CSCF will generate anICID for mobile-originated calls. The I-CSCF will generate an ICID for mobile-terminated calls if there is no ICID received in the initial request (e.g. the calling party network does not behave as an IM CN subsystem). The AS will generate an ICID when acting as an originating UA. The MGCF will generate an ICID for PSTN/PLMN originated calls. Each entity that processes the SIP request will extract the ICID for possible later use in a CDR. The I-CSCF and S-CSCF are also allowed to generate a new ICID for mobile terminated calls received from another network.

There is also an ICID generated by the P-CSCF with a REGISTER request that is passed in a unique instance of P-Charging-Vector header. This ICID is valid for the duration of the registration and is associated with the signalling PDP context.

The icid parameter is included in any requests that include the P-Charging-Vector header. However, the P-Charging-Vector (and ICID) is not passed to the UE.
The ICID is also passed from the P-CSCF to the GGSN, but the ICID is not passed to the SGSN. The interface supporting this operation is outside the scope of this document.

4.5.3
Access network information
4.5.3.1
General

The access network information are the media component level data shared among the IM CN subsystem entities for one side of the session (either the calling or called side). GPRS charging information (GGSN identifier and PDP context information) is an example of access network information.
4.5.3.2
GPRS charging information

The P-CSCF provides the GPRS charging information to the S-CSCF. The S-CSCF may also pass the information to an AS, which may be needed for online pre-pay applications. The GPRS charging information for the originating network is used only within that network, and similarly the GPRS charging information for the terminating network is used only within that network. Thus the GPRS charging information are not shared between the calling and called networks. The GPRS charging information is not passed towards the external ASs from its own network.

The GPRS charging information is populated in the P-Charging-Vector using the gprs-charging-info parameter. The details of the gprs-charging-info parameter is described in subclause 7.2.6.

The GPRS charging information is passed at the first opportunity after the resources are allocated at the GGSN. GPRS charging information will be updated with new information during the session as media streams are added or removed.
4.5.4
Inter operator identifier (IOI)
The Inter Operator Identifier (IOI) is globally unique identifier to share between operator networks/service providers/content providers. There are two possible instances of IOI to be exchanged between networks/service providers/content providers: one for the originating side, orig-ioi, and one for the terminating side, term-ioi.

The S-CSCF in the originating network populates the orig-ioi parameter of the P-Charging-Vector header in the initial request, which identifies the operator network from which the request originated. Also in the initial request, the term-ioi parameter is left out of the P-Charging-Vector parameter. The S-CSCF in the originating network retrieves the term-ioi parameter from the P-Charging-Vector header within the message sent in response to the initial request, which identifies the operator network from which the response was sent. The MGCF takes responsibility for populating the orig-ioi on behalf of the PSTN/PLMN when a call/session is originated from the PSTN/PLMN.

The S-CSCF in the terminating network retrieves the orig-ioi parameter from the P-Charging-Vector header in the initial request, which identifies the operator network from which the request originated. The S-CSCF in the terminating network populates the term-ioi parameter of the P-Charging-Vector header in the response to the initial request, which identifies the operator network from which the response was sent. IOIs will not be passed along within the network, except when proxied by BGCF and I-CSCF to get to MGCF and S-CSCF. However, IOIs will be sent to AS for accounting purposes.

4.5.5
Charging function addresses
Charging function addresses are distributed to each of the IM CN subsystem entities in the home network for one side of the session (either the calling or called side) and are to provide a common location for each entity to send charging information. Charging Collection Function (CCF) addresses are used for offline billing. Event Charging Function (ECF) addresses are used for online billing.

There may be two separate addresses for CCF and ECF addresses populated into the P-Charging-Function-Addresses header of the SIP request or response. The parameters are ccf1, ccf2, ecf1 and ecf2. Only ccf1 is required. The other parameters are optional. The secondary addresses may be included by each network for redundancy purposes.

The CCF addresses and ECF addresses are retrieved from an HSS via the Cx interface and passed by the S-CSCF to subsequent entities. The charging function addresses are passed from the S-CSCF to the IM CN subsystem entities in its home network, but are not passed to the visited network or the UE. When the P-CSCF is allocated in the visited network, then the charging function addresses are obtained by means outside the scope of this document. The AS receives the charging function addresses from the S-CSCF via the ISC interface.

End of first changes

Start of second changes

5.2
Procedures at the P-CSCF

5.2.1
General

The P-CSCF shall support the Path and P-Service-Route headers.

NOTE 1:
The Path header is only applicable to the REGISTER request and its 200 (OK) response. The P-Service-Route header is only applicable to the 200 (OK) response of REGISTER request.

When the P-CSCF sends any request or response to the UE, before sending the message the P-CSCF shall:

-
remove the P-Charging-Function-Addresses and P-Charging-Vector headers, if present.

When the P-CSCF receives any request or response from the UE, the P-CSCF shall:

-
remove the P-Charging-Function-Addresses and P-Charging-Vector headers, if present. Also, the P-CSCF shall ignore any data received in the P-Charging-Function-Addresses and P-Charging-Vector headers; and

-
may insert previously saved values into the P-Charging-Function-Addresses and P-Charging-Vector headers before forwarding the message.

NOTE 2:
When the P-CSCF is located in the visited network, then it will not receive the P-Charging-Function-Addresses header from the S-CSCF or I-CSCF. Instead, the P-CSCF discovers charging function addresses by other means not specified in this document.

5.2.2
Registration

When the P-CSCF receives a REGISTER request from the UE, the P-CSCF shall:

1)
insert a Path header in the request including an entry containing: 

-
the SIP URL identifying the P-CSCF;

-
an indication that requests routed in this direction of the path (i.e. from the S-CSCF to the P-CSCF) shall be treated as for the mobile-terminating case. This indication may e.g. be in a Path header parameter, a character string in the user part or be a port number;

2)
insert a Supported and a Require header both containing the option tag "path";

3)
for the initial REGISTER request for a public user identity create a new, globally unique value for icid, save it locally and insert it into the icid parameter of the P-Charging-Vector header (see subclause 7.2.5);

4)
insert the parameter "integrity-protected" (described in subclause 7.2A.2) with a value “yes” into the Authorization header field in case the REGISTER request was received integrity protected, otherwise insert the parameter with the value “no”;

5)
in case the REGISTER request was received without integrity protection, then check the existence of the Security-Client header. If the header is present, then remove and store it. The 'Require: sec-agree' header shall also be removed. If the header is not present, then a suitable 4xx error code shall be sent back;

6)
in case the REGISTER request was received integrity protected, then the P-CSCF shall:

-
check the security association which protected the request. If that has a temporary lifetime, then the request shall contain a Security-Verify header. If there is no such header, then a suitable 4xx error code shall be sent back. If there is such header, then compare the content of the Security-Verify header with the local static security list. If those do not match, then there is a potential man-in-the-middle attack. The request should be rejected by sending a suitable 4xx error response. If the contents match, then the Security-Verify header together with the 'Require: sec-agree' header shall be removed from the request; and

-
if the security association the REGISTER request came is an established one, then a Security-Verify header is not expected to be included. If the header is present, then that shall be removed together with the 'Require: sec-agree' header;

7)
insert a P-Visited-Network-ID header field, with the value of a pre-provisioned string that identifies the visited network at the home network; and

8)
determine the I-CSCF of the home network and forward the request to that I-CSCF.

When the P-CSCF receives a 401 (Unauthorized) response to a REGISTER request, the P-CSCF shall:

1)
 remove and store the CK and IK values contained in the 401 (Unauthorized) response. The 401 (Unauthorized) response shall be forwarded to the UE if and only if the CK and IK have been removed;

2)
insert the Security-Server header in the response, containing the P-CSCF static security list. For further information see 3GPP TS 33.203 [19]; and

3)
set up the security association between the UE and the P-CSCF with a temporary lifetime. For further details see 3GPP TS 33.203 [19] and draft-sip-sec-agree [48]. The SIP level lifetime of the Security Association shall be long enough to permit the UE to finalize the registration procedure (bigger than 64*T1). The IPSec level lifetime of the Security Association shall be set to the maximum.
When the P-CSCF receives a 200 (OK) response to a REGISTER request, the P-CSCF shall check the value of the Expires header field and/or Expires parameter in the Contact header. When the value of the Expires header field and/or expires parameter in the Contact header is different than zero, then the P-CSCF shall:

1)
save the list of P-Service-Route headers preserving the order. This list shall be stored during the entire registration period of the respective public user identity. This list shall be used to preload the routeing information into the initial requests originated by the UE. If this registration is a reregistration, the P-CSCF shall replace the already existing list of P-Service-Route headers with the new list;

2)
associate the P-Service-Route header information with the registered public user identity;

3)
remove any Path and P-Service-Route headers from the 200 (OK) response before forwarding the response to the UE;

4)
store the public user identities found in the P-Associated-URI header value, as those that are authorized to be used by the UE;

5)
store the default public user identity for use with procedures for the P-Asserted-Identity. The default public user identity is specifically indicated in the Associated-URI header values;

Editor's note: The exact mechanism for indicating this value is for further discussion.

6)
store the values received in the P-Charging-Function-Addresses header; and

7)
update the SIP level lifetime of the security association with the value found in the Expires header.

NOTE:
The P-CSCF will maintain two Route lists. The first Route list - created during the registration procedure - is used only to pre-load the routeing information into the initial INVITE request that originated at the UE. This list is valid during the entire registration of the respective public user identity. The second Route list - constructed from the Record Route headers in the initial INVITE and associated response - is used during the duration of the call. Once the call is terminated, the second Route list is discarded.

The P-CSCF shall delete any security association from the IPSec database when their SIP level lifetime expires.

End of second changes

Start of third changes

5.2.7
Initial INVITE

5.2.7.1
Introduction

In addition to following the procedures for initial requests defined in subclause 5.2.6, initial INVITE requests also follow the procedures of this subclause.

5.2.7.2
Mobile-originating case

The P-CSCF shall respond to all INVITE requests with a 100 (Trying) provisional response. 

Upon receiving a response (e.g. 183 (Session Progress), 200 (OK)) to the initial INVITE request, the P-CSCF:

-
if a media authorization token is generated by the PCF as specified in RFC 3313 [31] (i.e. when service-based local policy control is applied), insert the P-Media-Authorization header containing that media authorization token.

When the P-CSCF sends the UPDATE request towards the S-CSCF, the P-CSCF shall also include the access-network-charging-info parameter in the P-Charging-Vector header. See subclause 5.2.7.4 for further information on the access network charging information.

5.2.7.3
Mobile-terminating case

When the P-CSCF receives an initial INVITE request destined for the UE, it will contain the URL of the UE in the Request-URI, and a single pre-loaded Route header. The received initial INVITE will also have a list of Record-Route headers. Prior to forwarding the initial INVITE to the URL found in the Request-URI, the P-CSCF shall:

-
if a media authorization token is generated by the PCF as specified in RFC 3313 [31] (i.e. when service-based local policy control is applied), insert the P-Media-Authorization header containing that media authorization token.

In addition, the P-CSCF shall respond to all INVITE requests with a 100 (Trying) provisional response.

When the P-CSCF sends 180 (Ringing) or 200 (OK) (to INVITE) towards the S-CSCF, the P-CSCF shall also include the access-network-charging-info parameter in the P-Charging-Vector header. See subclause 5.2.7.4 for further information on the access network charging information.

5.2.7.4
Access network charging information

The P-CSCF shall include the access-network-charging-info parameter within the P-Charging-Vector header as described in subclause 7.2.6.



End of third changes

Start of fourth changes

5.2.9
Subsequent requests

5.2.9.1
Mobile-originating case

For a reINVITE request from the UE, when the P-CSCF sends the UPDATE request towards the S-CSCF, the P-CSCF shall include the updated access-network-charging-info parameter in the P-Charging-Vector header. See subclause 5.2.7.4 for further information on the access network charging information.

5.2.9.2
Mobile-terminating case

For a reINVITE request destined towards the UE, when the P-CSCF sends 200 (OK) response (to the INVITE request) towards the S-CSCF, the P-CSCF shall include the updated access-network-charging-info parameter in the P-Charging-Vector header. See subclause 5.2.7.4 for further information on the access network charging information.

End of fourth changes

Start of fifth changes

5.4.4
Call initiation

5.4.4.1
Initial INVITE

Void.

5.4.4.2
Subsequent requests

5.4.4.2.1
Mobile-originating case

When the S-CSCF receives the 183 response, the S-CSCF shall store the value of the received term-ioi parameter received in the P-Charging-Vector header, if present. The term-ioi parameter identifies the sending network of the response message. The term-ioi parameter shall only be retained in the P-Charging-Vector header if the next hop is to an AS.

When the S-CSCF receives the 183 response, the S-CSCF shall insert a P-Charging-Function-Addresses header (see subclause 7.2.5) populated with values received from the HSS if the message is forwarded within the S-CSCF home network, including towards AS.

When the S-CSCF receives the UPDATE request, the S-CSCF shall store the access-network-charging-info parameter from the P-Charging-Vector header. The access-network-charging-info parameter shall be retained in the P-Charging-Vector header when the request is forwarded to an AS. However, the access-network-charging-info parameter shall not be included in the P-Charging-Vector header when the UPDATE request is forwarded outside the home network of the S-CSCF.

When the S-CSCF receives any request or response related to a mobile-originated dialog or standalone transaction, the S-CSCF may insert previously saved values into P-Charging-Vector and P-Charging-Function-Addresses headers before forwarding the message within the S-CSCF home network, including towards AS.

5.4.4.2.2
Mobile-terminating case

When the S-CSCF sends the 183 response, the S-CSCF shall insert an term-ioi parameter in the P-Charging-Vector header of the outgoing response if the response is sent to another network, an AS or an I-CSCF. The term-ioi parameter shall be set to a value that identifies the sending network of the response and the orig-ioi parameter is set to the previously received value of orig-ioi.

When the S-CSCF receives the 183 response, the S-CSCF shall insert a P-Charging-Function-Addresses header (see subclause 7.2.5) populated with values received from the HSS if the message is forwarded within the S-CSCF home network, including towards AS.

When the S-CSCF receives 180 (Ringing) or 200 (OK) (to INVITE) responses, the S-CSCF shall store the access-network-charging-info parameter from the P-Charging-Vector header. The access-network-charging-info parameter shall be retained in the P-Charging-Vector header when the response is forwarded to an AS. However, the access-network-charging-info parameter shall not be included in the P-Charging-Vector header when the response is forwarded outside the home network of the S-CSCF.

When the S-CSCF receives any request or response related to a mobile-originated dialog or standalone transaction, the S-CSCF may insert previously saved values into P-Charging-Vector and P-Charging-Function-Addresses headers before forwarding the message within the S-CSCF home network, including towards AS.

End of fifth changes

Start of sixth changes

5.4.6
Call-related requests

5.4.6.1
ReINVITE

5.4.6.1.1
Determination of served user

Void.

5.4.6.1.2
Mobile-originating case

For a reINVITE request from the UE, when the S-CSCF receives the UPDATE request, the S-CSCF shall store the updated access-network-charging-info parameter from P-Charging-Vector header. The access-network-charging-info parameter shall be retained in the P-Charging-Vector header when the request is forwarded to an AS. However, the access-network-charging-info parameter shall not be included in the P-Charging-Vector header when the UPDATE request is forwarded outside the home network of the S-CSCF.

For a reINVITE request from the UE, the S-CSCF shall also remove the P-Access-Network-Info header and may act upon its contents accordingly.

5.4.6.1.3
Mobile-terminating case

For a reINVITE request destined towards the UE, when the S-CSCF receives the 200 (OK) response (to the INVITE), the S-CSCF shall store the updated access-network-charging-info parameter from the P-Charging-Vector header. The access-network-charging-info parameter shall be retained in the P-Charging-Vector header when the response is forwarded to the AS. However, the access-network-charging-info parameter shall not be included in the P-Charging-Vector header when the 200 (OK) response is forwarded outside the home network of the S-CSCF.

For a 200 (OK) response to an INVITE, the S-CSCF shall also remove the P-Access-Network-Info header and may act upon its contents accordingly.

End of sixth changes

Start of seventh changes

7.2.6
P-Charging-Vector header

7.2.6.1
Introduction

The P-Charging-Vector header is the mechanism whereby the charging correlation information may be shared by IM CN subsystem functional entities. The charging correlation information consists of the following:

-
IMS Charging Identifier (ICID), which is a globally unique identifier created per IMS dialog that is stored in all related CDRs. See 3GPP TS 32.225 [17] for requirements on the format of ICID.

-
Inter Operator Identifier (IOI), which are globally unique identifiers for a particular network.

-
Access Network Charging Information, which is charging information specific to the type of access network. 
The first IM CN subsystem functional entity involved with a dialog or standalone transaction inserts the header with the icid parameter. Additional parameters are inserted into the P-Charging-Vector header by other entities as the processing continues. The header may be included in requests and responses.

7.2.6.2
Syntax

The P-Charging-Vector header field has the syntax described in draft-garcia-sipping-3gpp-p-headers  [52]. Table 7.3 describes extensions required for 3GPP.

Table 7.3: Syntax of extensions to P-Charging-Vector header

   access-network-charging-info = (gprs-charging-info / generic-param)

   gprs-charging-info = 
ggsn *(SEMI pdp-info)
 [SEMI extension-param]

   ggsn = "ggsn" EQUAL gen-value

   pdp-info = pdp-sig SEMI gcid SEMI auth-token *(SEMI flow-id)

   pdp-sig = "pdp-sig" EQUAL ("yes" / "no")
   gcid = "gcid" EQUAL gen-value



   auth-token = "auth-token" EQUAL gen-value

   flow-id = "flow-id" EQUAL gen-value

   extension-param = token [EQUAL (token | quoted-string)]

The access-network-charging-info parameter is an instance of generic-param from the current charge-params component of P-Charging-Vector header 

The access-network-charging-info parameter includes alternative definitions for different types access networks.

GPRS is the initially supported access network (gprs-charging-info parameter). For GPRS there are the following components to track: GGSN address (ggsn parameter) and one or more PDP contexts (pdp-info parameter). Each PDP context has an indicator if it is an IM CN subsystem signalling PDP context (pdp-sig parameter), an associated GPRS Charging Identifier (gcid parameter), a media authorization token (auth-token parameter) and one or more flow identifiers (flow-id parameter) that identify associated m-lines within the SDP from the SIP signalling. These parameters are transferred from the GGSN to the P-CSCF (PDF) over the Go interface, see 3GPP TS 29.207[12].
For a PDP context that is only used for SIP signalling, i.e. no media stream requested requested for a session, then there is no authorisation activity or information exchange over the Go interface. Since there are no GCID, media authorization token or flow identifiers in this case, the GCID and media authorization token are set to zero and no flow identifier parameters are constructed by the P-CSCF.

7.2.6.3
Operation

The operation of this header is described in subclauses 5.2, 5.3, 5.4, 5.5, 5.6, 5.7 and 5.8.

End of seventh changes
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