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5.2
Procedures at the P-CSCF

5.2.1
General

The P-CSCF shall support the Path and Service-Route headers.

NOTE 1:
The Path header is only applicable to the REGISTER request and its 200 (OK) response. The Service-Route header is only applicable to the 200 (OK) response of REGISTER request.

When the P-CSCF sends any request or response to the UE, before sending the message the P-CSCF shall:

-
remove the P-Charging-Function-Addresses and P-Charging-Vector headers, if present.

When the P-CSCF receives any request or response from the UE, the P-CSCF shall:

-
remove the P-Charging-Function-Addresses and P-Charging-Vector headers, if present. Also, the P-CSCF shall ignore any data received in the P-Charging-Function-Addresses and P-Charging-Vector headers; and

-
may insert previously saved values into the P-Charging-Function-Addresses and P-Charging-Vector headers before forwarding the message.

NOTE 2:
When the P-CSCF is located in the visited network, then it will not receive the P-Charging-Function-Addresses header from the S-CSCF or I-CSCF. Instead, the P-CSCF discovers charging function addresses by other means not specified in this document.

5.2.2
Registration

When the P-CSCF receives a REGISTER request from the UE, the P-CSCF shall:

1)
insert a Path header in the request including an entry containing: 

-
the SIP URL identifying the P-CSCF;

-
an indication that requests routed in this direction of the path (i.e. from the S-CSCF to the P-CSCF) shall be treated as for the mobile-terminating case. This indication may e.g. be in a parameter in the URL,  , a character string in the user part of the URL, or be a port number in the URL;

2)
insert a Supported and a Require header both containing the option tag "path";

3)
for the initial REGISTER request for a public user identity create a new, globally unique value for icid, save it locally and insert it into the icid parameter of the P-Charging-Vector header (see subclause 7.2.5). Also include the gprs-charging-info parameter in the P-Charging-Vector header (see subclause 5.2.7.4);

4)
insert the parameter "integrity-protected" (described in subclause 7.2A.2) with a value “yes” into the Authorization header field in case the REGISTER request was received integrity protected, otherwise insert the parameter with the value “no”;

5)
in case the REGISTER request was received without integrity protection, then check the existence of the Security-Client header. If the header is present, then remove and store it. The 'Require: sec-agree' header shall also be removed. If the header is not present, then a suitable 4xx error code shall be sent back;

6)
in case the REGISTER request was received integrity protected, then the P-CSCF shall:

-
check the security association which protected the request. If that has a temporary lifetime, then the request shall contain a Security-Verify header. If there is no such header, then a suitable 4xx error code shall be sent back. If there is such header, then compare the content of the Security-Verify header with the local static security list. If those do not match, then there is a potential man-in-the-middle attack. The request should be rejected by sending a suitable 4xx error response. If the contents match, then the Security-Verify header together with the 'Require: sec-agree' header shall be removed from the request; and

-
if the security association the REGISTER request came is an established one, then a Security-Verify header is not expected to be included. If the header is present, then that shall be removed together with the 'Require: sec-agree' header;

7)
insert a P-Visited-Network-ID header field, with the value of a pre-provisioned string that identifies the visited network at the home network; and

8)
determine the I-CSCF of the home network and forward the request to that I-CSCF.

When the P-CSCF receives a 401 (Unauthorized) response to a REGISTER request, the P-CSCF shall:

1)
 remove and store the CK and IK values contained in the 401 (Unauthorized) response. The 401 (Unauthorized) response shall be forwarded to the UE if and only if the CK and IK have been removed;

2)
insert the Security-Server header in the response, containing the P-CSCF static security list. For further information see 3GPP TS 33.203 [19]; and

3)
set up the security association between the UE and the P-CSCF with a temporary lifetime. For further details see 3GPP TS 33.203 [19] and draft-sip-sec-agree [48]. The SIP level lifetime of the Security Association shall be long enough to permit the UE to finalize the registration procedure (bigger than 64*T1). The IPSec level lifetime of the Security Association shall be set to the maximum.
When the P-CSCF receives a 200 (OK) response to a REGISTER request, the P-CSCF shall check the value of the Expires header field and/or Expires parameter in the Contact header. When the value of the Expires header field and/or expires parameter in the Contact header is different than zero, then the P-CSCF shall:

1)
save the list of Service-Route headers preserving the order. This list shall be stored during the entire registration period of the respective public user identity. This list shall be used to preload the routeing information into the initial requests originated by the UE. If this registration is a reregistration, the P-CSCF shall replace the already existing list of Service-Route headers with the new list;

2)
associate the Service-Route header information with the registered public user identity;

3)
remove any Path and Service-Route headers from the 200 (OK) response before forwarding the response to the UE;

4)
store the public user identities found in the P-Associated-URI header value, as those that are authorized to be used by the UE;

5)
store the default public user identity for use with procedures for the P-Asserted-Identity. The default public user identity is specifically indicated in the Associated-URI header values;

Editor's note: The exact mechanism for indicating this value is for further discussion.

6)
store the values received in the P-Charging-Function-Addresses header; and

7)
update the SIP level lifetime of the security association with the value found in the Expires header.

NOTE:
The P-CSCF will maintain two Route lists. The first Route list - created during the registration procedure - is used only to pre-load the routeing information into the initial INVITE request that originated at the UE. This list is valid during the entire registration of the respective public user identity. The second Route list - constructed from the Record Route headers in the initial INVITE and associated response - is used during the duration of the call. Once the call is terminated, the second Route list is discarded.

The P-CSCF shall delete any security association from the IPSec database when their SIP level lifetime expires.

Next proposed change
5.2.6.3
Requests initiated by the UE

When the P-CSCF receives an initial request for a dialog or a request for a standalone transaction, and the request contains as P-Asserted-Identity header that matches one of the registered public user identities, the P-CSCF shall identify the initiator of the request by that public user identity.

When the P-CSCF receives an initial request for a dialog or a request for a standalone transaction, and the request contains as P-Asserted-Identity header that does not match one of the registered public user identities, or does not contain a P-Asserted-Identity header, the P-CSCF shall identify the initiator of the request by a default public user identity.

NOTE:
The contents of the From header do not form any part of this decision process.

When the P-CSCF receives from the UE an initial request for a dialog, and a Service-Route header list exists for the initiator of the request, the P-CSCF shall:

1)
remove any Route header from the request;

2)
select the list of Route headers that was created during the registration or reregistration of the respective public user identity utilizing the Service-Route mechanism;

3)
pre-load the list of Route headers to the request;

4)
create a Record-Route header containing its own SIP URL;

5)
insert a P-Asserted-Identity header with a value representing the initiator of the request;

6)
create a new, globally unique value for the icid parameter and insert it into the P-Charging-Vector header; and

7)
forward the request based on the topmost Route header.

When the P-CSCF receives a 1xx or 2xx response to the above request, the P-CSCF shall:

1)
store the values received in the P-Charging-Function-Addresses header;

2)
remove the list of Record-Route headers from the received response;

3)
create a new list of stored Route headers, with the newly received list of Record-Route headers. The Contact header received in the response shall not be appended to the bottom of the stored list of Route headers;

4)
store the dialog ID and associate it with the private user identity and public user identity involved in the session;

5)
save the Contact header received in the response in order to release the dialog if needed; and

6)
forward the response to the UE.

When the P-CSCF receives any other response to the above request, the P-CSCF shall:

1)
remove any list of Record-Route headers, even though not allowed, from the received response; and

2)
forward the response to the UE.

When the P-CSCF receives from the UE a refresh request for a dialog, the P-CSCF shall:

1)
verify if the request relates to a dialog in which the originator of the request is involved:

a)
if the request does not relates to an existing dialog in which the originator is involved, then the P-CSCF shall answer the request by sending a 403 (Forbidden) response back to the originator. The P-CSCF will not forward the request. No other actions are required;

b)
if the request relates to an existing dialog in which the originator is involved, then the P-CSCF shall continue with the following steps;

2)
remove any Route header from the request;

3)
select the list of Route headers that was created during the exchange of the initial request and its associated response;

4)
pre-load the list of Route headers to the request;

5)
create a Record-Route header containing its own SIP URL; and

6)
forward the request based on the topmost Route header.

When the P-CSCF receives a 1xx or 2xx response to the above request, the P-CSCF shall:

1)
remove the list of Record-Route headers from the received response;

2)
overwrite any existing list of stored Route headers, or create a new list of stored Route headers, with the newly received list of Record-Route headers. The Contact header received in the response shall not be appended to the bottom of the stored list of Route headers;

3)
save the Contact header received in the response in order to release the dialog if needed; and
4)
forward the response to the UE.

When the P-CSCF receives any other response to the above request, the P-CSCF shall:

1)
remove any list of Record-Route headers, even though not allowed, from the received response; and

2)
forward the response to the UE.

When the P-CSCF receives from the UE the request for a standalone transaction, and a Service-Route header list exists for the initiator of the request, the P-CSCF shall:

1)
remove any Route header from the request;

2)
select the list of Route headers that was created during the registration or reregistration of the respective public user identity utilizing the Service-Route mechanism;

3)
pre-load the list of Route headers to the request;

4)
insert a P-Asserted-Identity header with a value representing the initiator of the request;

5)
create a new, globally unique value for the icid parameter and insert it into the P-Charging-Vector header; and

6)
forward the request based on the topmost Route header.

When the P-CSCF receives any response to the above request, the P-CSCF shall:

1)
store the values received in the P-Charging-Function-Addresses header; and

2)
remove any list of Record-Route headers, even though not allowed, from the received response and forward it to the UE.

When the P-CSCF receives from the UE subsequent requests other than a refreshing request, the P-CSCF shall:

1)
verify if the request relates to a dialog in which the originator of the request is involved:

a)
if the request does not relates to an existing dialog in which the originator is involved, then the P-CSCF shall answer the request by sending a 403 (Forbidden) response back to the originator. The P-CSCF will not forward the request. No other actions are required;

b)
if the request relates to an existing dialog in which the originator is involved, then the P-CSCF shall continue with the following steps;

2)
select the list of Route headers that was created during the exchange of the initial request and associated response for this call;

3)
pre-load the list of Route headers to the request; and

4)
forward the request based on the topmost Route header.

When the P-CSCF receives any response to the above request, the P-CSCF shall:

1)
remove any list of Record-Route headers, valid or not, from the received response; and

2)
forward the response to the UE.

When the P-CSCF receives from the UE an initial request for a dialog, a refresh request for a dialog, or the request of a standalone transaction, and a Service-Route header list does not exist for the initiator of the request, the P-CSCF shall:

1)
send a 403 (Forbidden) response back to the UE containing a warning header.

Editor's Note: how to find out whether the user has a valid registration in the P-CSCF is FFS.

Editor's Note: The correct value for the warning code is yet to be assigned by IANA.

When the P-CSCF receives from the UE the request for an unknown method, and a Service-Route header list exists for the initiator of the request, the P-CSCF shall:

1)
select the list of Route headers that was created during the registration or reregistration of the respective public user identity utilizing the Service-Route mechanism;

2)
pre-load the list of Route headers to the request, 

3)
insert an P-Asserted-Identity header with a value representing the initiator of the request; and

4)
forward the request based on the topmost Route header.

When the P-CSCF receives any response to the above request, the P-CSCF shall:

1)
remove any list of Record-Route headers, even though invalid, from the received response; and

2)
forward the response to the UE.
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5.3.3
THIG functionality in the I-CSCF(THIG)

5.3.3.1
General

The following procedures shall only be applied if topology hiding is required by the network. The network requiring topology hiding is called the hiding network.

NOTE:
Requests and responses are handled independently therefore no state information is needed for that purpose within an I-CSCF(THIG).

All headers which reveal topology information, such as Via, Route, Record-Route, Service-Route, shall be subject to topology hiding.

Upon receiving an incoming REGISTER request for which topology hiding has to be applied and which includes a Path header, the I-CSCF(THIG) shall add the routeable SIP URL of an I-CSCF(THIG) to the top of the Path header. The inserted SIP URL may include an indicator that identifies the direction of subsequent requests received by the I-CSCF i.e., from the S-CSCF towards the P-CSCF, to identify the mobile-terminating case. This indicator may e.g., be a unique header URL parameter, a username string in the URL, or a dedicated port in the URL. 
Upon receiving an incoming initial request for which topology hiding has to be applied and which includes a Record-Route header, the I-CSCF(THIG) shall add its own routeable SIP URL to the top of the Record-Route header.

Upon receiving an outgoing initial request for which topology hiding has to be applied and which includes P-Charging-Function-Addresses header, the I-CSCF(THIG) shall remove the P-Charging-Function-Addresses header prior to forwarding the message.

Next proposed change
5.4
Procedures at the S-CSCF

5.4.1
Registration and authentication

5.4.1.1
Introduction

The S-CSCF shall act as the SIP registrar for all UAs of the IM CN subsystem with public user identities.

The S-CSCF shall support the use of the Path and Service-Route header. The S-CSCF must also support the Require and Supported headers. The Path header is only applicable to the REGISTER request and its 200 (OK) response. The Service-Route header is only applicable to the 200 (OK) response of REGISTER.

The network operator defines minimum and maximum times for each registration. These values are provided within the S-CSCF.

The procedures for notification concerning automatically registered public user identities of a user are described in subclause 5.4.2.1.2.

Next proposed change
5.4.1.2.2
Protected REGISTER

Upon receipt of a REGISTER request with the integrity-protection parameter set to 'yes', the S-CSCF shall:

In the case that there is no authentication currently ongoing for this user (i.e. no timer reg-await-auth is running):

1) 
identify the user by the public user identity as received in the To header and the private user identity as received in the From header of the REGISTER request;

2)
check if the user needs to be reauthenticated.

The S-CSCF may require authentication of the user for any REGISTER request, and shall always require authentication for registration requests received without integrity protection by the P-CSCF. The information that a REGISTER request was received integrity protected at the P-CSCF may be used as part of the decision to challenge the user. 

If the user needs to be reauthenticated, the S-CSCF shall proceed with the procedures as described for the initial REGISTER in subclause 5.4.1.2.1, beginning with step 4). If the user does not need to be reauthenticated, the S-CSCF shall proceed with the following steps in this paragraph; 

3)
check whether an Expires timer is included in the REGISTER request and its value. If the Expires header indicates a zero value, the S-CSCF shall perform the deregistration procedures as described in subclause 5.4.1.4. If the Expires header does not indicate zero, the S-CSCF shall proceed with the procedures as described for the second REGISTER in subclause 5.4.1.2, beginning with step 7); and

4)
remove the P-Access-Network-Info header and may act upon the contents accordingly.

In the case that a timer reg-await-auth is running for this user the S-CSCF shall:

1)
identify the user by the public user identity as received in the To header and the private user identity as received in the username field in the Authorization header of the REGISTER request;

2)
check if the Call-ID of the request matches with the Call-ID of the 401 (Unauthorized) response which carried the last challenge. The S-CSCF shall only proceed further if the Call-IDs match.

3)
stop timer reg-await-auth;

4) 
check whether an Authorization header is included, containing:

-
the private user identity of the user in the username field;

-
the algorithm which is AKAv1-MD5 in the algorithm field; and

-
the RES parameter needed for the authentication procedure in the response field.

The S-CSCF shall only proceed with the following steps in this paragraph if the RES parameter was included;

5) 
check whether the received RES parameter and the XRES parameter match. The XRES parameter was received from the HSS as part of the Authentication Vector. The S-CSCF shall only proceed with the following steps if RES and XRES are matching;

6)
after performing the Cx Server Assignment procedure with the HSS, as described in 3GPP TS 29.229 [15], store the following information in the local data:

-
the list of public user identities associated to the user, including the own public user identity under registration and the implicitly registered due to the received REGISTER request. Each public user identity is identified as either barred or non-barred; and,

-
the user profile(s) of the user including initial Filter Criteria;

NOTE 1:
There might be more than one set of initial Filter Criteria received because some implicitly registered public user identities that are part of the same user’s subscription may belong to different service profiles.

7)
bind to each non-barred registered public user identity all registered contact information and store the related method tag values from the Contact header for future use;

NOTE 2:
There might be more then one contact information available for one public user identity.

NOTE 3:
The barred public user identities are not bound to the contact information.

8) 
check whether a Path header was included in the REGISTER request and construct a list of preloaded Route headers from the list of entries in the Path header. The S-CSCF shall preserve the order of the preloaded Route headers and bind them to the contact information that was received in the REGISTER message;

NOTE 4:
If this registration is a reregistration, then a list of pre-loaded Route headers will already exist. The new list replaces the old list.

9) 
determine the duration of the registration by checking the value of the Expires header in the received REGISTER request. The S-CSCF may reduce the duration of the registration due to local policy or send back a 423 (Interval Too Brief) response specifying the minimum allowed time for registration;

10)
store the icid parameter received in the P-Charging-Vector header;

11)
remove the P-Access-Network-Info header and may act upon the contents accordingly;

12)
 create a 200 (OK) response for the REGISTER request, including:

-
an expiration time in the Expires header, using one value provided within the S-CSCF, and,

-
the list of received Path headers;

-
a P-Associated-URI header containing the list of public user identities that the user is authorized to use. Such a collection of public user identities may or may not be implicitly registered by the network. Using information supplied by the HSS, the P-Associated-URI header will indicate the default public user identity to be used by the P-CSCF in conjunction with the procedures for the P-Asserted-Identity header;

Editor's note: The mechanism for indicating this default public user identity is yet to be agreed.

· a Service-Route header containing

-
the SIP URL identifying the S-CSCF containing an indication that requests routed via the service route (i.e. from the P-CSCF to the S-CSCF) shall be treated as for the mobile-originating case. This indication may e.g. be in a URL parameter, a character string in the user part of the URL or be a port number in the URL; and,


-
if network topology hiding is required a SIP URL identifying an I-CSCF(THIG) as the topmost entry;
13)
send the so created 200 (OK) response to the UE;

14)
send a third-party REGISTER request, as described in subclause 5.4.1.7, to each Application Server that matches the Filter Criteria from the HSS for the REGISTER event; and,

NOTE 5:
If this registration is a reregistration, the Filter Criteria already exists in the local data.
15)
handle the user as registered for the duration indicated in the Expires header.

Next proposed change
5.5
Procedures at the MGCF

5.5.1
General

The MGCF, although acting as a UA, does not initiate any registration of its associated addresses. These are assumed to be known by peer-to-peer arrangements within the IM CN subsystem. Therefore the dependencies of table A.3/1 and table A.3/2 shall not apply.

The use of the Path and Service-Route headers shall not be supported by the MGCF.

When the MGCF sends any request or response related to a dialog or standalone transaction, the MGCF may insert previously saved values into P-Charging-Vector and P-Charging-Function-Addresses headers before sending the message.

Next proposed change
5.6
Procedures at the BGCF

5.6.1
General

The use of the Path and Service-Route headers shall not be supported by the BGCF.

When the BGCF receives any request or response related to a dialog or standalone transaction, the BGCF may insert previously saved values into P-Charging-Vector and P-Charging-Function-Addresses headers before forwarding the message.

Next proposed change
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