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DRAFT

Project plan for Security : Summary of current status

This short summary is intended to indicate the status of important areas of the work, and, to propose a review process. Full details are in the latest version of 3G PD 30.810 and its associated excel spreadsheet.

Review process

In section 3.4 of PD 30.810, S3 have proposed that they review all the relevant specifications for all the security work topics on completion of the tasks by the TSGs. 

Work currently (just about) on schedule for December ’99

a)
Authentication and key agreement

b)
Access Link integrity protection

c)
Access link confidentiality

Work for which the situation is not clear

a)
Hooks for network wide encryption

It appears to me that no one outside of S3 really understands this topic. S3 do not seem to be alarmed by this situation: perhaps all the hooks are in place? The project plan has been revised. It is now proposed that S3 review the specifications that are agreed in December ’99 by the T, RAN, CN and SA plenaries, and identify any necessary corrections. Any corrective CRs are then produced before the next set of plenaries.

Work that is not on schedule for December ‘99

a)
User Identity Confidentiality:

Although work is progressing, there are still significant unresolved issues. In the absence of extraordinary progress over the next few days, the CRs for this work item will not be ready in December. Given the nature of the unresolved issues, it seems likely to me that this work will be delayed until Q2 2000. Indeed, given that this work item seems to place requirements on all R’99 mobiles and all VPLMNs, there must be a considerable chance that it will become an infeasible feature.

b)
Core Network Signalling Security

The scope of this work is restricted to N2 and S3. Work has not really got going in N2. The work is, however, very urgent and needed as soon as possible. I anticipate enhanced dialogue between N2 and S3 on this topic: hopefully the work will be completed by the first set of plenaries in 2000. 

c)
User Equipment Identification

Work on this appears to have slipped entirely into next year.

