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(Reason for change:)
In Case 1 and Case 2, we have an undesirable ATTACH REQUEST, due to a loss of the IDENTITY REQUEST message or due to delays before invoking the GMM-common procedure after receiving the ATTACH REQUEST. In Case 2, we have in addition an undesirable IDENTITY RESPONSE message (this would be similar for an AUTHENTICATION AND CIPHERING message).

At the present time, the network will resend the ATTACH ACCEPT message. Then the MS will re-send the ATTACH COMPLETE message if the PTMSI was included, or may as well interpret it as an error. The network may also keep repeating the e.g. IDENTITY REQUEST message as an answer to the ATTACH REQUEST (up to 4 times).

Therefore, this CR corrects the Abnormal cases on the network side for the GPRS attach and combined attach procedures. It also highlights that this is not an error for the network to receive subsequent IDENTITY RESPONSE or AUTHENTICATION AND CIPHERING MESSAGES (sub-clause 8.4). Also T3322, T3350, T3360 and T3370 were reduced from 8 to 6 seconds.



Clauses affected:
4.7.3.1.6, 4.7.3.2.6, 4.7.7.6, 4.7.8.4, 8.4, and table 11.4 of 11.2.2.
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Other 
comments:
Also CR 04.08 A469r1 (Tdoc N1-9938) including the detail of the GSM 08.18 FLUSH procedure is useful to understand how the problem can happen.
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*** For information ***

4.7.3.1
GPRS attach procedure for GPRS services

The GPRS attach procedure is a GMM procedure used by GPRS MSs to IMSI attach for GPRS services only.

The attach type information element shall indicate “GPRS attach”.

*** First modified section ***

4.7.3.1.6
Abnormal cases on the network side

The following abnormal cases can be identified:

a)
Lower layer failure 

If a low layer failure occurs before the message ATTACH COMPLETE has been received from the MS and a new P-TMSI (or a new P-TMSI and a new P-TMSI signature) has been assigned, the network shall consider both the old and new P-TMSI each with its corresponding P-TMSI-signature as valid for a certain recovery time and shall not resent the message ATTACH ACCEPT. During this period the network may:

-
consider the new P-TMSI only as valid, if it is used by the MS in a subsequent message;

-
use the identification procedure followed by a P-TMSI reallocation procedure if the old P-TMSI is used by the MS in a subsequent message.

b)
Protocol error

If the ATTACH REQUEST message is received with a protocol error, the network shall return an ATTACH REJECT message with one of the following reject causes:


#96:
Mandatory information element error;


#99:
Information element non-existent or not implemented;


#100:
Conditional IE error;


#111:
Protocol error, unspecified.

c) 
T3350 time-out

On the first expiry of the timer, the network shall retransmit the ATTACH ACCEPT message and shall reset and restart timer T3350. 

This retransmission is repeated four times, i.e. on the fifth expiry of timer T3350, the GPRS attach procedure shall be aborted. If a new P-TMSI or a new P-TMSI together with a new P-TMSI signature were allocated in the ATTACH ACCEPT message, the network shall consider both the old and new P-TMSI each together with the corresponding P-TMSI signatures as valid for a certain recovery time. During this period the network acts as specified for case a.

d.1)
ATTACH REQUEST received after the ATTACH ACCEPT message has been sent and before the ATTACH COMPLETE message is received

-
If  one or more of the information elements in the ATTACH REQUEST message differ from the ones received within the previous ATTACH REQUEST message, the previously initiated GPRS attach procedure shall be aborted and the new GPRS attach procedure shall be progressed ; or
· If no information element differ, then the ATTACH ACCEPT message shall be resent.

d.2)
More than one ATTACH REQUEST received and no ATTACH ACCEPT or ATTACH REJECT message has been sent
· If one or more of the information elements in the ATTACH REQUEST message differ from the ones received within the previous ATTACH REQUEST message, the previously initiated GPRS attach procedure shall be aborted and the new GPRS attach procedure shall be progressed ;
· If the information elements do not differ, then the network shall continue with the previous attach procedure and shall not treat any further this ATTACH REQUEST message.

e)
ATTACH REQUEST received in state GMM-REGISTERED

If an ATTACH REQUEST message is received in state GMM-REGISTERED the network may initiate the GMM common procedures; if it turned out that the ATTACH REQUEST message was  send by an MS that has already been attached, the GMM context and PDP contexts, if any, are deleted and the new ATTACH REQUEST is progressed.

f)
ROUTING AREA UPDATE REQUEST message received before ATTACH COMPLETE message.

Timer T3350 shall be stopped. The allocated P-TMSI shall be considered as valid and the routing area updating procedure shall be progressed as described in section 4.7.5.
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Figure 4.7.3/1 GSM 04.08: GPRS attach procedure and combined GPRS attach procedure

4.7.3.2
Combined GPRS attach procedure for GPRS and non-GPRS services

The combined GPRS attach procedure is a GMM procedure used by a GPRS MS operating in MS operation modes A or B for IMSI attach for GPRS and non-GPRS services. 

If a GPRS MS operating in MS operation modes A or B is already attached for non-GPRS services by use of the MM specific IMSI attach procedure, but additionally wishes to perform an IMSI attach for GPRS services, the combined GPRS attach procedure shall also be used.

The attach type information element shall indicate “combined GPRS attach”. In this case, the messages ATTACH ACCEPT, ATTACH COMPLETE, and ATTACH REJECT used by the combined GPRS attach procedure carry information for both the GPRS and the non-GPRS services.

*** Next modified section ***

4.7.3.2.6
Abnormal cases on the network side

The abnormal cases specified in section 4.7.3.1.6 apply with the following exception for cases a, c and d in the above referenced section:

a)
Low layer failure 

If a low layer failure occurs before the message ATTACH COMPLETE has been received from the MS and a new P-TMSI and/or TMSI has been assigned, the network shall consider both the old and new P-TMSI and/or TMSI as valid for a certain recovery time and shall not resent the message ATTACH ACCEPT. During this period the network may:

-
consider the new P-TMSI and/or TMSI only as valid, if it is used by the MS in a subsequent message,

-
use the identification procedure followed by a P-TMSI and/or TMSI reallocation procedure if the old P-TMSI and/or TMSI is used by the MS in a subsequent message. 

b) 
T3350 time-out

On the first expiry of the timer, the network shall retransmit the ATTACH ACCEPT message and shall reset and restart timer T3350. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3350, the GPRS attach procedure shall be aborted. If a new P-TMSI or a new P-TMSI together with a new P-TMSI signature and/or TMSI were allocated in the ATTACH ACCEPT message, the network shall consider both the old and new P-TMSI each together with the corresponding P-TMSI signatures and/or the old and new TMSI as valid for a certain recovery time. During this period the network acts as specified for case a.

c.1)
ATTACH REQUEST received after the ATTACH ACCEPT message has been sent and before the ATTACH COMPLETE message is received

· If one or more of the information elements in the ATTACH REQUEST message differ from the ones included in the previous ATTACH REQUEST message, the previously initiated GPRS attach procedure shall be aborted and the new GPRS attach procedure shall be progressed ; or

· If the information elements do not differ, the ATTACH ACCEPT message shall be re-transmitted with the same P-TMSI and/or P-TMSI signature and/or TMSI as in the earlier message if the P-TMSI and/or TMSI reallocation shall be performed.

c.2)
More than one ATTACH REQUEST received and no ATTACH ACCEPT or ATTACH REJECT message has been sent

· -
If one or more of the information elements in the ATTACH REQUEST message differ from the ones received within the previous ATTACH REQUEST message, the previously initiated GPRS attach procedure shall be aborted and the new GPRS attach procedure shall be progressed ;
· If the information elements do not differ, then the network shall continue with the previous attach procedure and shall not treat any further this ATTACH REQUEST message.

*** Next modified section ***

4.7.7.6
Abnormal cases on the network side

The following abnormal cases can be identified:

a)
Lower layer failure


Upon detection of a lower layer failure before the AUTHENTICATION AND CIPHERING RESPONSE is received, the network shall enter the state GMM-DEREGISTERED.

b)
Expiry of timer T3360


The network shall, on the first expiry of the timer T3360, retransmit the AUTHENTICATION AND CIPHERING REQUEST and shall reset and start timer T3360. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3360, the procedure shall be aborted and the network shall enter the state GMM-DEREGISTERED.

 c)
Collision of an authentication and ciphering procedure with a GPRS attach procedure


If the network receives an ATTACH REQUEST message before the ongoing authentication procedure has been completed and no GPRS attach procedure is pending on the network (i.e. no ATTACH ACCEPT/REJECT message has to be sent as an answer to an ATTACH REQUEST message), the network shall abort the authentication and ciphering procedure and proceed with the new GPRS attach procedure.

d)
Collision of an authentication and ciphering procedure with a GPRS attach procedure when the authentication and ciphering procedure has been caused by a previous GPRS attach procedure

If the network receives an ATTACH REQUEST message before the ongoing authentication procedure has been completed and a GPRS attach procedure is pending (i.e. an ATTACH ACCEPT/REJECT message has still to be sent as an answer to an earlier ATTACH REQUEST message), then:

· If one or more of the information elements in the ATTACH REQUEST message differ from the ones received within the previous ATTACH REQUEST message, the network shall not treat the authentication any further and proceed with the GPRS attach procedure ; or

· If the information elements do not differ, then the network shall not treat any further this new ATTACH REQUEST.
Collision of an authentication and ciphering procedure with a GPRS detach procedure

GPRS detach containing  cause "power off":


If the network receives a DETACH REQUEST message before the ongoing authentication and ciphering procedure has been completed, the network shall abort the authentication and ciphering procedure and shall progress the GPRS detach procedure.

GPRS detach containing  other causes than "power off":

If the network receives a DETACH REQUEST message before the ongoing authentication and ciphering procedure has been completed, the network shall complete the authentication and ciphering procedure and shall respond to the GPRS detach procedure as described in section 4.7.4.

e)
Collision of an authentication and ciphering procedure with a routing area updating procedure


If the network receives a ROUTING AREA UPDATE REQUEST message before the ongoing authentication procedure has been completed, the network shall progress both procedures.
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Figure 4.7.7/1 GSM 04.08: Authentication and ciphering procedure

4.7.8
Identification procedure

The identification procedure is used by the network to request an MS to provide specific identification parameters to the network e.g. International Mobile Subscriber Identity, International Mobile Equipment Identity (see GSM 03.03). For the presentation of the IMEI, the requirements of GSM 02.09 apply.

4.7.8.1
Identification initiation by the network

The network initiates the identification procedure by transferring an IDENTITY REQUEST message to the MS and starts the timer T3370. The IDENTITY REQUEST message specifies the requested identification parameters in the identity type information element.

4.7.8.2
Identification response by the MS

An MS that has been attached to GPRS shall be ready to respond to an IDENTITY REQUEST message at any time.

Upon receipt of the IDENTITY REQUEST message the MS sends back an IDENTITY RESPONSE message. The IDENTITY RESPONSE message shall contain the identification parameters as requested by the network. 

4.7.8.3
Identification completion by the network

Upon receipt of the IDENTITY RESPONSE the network shall stop timer T3370.

4.7.8.4
Abnormal cases on the network side

The following abnormal cases can be identified:

a)
Lower layer failure


Upon detection of a lower layer failure before the IDENTITY RESPONSE is received, the network shall abort any ongoing GMM procedure.

b)
Expiry of timer T3370


The identification procedure is supervised by the network by the timer T3370. The network shall, on the first expiry of the timer T3370, retransmit the IDENTITY REQUEST message and reset and restart the timer T3370. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3370, the network shall abort the identification procedure and any ongoing GMM procedure.

c)
Collision of an identification procedure with a GPRS attach procedure

If the network receives an ATTACH REQUEST message before the ongoing identification procedure has been completed and no GPRS attach procedure is pending on the network (i.e. no ATTACH ACCEPT/REJECT message has still to be sent as an answer to an ATTACH REQUEST message), the network shall proceed with the GPRS attach procedure.
d)
Collision of an identification procedure with a GPRS attach procedure when the identification procedure has been caused by a GPRS attach procedure
If the network receives an ATTACH REQUEST message before the ongoing identification procedure has been completed and a GPRS attach procedure is pending (i.e. an ATTACH ACCEPT/REJECT message has to be sent as an answer to an earlier ATTACH REQUEST message), then:

· If one or more of the information elements in the ATTACH REQUEST message differ from the ones received within the previous ATTACH REQUEST message, the network shall proceed with the GPRS attach procedure ; or

· If theinformation elements do not differ, then the network shall not treat any further this new ATTACH REQUEST.
Collision of an identification procedure with an MS initiated GPRS detach procedure

GPRS detach containing  cause "power off":


If the network receives a DETACH REQUEST message before the ongoing identification procedure has been completed, the network shall abort the identification procedure and shall progress the GPRS detach procedure.

GPRS detach containing other causes than "power off":

If the network receives a DETACH REQUEST message before the ongoing identification procedure has been completed, the network shall complete the identification procedure and shall respond to the GPRS detach procedure as described in section 4.7.4.

*** Next modified section ***

8.4
Unknown or unforeseen message type

If a mobile station receives a message with message type not defined for the PD or not implemented by the receiver in unacknowledged mode, it shall ignore the message.

If a mobile station receives a message with message type not defined for the PD or not implemented by the receiver in acknowledged mode, it shall return a status message (STATUS, RR STATUS or MM STATUS or GMM STATUS depending on the protocol discriminator) with cause # 97 "message type non-existent or not implemented".

If the network receives an RR message or MM message with message type not defined for the PD or not implemented by the receiver in a protocol state where reception of an unsolicited message with the given PD from the mobile station is not foreseen in the protocol, the network actions are implementation dependent. Otherwise, if the network receives a message with message type not defined for the PD or not implemented by the receiver, it shall ignore the message except that it should return a status message (STATUS, RR STATUS or MM STATUS or GMM STATUS depending on the protocol discriminator) with cause #97 "message type non-existent or not implemented".

NOTE:
A message type not defined for the PD in the given direction is regarded by the receiver as a message type not defined for the PD, see GSM 04.07 [20].

If the mobile station receives a message not compatible with the protocol state, the mobile station shall ignore the message except for the fact that, if an RR connection exists, it returns a status message (STATUS, RR STATUS or MM STATUS depending on the protocol discriminator)  with cause #98 "Message type not compatible with protocol state". When the message was a GMM message the GMM-STATUS message with cause #98 “Message type not compatible with protocol state” shall be returned.

If the network receives a message not compatible with the protocol state, the network actions are implementation dependent.
NOTE:
The use by GMM and SM of unacknowledged LLC may lead to messages “not compatible with the protocol state”. 

*** Next modified section ***

Table 11.4/GSM 04.08: GPRS Mobility management timers - network side

TIMER NUM.
TIMER VALUE
STATE 
CAUSE OF START
NORMAL STOP
ON THE
 1st , 2nd, 3rd , 4th  EXPIRY

T3313
Note 1
GMM-REG
Paging procedure initiated
Paging procedure completed
Network dependent

T3322
6s
GMM-
DEREG-INIT
DETACH REQ sent
DETACH ACCEPT received
Retransmission of DETACH REQUEST

T3350
6s
GMM-COMMON-PROC-INIT
ATTACH ACCEPT
sent with P-TMSI and/or TMSI


RAU ACCEPT sent with P-TMSI and/or TMSI

P-TMSI REALLOC COMMAND
sent
ATTACH COMPLETE received

RAU COMPLETE received

P-TMSI REALLOC COMPLETE received
Retransmission of the same message type, i.e. ATTACH ACCEPT, RAU ACCEPT or REALLOC COMMAND

T3360
6s
GMM- COMMON-PROC-INIT
AUTH AND CIPH REQUEST
sent
AUTH AND CIPH RESPONSE received
Retransmission of AUTH AND CIPH REQUEST

T3370
6s
GMM-COMMON-PROC-INIT
IDENTITY REQUEST sent
IDENTITY RESPONSE received
Retransmission of IDENTITY REQUEST

Table 11.4a/GSM 04.08: GPRS Mobility management timers - network side

TIMER NUM.
TIMER VALUE
STATE 
CAUSE OF START
NORMAL STOP
ON 
EXPIRY

T3314

READY
Default 
44 sec
Note 2
All except GMM-DEREG
Receipt of a PTP PDU
Forced to Standby
The network shall page the MS if a PTP PDU has to be sent to the MS

T3316 AA-

READY
Default 
44 sec
Note 2
-
Receipt of a PTP PDU
-
-

Mobile Reachable
Default 4 min greater than T3312
All except GMM-DEREG
Change from READY to STANDBY state or Gb interface RESUME message
PTP PDU received or Gb interface SUSPEND message
Network dependent but typically paging is halted on 1st expiry

NOTE: 
These are recommended values. The actual values are under operator control.

NOTE 1:
The value of this timer is network dependent.

NOTE 2:
The default value of this timer is used if neither the MS nor the Network send another value, or if the Network sends this value, in a signalling procedure. The value of this timer should be slightly shorter in the network than in the MS, this is a network implementation issue.

NOTE 3:
Typically, the procedures are aborted on the fifth expiry of the relevant timer. Exceptions are described in the corresponding procedure description.
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