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6 Signalling flows for REGISTER (non hiding)

6.1 Introduction

InIMS Authentication is performed at registration time. The following sections show examples of SIP registration and
UMTS AKA authentication. It is possible for the home to require other types of authentication.

In the example below, Digest AKA is used within SIP headersto carry the information related to the authentication-
challenge and response.

6.2 Registration signalling: user not registered

Figure 6.2-1 shows the registration signalling flow for the scenario when the user is not registered. For the purpose of
this registration signalling flow, the subscriber is considered to be roaming. This flow also shows the authentication of
the private user identity. In this signalling flow, the home network does not have network configuration hiding active.

3GPP



Error! No text of specified style in document. 4 Error! No text of specified style in document.

Visited Network (visited1.net) Home Network (homel.net)
| UE | | RAN | | GPRSIDHCP | | p.csck | | DNS .csck | | scsce | | Hss
(pcscfl) (icscfl_1) (scscfl)
1. GPRS Attach procedure
PDP Context Establishment
and
P-CSCF Discovery
2. REGISTER
3. DNS: DNS-Q
4. REGISTER
Ll
5. Cx: User registration status query
6. REGISTER
-
7.Cx:
Authentication
8. Autentication
Vector Selection
9. 401Unauthorized
-
10. 401 Urfauthorized
11. 401 Unauthorized -
-

12. Generation
of Response and
session keys

13. REGISTER
<{_ 14. DNS: DNS-Q
15. REGISTER
<16. Cx: User registration status query
17 REGISTER
18.
Authentication
CxS=
registration
otjfication
20. 200 OK
21. 200 OK
22.200 OK

Figure 6.2-1: Registration signalling: user not registered

1. GPRSAttach / PDP Context Establishment and P-CSCF Discovery (UE to GPRYS)
Thissignalling flow is shown to indicate prerequisites for the registration signalling.
See subclause 5.2 for details.
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2. REGISTER request (UE to P-CSCF) —see examplein table 6.2-2

The purpose of this request isto register the user's SIP URI with a S-CSCF in the home network. This request
is routed to the P-CSCF because it isthe only SIP server known to the UE. trthefellowing-SHPreguest-the

. . o) .
The P-CSCF will perform two actions, binding and forwarding. The binding is between the udser's SIP

URladdress (<sip:userl publicl@homel.net>) and the host (terminal) address ([5555::aaa:bbb:ccc:ddd])
which was acquired during PDP context activation process.

Table 6.2-2: REGISTER request (UE to P-CSCF)

REGQ STER si p:regi strar. honel.net SIP/2.0

Via: SIP/2.0/UDP [5555:: aaa: bbb: ccc: ddd] ; conp=si gconp; branch=z9h&bKnashds7
Max- Forwar ds: 70

P- Access- Net wor k- | nfo:  3GPP- UTRAN- TDD; utran-cel | -i d-3gpp=234151D0FCE11

From

To: <sip:userl_publicl@onel. net>
Cont act: <sip:[5555:: aaa: bbb: ccc: ddd] ; conp=si gconp>; expi r es=7200

Cal | -1 D: apb03a0s09dkj df gl kj 49111

Aut hori zati on: Digest username="userl_private@onel. net", real n¥"registrar. honel. net",
nonce="", uri="sip:registrar.honel.net", response=""

Security-dient: ipsec-3gpp; al g=hmac-sha-1-96; spi=12345678; port1=1357

Require: sec-agree
Pr oxy-

<si p: user1_publ i cl1@onel. net >; t ag=4f a3

Require: sec-agree

CSeq:

Supported: path
Exprres—7200

Content-Length: 0O

1 REGQ STER

Request-URI:  The Request-URI (the URI that follows the method name, "REGISTER", in the first line) indicates

Via:

the destination domain of this REGISTER request. The rules for routing a SIP request describe
how to use DN S to resolve this domain name ("'registrar.homel.net") into an address or entry point
into the home operator's network (the I-CSCF). Thisinformation is stored in the USIM.

IPv6 address of the SHR-sessionUE allocated during the PDP Context Activation process.

M ax-Forwards. Set to 70 by the UE and used to prevent loops.

From: Thisindicates the public user identity originating the REGISTER request. The public user identity
may be obtained from the USIM.

To: Thisindicates the public user identity being registered. Thisis the identity by which other parties
know this subscriber. It may be obtained from the USIM.

Contact: Thisindicates the point-of-presence for the subscriber - the IP address of the UE. Thisisthe

temporary point of contact for the subscriber that is being registered. Subsequent requests destined
for this subscriber will be sent to this address. Thisinformation is stored in the P-CSCF and S-
CSCF.

Authorization: It carries authentication information. The private user identity (userl_private@homel.net) is

carried in theusername field of the Digest AKA protocol. The uri parameter (directive) contains
the same value as the Request-URI. The realm parameter (directive) contains the network name
where the username is authenticated. The Request-URI and the realm parameter (directive) value
are obtained from the same field in the USIM and therefore, are identical. In this example, itis
assumed that a new UICC card was just inserted into the terminal, and there is no other cached
information to send. Therefore, nonce and response parameters (directives) are empty.

Security-Client: tLists the supported algorithm(s) by the UE.

Supported: This header isincluded to indicate to the recipient that the UE supports the Path header.

P-Access-Networ k-1 nfo: the UE provides the access-type and access-info, related to the serving access network as

specified in sub-clause ' Additional coding rules for P-Access-Network-Info header', in3GPP TS
24.229 [16].
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Upon receiving this request the P-CSCF will set it's SIP registration timer for this UE to the Expirestimein
this request.

3. DNS: DNS-Q

Based on the user's URI, the P-CSCF determines that UE is registering from avisiting domain and performs
the DNS queries to locate the I-CSCF in the home network. The look up in the DNS is based on the address
specified in the Request URI.

The P-CSCF sends the REGISTER request - after local processing - to the address indicated in the Request-
URI. When forwarding the REGISTER request the P-CSCF needs to specify the protocol, port number and

| P address of the I-CSCF server in the home network to which to send the REGISTER request. The P-CSCF
triesto find this information by querying the DNS. Since the Request-URI does not specify a numeric IP
address, and the transport protocol and port number are not indicated, the P-CSCF performsan NAPTR
query for the domain specified in the Request-URI.

Table 6.2-3a DNS: DNS Query (P-CSCF to DNS)
| OPCODE=SQUERY
¢ QNAME=r egi strar. homel. net, QCLASS=I N, QIYPE=NAPTR

The DNS records are retrieved according to RFC 3263 [14].

Table 6.2-3b DNS Query Response (DNS to P-CSCF)
| OPCODE=SQUERY, RESPONSE, AA
. QNAME=r egi strar. homel. net, QCLASS=IN, QIYPE=NAPTR

' registrar. honel. net 0 I N NAPTR 50 50 "s" "SI P+D2U’
: _sip._udp.registrar. honel. net
0 IN NAPTR 90 50 "s" "SI P+D2T" "" _sip._tcp.registrar. honel. net

0 IN NAPTR 100 50 "s" "SI PS+D2T"
_sips._tcp.registrar. honel. net

Based on the order and preference of the NAPTR record and the local preference, UDP is preferred and the
P-CSCF finds the I-CSCF by a DNS SRV lookup according to RFC 2782 [4].

Table 6.2-3c: DNS: DNS Query (P-CSCF to DNS)
| OPCODE=SQUERY
© QNAMVE=_si p. _udp. regi strar. honel. net, QCLASS=I N, QTYPE=SRV

The DNS records are retrieved according to RFC 2782 [4].

Table 6.2-3d: DNS Query Response (DNS to P-CSCF)
'OPCODE=SQUERY, RESPONSE, AA
NAVE=_si p. _udp. regi strar. homel. net, QCLASS=I N, QIYPE=SRV

E _sip._udp.registrar. honel. net 0 IN SRV 1 10 5060 icscfl_p. honel. net

5 0O INSRV 1 0 5060 icscf7_p.honel. net

E i cscf1l_p. honel. net 0 I N AAAA 5555: : aba: dab: aaa: daa

i icsct7 p.homel.net . O IN AW 5555::ala:b2b:c3c:dad

In the Answer field of the query-response each |-CSCF isidentified by its host domain name. The returned
SRV Resource Records (RRs) are merged and ordered, and the sel ection technique (employing the Priority
and Weight parameters returned in the RRS) as specified in RFC 2782 [4] is used to select the I-CSCF

(i.e. theicscfl_p.homel.net). Since the Additional Datafield of the query-response aso contains the IP
address of the selected 1-CSCF (i.e. 5555::aba:dab:aaa:dad), a new query to the DNSis not required.
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Once the IP address of the I-CSCF is obtained, the P-CSCF forwards the REGISTER request to this 1P
address (i.e. 5555::aba:dab:aaa:daa) using the UDP protocol and port number 5060.
4, REGISTER request (P-CSCF to I-CSCF) - see examplein table 6.2-4

| The P-CSCF needs to be in the path for a-mebile-eriginated-and-all mobile terminated requests for this user.
To ensure this, the P-CSCF adds itself to the Path header value for future requests.

The P-CSCF binds the public user identity under registration to the Contact header supplied by the user.

The P-CSCF adds also the P-Visited-Network-1D header with the contents of the identifier of the P-CSCF
network. This may be the visited network domain name or any other identifier that identifies the visited
network at the home network.

This signalling flow shows the REGISTER request being forward from the P-CSCF to the I-CSCF in the
home domain.

P-CSCF removes the Security-Client and Require: sec-agree headers prior to forwarding the message.

Table 6.2-4: REGISTER request (P-CSCF to I-CSCF)

REGQ STER si p:regi strar. honel.net SIP/ 2.0
Via: SIP/2.0/UDP pcscfl.visitedl. net; branch=z9hG4bK240f 34. 1, SI P/ 2. 0/ UDP
[ 5555: : aaa: bbb: ccc: ddd] ; conp=si gconp; br anch=z9hG4bKnashds7
Max- Forwar ds: 69
P- Access- Net wor k- | nf o:
Pat h: <sip:ternm@pcscfl.visitedl.net;Ir>
Require: path
P-Visited-Network-1D: "Visited Network Nunber 1"
P- Char gi ng- Vector: icid-val ue=a834bc192f e3; ici d-generat ed-at =[ 5555: : e9e: d8d: c7c: b6b]
From
To:
Cont act :
Call-1D:
Aut hori zation: Digest username="userl_private@onel.net", real n¥"registrar. honel. net",
nonce="", uri="sip:registrar.honel.net", response="", integrity-protected="no"
CSeq:
Support ed:

D
Cont ent - Lengt h:

Path: Thisisthe address of the P-CSCF and isincluded to inform the S-CSCF where to route
terminating requestssessions.

Require: This header isincluded to ensure that the recipient correctly handles the Path header. If the
recipient does not support the path header, a response will be received with a status code of 420
and an Unsupported header indicating "path”. Such a response indicates a misconfiguration of the
routing tables and the request has been routed outside the IM CN subsystem.

P-Visited-Network-ID: It contains the identifier of the P-CSCF network at the home network.

P-Access-Networ k-1 nfo: this header contains information from the UE.

P-Charging-Vector: The P-CSCF inserts this header and populates the icid parameters with a unique value and the
I P address of the P-CSCF.

5. Cx: User registration status query procedure

The I-CSCF makes arequest for information related to the Subscriber registration status by sending the
private user identity, public user identity and visited domain name to the HSS. The HSS returns the S-CSCF
required capabilities and the I-CSCF uses this information to select a suitable S-CSCF.

For detailed message flows see 3GPP TS 29.228.

Table 6.2-5a provides the parameters in the REGISTER request (flow 4) which are sent to the HSS.
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Table 6.2-5a Cx: User registration

Error! No text of specified style in document.

status query procedure (I-CSCF to HSS)

Message Cx Information Information Description
source & element name Sourcein
destination REGISTER
I-CSCF to HSS Private User Authorization: | The Private User Identity is

Identity encoded in the username
field according to the
Authorization protocol.
Public User To: Identity which is used to
Identity communicate with other

users
This information indicates
the network identifier of the
visited network

P-Visited-
Network-1D:

Visited Network
Identifier

6. REGISTER request (I-CSCF to S-CSCF) — see examplein table 6.2-6
[-CSCF does not modify the Path header.
This signalling flow forwards the REGISTER reguest from the I-CSCF to the S-CSCF selected.

Table 6.2-6: REGISTER request (I-CSCF to S-CSCF)

REQ STER si p: scscfl. honel.net SIP/2.0

Via: SIP/2.0/UDP icscfl _p.honel. net; branch=z9h&4bK351g45. 1,
pcscf 1. vi sitedl. net; branch=z9h&4bK240f 34. 1, SI P/ 2. 0/ UDP
[ 5555: : aaa: bbb: ccc: ddd] ; conp=si gconp; branch=z9h&AbKnashds7

Max- For war ds: 68

P- Access- Net wor k- | nf o:

Pat h:

Requi re:

P- Vi si t ed- Net wor k- | D

P- Char gi ng- Vect or:

From

To:

Cont act :

Call-1D:

Aut hori zati on:

CSeq:

Support ed:

SI P/ 2. 0/ UDP

Cont ent - Lengt h:

Path: The S-CSCF stores the contents of the Path header and uses the URI ferrouting-rrebieterminated

sessionsfor routing mobile terminated requests.

Upon receiving this request the S-CSCF may set its SIP registration timer for this UE to the Expirestimein
this request or the S-CSCF may assign another registration timer for this registration

7. Cx: Authentication procedure

Asthe REGISTER request arrived without integrity protection to the P-CSCF, the S-CSCF shall challenge it.
For this, the SS-CSCF requires at least one authentication vector to be used in the challenge to the user. If a
valid AV is not available, then the S-CSCF requests at least one AV from the HSS.

The S-CSCF indicates to the HSS that it has been assigned to serve this user.
For detailed message flows see 3GPP TS 29.228.

Table 6.2-7a provides the parameters in the REGISTER request (flow 6) which are sent to the HSS.
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Table 6.2-7a Cx: S-CSCF authentication information procedure (S-CSCF to HSS)

Message Cx Information Information Description
source & element name Sourcein
destination REGISTER
S-CSCF to HSS Public User To: Identity which is used to
Identify communicate with other
users
Private User Authorization: | The Private User Identity is
Identity encoded in the username

field according to the
Authorization protocol.
S-CSCF Name Request-URI: | This information element
contains the name of the S-
CSCF. The presence of this
IE indicates that the user has
not been authenticated yet
by the S-CSCF

8. Authentication vector selection

The S-CSCF selects an authentication vector for use in the authentication challenge. For detailed description
of the authentication vector, see 3GPP TS 33.203.

NOTE 1. The authentication vector may be of the form asin 3GPP TS 33.203 (if IMS AKA isthe selected
authentication scheme):

- AV = RAND,|[AUTN,[IXRES,[ICK K, where:

- RAND: random number used to generate the XRES, CK, IK, and part of the AUTN. It isalso used
to generate the RES at the UE.

- AUTN: Authentication token (including MAC and SQN).
- XRES: Expected (correct) result from the UE.
- CK: Cipher key (optional).
- IK: Integrity key.
9. 401 Unauthorized response (S-CSCF to I-CSCF) - see examplein table 6.2-9

The authentication challenge is sent in the 401 Unauthorized response towards the UE.

Table 6.2-9: 401 Unauthorized response (S-CSCF to I-CSCF)

SIP/2.0 401 Unaut hori zed

Via: SIP/2.0/UDP icscfl_p.honel. net; branch=z9h4bK351g45. 1, SI P/ 2. 0/ UDP
pcscf 1. visitedl. net; branch=z9hG4bK240f 34. 1, SI P/ 2. 0/ UDP
[ 5555: : aaa: bbb: ccc: ddd] ; conp=si gconp; branch=z9h&AbKnashds7

From <sip:userl_publicl@onel. net>;tag=4fa3

To: <sip:userl_publicl@onel. net>; tag=5ef4

Cal | -1 D: apb03a0s09dkj df gl kj 49111

WAV Aut henti cate: Digest real me"regi strar. honmel. net", nonce=base64( RAND + AUTN + server
specific data), algorithmrAKAv1l-MD5, ik="00112233445566778899aabbccddeeff",
ck="ff eeddccbbaall223344556677889900"

CSeq: 1 REGQ STER

Content-Length: 0O

WWW-Authenticate: The S-CSCF challenges the user. The nonce includes the quoted string, base64 encoded value
of the concatenation of the AKA RAND, AKA AUTN and server specific data. The S-CSCF
appends also the Integrity Key (1K) and the Cyphering key (CK).

NOTE 2: The actual nonce value in the WWW-Authenticate header field is encoded in base64, and it may look
like: nonce="A34Cm+Fva37UY WpGNB34JP'

10. 401 Unauthorized response (1-CSCF to P-CSCF) - see examplein table 6.2-10
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The authentication challenge is sent in the 401 Unauthorized response towards the UE.

Table 6.2-10: 401 Unauthorized response (I-CSCF to P-CSCF)

SI P/ 2.0 401 Unaut hori zed

Via: SIP/2.0/UDP pcscfl.visitedl. net; branch=z9hG4bK240f 34. 1, SI P/ 2.0/ UDP
[ 5555: : aaa: bbb: ccc: ddd] ; conp=si gconp; br anch=z9hG4bKnashds7

From

To:

Call-1D

WAV Aut hent i cat e:

CSeq:

Cont ent - Lengt h:

11. 401 Unauthorized response (P-CSCF to UE) - see examplein table 6.2-11

The P-CSCF removes any keys received in the 401 Unauthorized response and forwards the rest of the
response to the UE.

Table 6.2-11: 401 Unauthorized response (P-CSCF to UE)

SI P/ 2.0 401 Unauthori zed

Via: SIP/2.0/UDP [5555:: aaa: bbb: ccc: ddd] ; conp=si gconp; branch=z9hG4bKnashds7

From

To:

Call-1D

WAV Aut henti cate: Digest real me"regi strar. homel. net", nonce=base64( RAND + AUTN + server
specific data), al gorithmAKAv1l- MD5

Security-Server: ipsec-3gpp; g=0.1; al g=hmac-sha-1-96; spi=87654321; port1=7531

CSeq:

Cont ent - Lengt h:

WWW-Authenticate: The P-CSCF removes the ik and ck parameters (directives) from the header.

Security-Server: qisthe preference value, 0.1 means I Psec isthe first preferred choice. The g value represents
only relative degradation of all mechanisms listed here. The lower value, the higher prority.

12. Generation of response and session keysat UE

Upon receiving the Unauthorised response, the UE extracts the MAC and the SQN from the AUTN. The UE
calculates the XMAC and checks that XM AC matches the received MAC and that the SON isin the correct
range. If both these checks are successful the UE calcul ates the response, RES, and also computes the session
keysIK and CK. The RES s put into the Authorization header and sent back to the registrar in the
REGISTER request.

13.REGISTER request (UE to P-CSCF) - see examplein table 6.2-13

Table 6.2-13 REGISTER request (UE to P-CSCF)

REQ STER si p:regi strar. honel.net SIP/2.0

Via: SIP/2.0/UDP [5555:: aaa: bbb: ccc: ddd] : 1357; conp=si gconp; br anch=z9h&1bKnashds7

Max- Forwar ds: 70

P- Access- Net wor k- | nfo: 3GPP- UTRAN- TDD; utran-cel |l -id- 3gpp=234151D0FCE11

From <sip:userl_publicl@onel. net>;tag=4f a3

To: <sip:userl_publicl@onel. net>

Contact: <sip:[5555::aaa: bbb: ccc: ddd] : 1357; conp=si gconp=>>; expi r es=7200

Cal | -1 D: apb03a0s09dkj df gl kj 49111

Aut hori zati on: Digest username="userl_private@onel.net", real n¥"registrar. honel. net",
nonce=base64( RAND + AUTN + server specific data), algorithmrAKAv1- M5,
uri="sip:registrar. honel.net", response="6629fae49393a05397450978507c4ef 1"

Security-Verify: ipsec-3gpp; q=0.1; al g=hmac-sha-1-96; spi=87654321; port1=7531

CSeq: 2 REQ STER

Supported: path

Exprres—7200

Content-Length: 0O
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Authorization: This carries the response to the authentication challenge received in step 11 along with the private
user identity, the realm, the nonce, the URI and the algorithm.

This message is protected by the IPsec SA negotiated.
14.DNS: DNS-Q

Based on the user's URI, the P-CSCF determines that UE is registering from a visiting domain and performs
the DNS queries to locate the I-CSCF in the home network. The look up in the DNSis based on the domain
name specified in the Request URI.

The P-CSCF sends the REGISTER request - after local processing - to the address indicated in the Request-
URI. When forwarding the REGISTER request the P-CSCF needs to specify the protocol, port number and
IP address of the I-CSCF server in the home network to which to send the REGISTER request. The P-CSCF
tries to find thisinformation by querying the DNS. Since the Request-URI does not specify a numeric IP
address, and the transport protocol and port number are not indicated, the P-CSCF performs an NAPTR
guery for the domain specified in the Regquest-URI.

Table 6.2-14a DNS: DNS Query (P-CSCF to DNS)
. OPCODE=SQUERY
. QNAME=r egi strar. honel. net, QCLASS=I N, QTYPE=NAPTR

The DNS records are retrieved according to RFC 3263 [14].

Table 6.2-14b DNS Query Response (DNS to P-CSCF)
| OPCODE=SQUERY, RESPONSE, AA
i QNAME=r egi strar. homel. net, QCLASS=IN, QIYPE=NAPTR

» regi strar. homel. net 0 I N NAPTR 50 50 "s" "SI P+D2U"

' _Sip._udp.registrar. honel. net
0 IN NAPTR 90 50 "s" "SI P+D2T" "" _sip._tcp.registrar. honel. net
0 I'N NAPTR 100 50 "s" "SI PS+D2T" "" _sips._tcp.registrar. honel. net

Based on the order and preference of the NAPTR record and the local preference, UDP is preferred and the
P-CSCF finds the I-CSCF by an DNS SRV lookup according to RFC 2782 [4].

Table 6.2-14c DNS: DNS Query (P-CSCF to DNS)

1 OPCODE=SQUERY
© QNAME=__si p. _udp.regi strar. honmel. net, QCLASS=IN, QIYPE=SRV

The DNS records are retrieved according to RFC 2782 [4].

Table 6.2-14d DNS Query Response (DNS to P-CSCF)

OPCODE=SQUERY, RESPONSE, AA
. QNAME=__si p. _udp.regi strar. honel. net, QCLASS=I N, QIYPE=SRV

_sip._udp.registrar. honel. net 0 IN SRV 1 10 5060 icscfl_p. honel. net
0 INSRV 1 0 5060 icscf7_p.honel. net

! i cscf 1_p. honel. net 0 I N AAAA 5555: : aba: dab: aaa: daa

i cscf7_p. honel. net 0 I N AAAA 5555: : ala: b2b: c3c: d4d

__________________________________________________________________________________________________________________________

In the Answer field of the query-response each I-CSCF isidentified by its host domain name. The returned
SRV Resource Records (RRs) are merged and ordered, and the selection technique (employing the Priority
and Weight parameters returned in the RRS) as specified in RFC2782 [4] is used to select the I-CSCF (i.e. the
icscf1 p.homel.net). Since the Additional Data field of the query-response aso contains the | P address of the
selected |-CSCF (i.e. 5555::aba:dab:aaa:daa), a new query to the DNSis not required.
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Once the IP address of the I-CSCF is obtained, the P-CSCF forwards the REGISTER request to this 1P
address (i.e. 5555::aba:dab:aaa:daa) using the UDP protocol and port number 5060.
15.REGISTER request (P-CSCF to [-CSCF) - see examplein table 6.2-15

This signalling flow shows the REGISTER request being forwarded from the P-CSCF to the I-CSCF in the
home domain.

Table 6.2-15 REGISTER request (P-CSCF to I-CSCF)

REQ STER si p:regi strar. honel.net SIP/2.0

Via: SIP/2.0/UDP pcscfl.visitedl. net; branch=z9hG4bK240f 34. 1, SI P/ 2.0/ UDP
[ 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp; br anch=z9hG4bKnashds7

Max- Forwar ds: 69

P- Access- Net wor k- | nf o:

Pat h: <sip:term@pcscfl.visitedl.net;lr>

Require: path

P-Visited-Network-1D: "Visited Network Nunber 1"

P- Char gi ng- Vect or: i ci d-val ue=a834bc192f e3; i ci d- gener at ed- at =[ 5555: : e9e: d8d: c7c: b6b]

From

To:

Cont act :

Call-1D

Aut hori zati on: Digest username="userl_private@monel.net", real m="regi strar. honel. net"
nonce=base64( RAND + AUTN + server specific data), algorithmAKAv1- M5,
uri="sip:registrar. honel. net", response="6629f ae49393a05397450978507c4ef 1"
pr ot ect ed="yes"

CSeq:

Support ed:

integrity-

D
Cont ent - Lengt h:

Path: Thisisthe P-CSCF URI and it isincluded to inform the S-CSCF where to route terminating

reguestssessions.
16.Cx: User registration status query procedure

The I-CSCF requests information related to the Subscriber registration status by sending the private user
identity, public user identity and visited domain name to the HSS. The HSS returns the S-CSCF name which
was previously selected in step 5 (Cx: User registration status query procedure).

For detailed message flows see 3GPP TS 29.228.
Table 6.2-16a provides the parameters in the REGISTER request (flow 15), which are sent to the HSS.

Table 6.2-16a Cx: User registration status query procedure (I-CSCF to HSS)

Message Cx Information Information Description
source & element name Sourcein
destination REGISTER
I-CSCF to HSS Private User Authorization: | The Private User Identity is

Identity encoded in the username
field according to the
Authorization protocol.
Public User To: Identity which is used to
Identity communicate with other
users
Visited Network P-Visited- This information indicates
Identifier Network-ID: the network identifier of the

visited network

17.REGISTER request (I-CSCF to S-CSCF) - see examplein table 6.2-17
This signalling flow forwards the REGISTER request from the I-CSCF to the S-CSCF.
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Table 6.2-17: REGISTER request (I-CSCF to S-CSCF)

REGQ STER si p: scscfl. honel.net SIP/2.0

Via: SIP/2.0/UDP icscfl_p.honel. net; branch=z9h4bK351g45. 1, SI P/ 2. 0/ UDP
pcscf 1. visitedl. net; branch=z9hG4bK240f 34. 1, SI P/ 2. 0/ UDP
[ 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp; br anch=z9hG4bKnashds7

Max- Forwar ds: 68

P- Access- Net wor k- | nf o:

Pat h:

Requi re:

P- Vi si t ed- Net wor k- | D

P- Char gi ng- Vect or:

From

To:

Cont act :

Call-1D:

Aut hori zati on:

CSeq:

Support ed:

Expires:

Cont ent - Lengt h:

Path: The S-CSCF stores the contents of the Path header and uses this URI ferrouting-mebie
terminated-sessionsfor routing mobile terminated reguests.

P-Charging-Vector: The S-CSCF stores the contents of the icid parameters for possible charging activities.
18. Authentication

Upon receiving an integrity protected REGISTER request carrying the authentication response, RES, the S
CSCF checks that the user’ s active, XRES matches the received RES. If the check is successful then the user
has been authenticated and the public user identity is registered in the S-CSCF.

19. Cx: S-CSCF registration notification procedure

On registering a user the S-CSCF informs the HSS that the user has been registered at this instance. Upon
being requested by the S-CSCF , the HSS will also include the user profile in the response sent to the S-
CSCF.

For detailed message flows see 3GPP TS 29.228.
Table 6.2-19a provides the parameters in the REGISTER request (flow 17), which are sent to the HSS.

Table 6.2-19a Cx: S-CSCF registration notification procedure (S-CSCF to HSS)

Message Cx Information Information Description
source & element name Source in
destination REGISTER
S-CSCF to HSS Public User To: Identity which is used to
Identify communicate with other
users
Private User Authorization: | The Private User Identity is
Identity encoded in the username

field according to the
Authorization protocol.
S-CSCF name Request-URI: | This information indicates
the serving CSCF's name of
that user

20.200 OK response (S-CSCF to I-CSCF) - see examplein table 6.2-20
The S-CSCF sends a 200 (OK) response to the |-CSCF indicating that Registration was successful.
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Table 6.2-20: 200 OK response (S-CSCF to I-CSCF)

SIP/2.0 200 K
Via: SIP/2.0/UDP icscfl_p.honel. net; branch=z9h4bK351g45. 1, SI P/ 2. 0/ UDP
pcscf 1. visitedl. net; branch=z9hG4bK240f 34. 1, SI P/ 2. 0/ UDP
[ 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp; br anch=z9hG4bKnashds7
Pat h: <sip:term@cscfl.visitedl.net;lr>
Servi ce- Rout e: <si p: sesefl—honel-net:1481ori ga&@cscfl. honel. net;lr>
From
To:
Call-1D:
Contact: <sip:[5555:: aaa: bbb: ccc: ddd] >: 1357; conp=si gconp;-expi+es=7200>; expi r es=7200
CSeq:
Date: Wed, 11 July 2001 08:49:37 GMVI
P- Associ at ed- URl :  <si p:user1_public2@onel. net>, <sip:userl_public3@onel. net> <sip:+1-212-
555- 1111 @onel. net ; user =phone>
Cont ent - Lengt h:

Service-Route: The S-CSCF inserts the Service-Route header valuethat includes theits own S-CSCFURI
including a port number to differentiate mobile originating requests from mobile terminating

requests.
21.200 OK response (I-CSCF to P-CSCF) - see examplein table 6.2-21

The I-CSCF forwards the 200 (OK) response from the S-CSCF to the P-CSCF indicating that the
rRegistration was successful.

Table 6.2-21: 200 OK response (I-CSCF to P-CSCF)

SIP/2.0 200 K

Via: SIP/2.0/UDP pcscfl.visitedl. net; branch=z9hG4bK240f 34. 1, SI P/ 2.0/ UDP
[ 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp; br anch=z9hG4bKnashds7

Pat h:

Servi ce- Rout e:

From

To:

Call-1D

Cont act :

CSeq:

Dat e:

P- Associ at ed- URI :

Cont ent - Lengt h:

22.200 OK response (P-CSCF to UE) - see examplein table 6.2-22

The P-CSCF saves the value of the Service-Route header and associates it with the UE. The P-CSCF then
forwards the 200 (OK) response from the I-CSCF to the UE indicating that the Rregistration was successful.

Table 6.2-22: 200 OK response (P-CSCF to UE)

SIP/2.0 200 K
Via: SIP/2.0/UDP [5555:: aaa: bbb: ccc: ddd] : 1357; conp=si gconp; br anch=z9h&bKnashds7
Pat h:

Servi ce- Rout e:
From

To:

Call-1D:

Cont act :

CSeq:

Dat e:

P- Associ at ed- URI :
Cont ent - Lengt h:
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6.3 Registration signalling: reregistration - user currently
registered

For the purpose of the reregistration signalling flow shown in figure 6.3-1, the subscriber is considered to be roaming.
The HSS information indicates that the subscriber is registered and authenticated, and that the S-CSCF has been
allocated to this subscriber. In this signalling flow, the home network does not have network configuration hiding
active. Thisflow also shows the authentication of the private user identity.

This signalling flow assumes:

1. That the same PDP Context allocated during the initial registration scenario is still used for reregistration. For
the case when the UE does not still have an active PDP context then PDP context procedures from
subclause 16.2 is completed first.

2. The DHCP procedure employed for P-CSCF discovery is not needed.

3. The S-CSCF selection procedure invoked by the I-CSCF is not needed.

Visited Network (visited1.net) Home Network (homel.net)
| UE | | RAN | | GPRSIDHCP | | p.cscr | | DNS csck | | scsce | | Hss
(pcscfl) (icscfl_1) (scscfl)
1. REGISTER
2. DNS: DNS-Q

3. REGISTER

4. Cx: User registration status query>

5. REGISTER

|

6. Update
registratjon timer

7.200 OK

9. 200 OK

Figure 6.3-1: Reregistration when UE roaming
1. REGISTER request (UE to P-CSCF) - see examplein table 6.3-1
The registration expiresin the UE. The UE reregisters by sending a new REGISTER request. Thisrequest is
sent to the same P-CSCF with which the UE initiadly registered. The P-CSCF maintains the same binding

between the public user address (userl_publicl@homel.net) and the host (terminal) address
([5555::aaa:bbb:ccc:ddd]) which it established during the original registration.
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Table 6.3-1: REGISTER request (UE to P-CSCF)

REGQ STER si p:regi strar. honel.net SIP/2.0

Via: SIP/2.0/UDP [5555:: aaa: bbb: ccc: ddd] : 1357; conp=si gconp; br anch=z9h&bKnashds7

Max- Forwar ds: 70

P- Access- Net wor k- | nfo: 3GPP- UTRAN- TDD; utran-cel |l -id-3gpp=234151D0FCE11

From <sip:userl_publicl@onel. net>;tag=4fa3

To: <sip:userl_publicl@onel. net>

Contact: <sip:[5555:: aaa: bbb: ccc: ddd] : 1357; conp=si gconp>; expi r es=7200

Cal | -1 D: apb03a0s09dkj df gl kj 49111

Aut hori zati on: Digest username="userl_private@onel.net", real n¥"registrar. honel. net",
nonce=base64( RAND + AUTN + server specific data), algorithmAKAv1- M5,
uri="sip:registrar. honel.net", response="6629f ae49393a05397450978507c4ef 1", integrity-
pr ot ect ed="yes"

Security-dient: ipsec-3gpp; al g=hmac-sha-1-96; spi=12345678; port1=1357

Require: sec-agree

CSeq: 3 REGQ STER

Supported: path

R
Content-Length: 0

The header field usage is the same as for the initial registration scenario:

From: Thisindicates the public user identity originating the REGISTER request. The public user identity
may be obtained from the USIM.

To: Thisindicates public user identity being registered. Thisisthe identity by which other parties
know this subscriber.

Contact: Thisindicates the point-of-presence for the subscriber — the |P address of the UE. Thisisthe
temporary identifier for the subscriber that is being registered. Subsequent requests destined for
this subscriber will be sent to this address. Thisinformation is stored in the P-CSCF and the S
CSCF.

Authorization: It carries authentication information. The private user identity (userl private@homel.net) is
carried in the username field of the Digest AKA protocol. Asthisis are-registration process, the
cached information (realm, nonce, algorithm, uri, response) is also sent.

NOTE 1: The actual nonce value in the WWW-Authenticate header field is encoded in base64, and it may ook
like: nonce="A34Cm+Fva37UY WpGNB34JP'

Request-URI:  The Request-URI (the URI that follows the method name, "REGISTER", in thefirst line) indicates
the destination domain of this REGISTER request. The rules for routing a SIP request describe
how to use DN S to resolve this domain name ("homel.net") into an address or entry point into the
home operator's network (the I-CSCF). Thisinformation is stored in the USIM.

Supported: This header isincluded to indicate to the recipient that the UE supports the Path header.

Upon receiving this request the P-CSCF will detect that it already has a registration record for this UE and
will reset it's SIP registration timer for this UE to the Expirestime in this request.

2. DNS: DNS-Q

Based on the user's URI, the P-CSCF determines that UE is registering from a visiting domain and performs
the DNS queries to locate the I-CSCF in the home network. The look up in the DNSis based on the domain
name specified in the Request URI. The DNS provides the P-CSCF with the address of the I-CSCF in the
home network. The P-CSCF must not use the |-CSCF address cached as a result of the previous registration.

3. REGISTER request (P-CSCF to I-CSCF) - see examplein table 6.3-3

This signalling flow shows the REGISTER request being forward from the P-CSCF to the I-CSCF in the
home domain.
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Table 6.3-3 REGISTER request (P-CSCF to I-CSCF)

REGQ STER si p:regi strar. honel.net SIP/2.0

Via: SIP/2.0/UDP pcscfl.visitedl. net; branch=z9hAbK240f 34. 1,
[ 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp; br anch=z9hG4bKnashds7

P- Access- Net wor k- | nf o:

S| P/ 2. 0/ UDP

Max- For war ds:
Pat h:

Require: path

From

To:

Cont act :
Call-1D:

Aut hori zati on:

CSeq:
Support ed:
Cont ent - Lengt h:

69
<sip:term@cscfl.visitedl. net;lr>

P-Visited-Network-1D: "Visited Network Nunber 1"
P- Char gi ng- Vect or:

nonce=base64( RAND + AUTN + server specific data),
uri="sip:registrar. honel. net",
protect ed="yes"

i ci d-val ue=a834bc192f e3; ici d-generat ed-at =[ 5555: : e9e: d8d: c7c: b6b]

Di gest usernane="user1_private@onel.net", real n¥"registrar. honel. net",
al gori t hmeAKAvV1- MD5,

response="6629f ae49393a05397450978507c4ef 1", integrity-

Path:

Require:

Thisisthe P-CSCF URI and isincluded to inform the S-CSCF where to route terminating
reguestssessions.

This header isincluded to ensure that the recipient correctly handles the Path header. If the
recipient does not support the path header, a response will be received with a status code of 420
and an Unsupported header indicating "path". Such a response indicates a misconfiguration of the
routing tables and the request has been routed outside the IM CN subsystem.

P-Visited-Networ k-1 D: It contains the identifier of the P-CSCF network at the home network.

P-Charging-Vector: The P-CSCF inserts this header and populates the icid parameters with the same unique va ue

and the | P address of the P-CSCF that was used in the previous registration.

4. Cx: User registration status query procedure

The I-CSCF requests information related to the Subscriber registration status by sending the private user
identity, public user identity and visited domain name to the HSS. Because the user has registered, the HSS
returns the I-CSCF with the S-CSCF address for the subscriber.

For detailed message flows see 3GPP TS 29.228.

For the parameters in the REGISTER request (flow 3) which need to be sent to HSS, see table 6.2-5a.

Table 6.3-4a provides the parameters in the REGISTER request (flow 5), which are obtained from the
information sent back from the HSS.

Table 6.3-4a Cx: User registration status query procedure (HSS to I-CSCF)

Message Cx Information | Mapping to SIP Description
source & element name header in
destination REGISTER
HSS to I-CSCF S-CSCF name Request-URI: This information indicates
the serving CSCF's name
of that user

5. REGISTER request (I-CSCF to S-CSCF) - see examplein table 6.3-5

Thissignalling flow forwards the REGISTER request from the [-CSCF to the S-CSCF selected. The Request-
URI is changed to the address of the S-CSCF.
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Table 6.3-5: REGISTER request (I-CSCF to S-CSCF)

REGQ STER si p: scscfl. honel.net SIP/2.0

Via: SIP/2.0/UDP icscfl_p.honel. net; branch=z9h4bK351g45. 1, SI P/ 2. 0/ UDP
pcscf 1. visitedl. net; branch=z9hG4bK240f 34. 1, SI P/ 2. 0/ UDP
[ 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp; br anch=z9hG4bKnashds7

P- Access- Net wor k- | nf o:

Max- For war ds: 68

Pat h:

Requi re:

P- Vi si t ed- Net wor k- | D:

P- Char gi ng- Vect or:

From

To:

Cont act :

Call-1D:

Aut hori zati on:

CSeq:

Support ed:

Expires:

Cont ent - Lengt h:

Path: The S-CSCF stores the contents of the Path header and uses this URI ferrouting-mebie
terminated-sessionsfor routing mobile terminated requests.

P-Visited-Networ k-1 D: It contains the identifier of the P-CSCF network at the home network.

Upon receiving this request the S-CSCF will detect that it already has a registration record for this UE and
will reset it's SIP registration timer for this UE to the Expirestime in this request.

6. Updateregistration timer

Asthe REGISTER request arrived integrity protected, the S-CSCF does not need to challenge the user, but just
update the registration timer to the value requested by the user (if the policy of the network allowsit).

NOTE: The S-CSCF is alowed to challenge the user. If S-CSCF decides to challenge the user, the call flow will be
similar to the one presented in section 6.2.

7. 200 OK response (S-CSCF to I-CSCF) — see example in Table 6.3-7

The S-CSCF sends a 200 (OK) response to the I-CSCF indicating that Registration was successful. This response
will traverse the path that the REGISTER request took as described in the Vialist.

Table 6.3-7 200 OK response (S-CSCF to I-CSCF)

SIP/2.0 200 K
Via: SIP/2.0/UDP icscfl_p.honel. net; branch=z9hG4bK351g45. 1, SI P/ 2.0/ UDP
pcscf 1. visitedl. net; branch=z9hG4bK240f 34. 1, Sl P/ 2. 0/ UDP
[ 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp; br anch=z9hG4bkKnashds7
Pat h:
Servi ce- Rout e: <si p: sesefihorel-net:1481ori g@&cscfl. honel. net;lr>
From
To:
Call-1D:
Contact: <sip:[5555:: aaa: bbb: ccc: ddd] : 1357>; conp=si gconp;-expi+es=7200>; expi r es=7200
CSeq:
Date: Wed, 11 July 2001 08:49:37 GVl
P- Associ at ed- URl :  <si p:user1_public2@onel. net>, <sip:userl_public3@onel. net> <sip:+1-212-
555- 1111 @onel. net ; user =phone>
Cont ent - Lengt h:

Service-Route:  The S-CSCF inserts the Service-Route header that includes its own URI including a port number
to differentiate mobile originating requests from mobile terminating requests.

8. 200 OK response (I-CSCF to P-CSCF) — seeexamplein Table 6.3-8
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The I-CSCF forwards the 200 (OK) response from the S-CSCF to the P-CSCF indicating that_the rRegistration
was successful. This response will traverse the path that the REGISTER reguest took as described in the Vialist.

Table 6.3-8 200 OK response (I-CSCF to P-CSCF)

SIP/2.0 200 K

Via: SIP/2.0/UDP pcscfl.visitedl. net; branch=z9hG4bK240f 34. 1, SI P/ 2. 0/ UDP
[ 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp; br anch=z9hG4bKnashds7

Pat h:

Ser vi ce- Rout e:

From

To:

Call-1D:

Cont act :

CSeq:

Dat e:

P- Associ at ed- URI :

Cont ent - Lengt h:

9. 200 OK response (P-CSCF to UE) — see examplein Table 6.3-9

The P-CSCF saves the va ue of the Service-Route header and associates it with the UE. The P-CSCF then
forwards 200 (OK) response from the I-CSCF to the UE indicating that the Rregistration was successful.

Table 6.3-9 200 OK response (P-CSCF to UE)

SIP/2.0 200 &K
Via: SIP/2.0/UDP [5555:: aaa: bbb: ccc: ddd] : 1357; conp=si gconp; branch=z9hGbKnashds7
Pat h:

Servi ce- Rout e:
From

To:

Call-1D:

Cont act :

CSeq:

Dat e:

P- Associ at ed- URI :
Cont ent - Lengt h:

6.4 Registration signalling: mobile initiated deregistration (not
provided)

An example of thisflow is not shown in the present document.

6.5 UE subscription for the registration state event package

This subclause describes the subscription procedure for the registration state event , whereby the UE requests to be
notified by the SS-CSCF when the event has occurred. Thisis done using the information structure asindicated in
3GPP TS 24.229 [16].

It is assumed that the user has registered prior to initiating subscription of an event. Also, the subscriber is considered to
be roaming and the home network operator does not desire to keep its internal configuration hidden from the visited
network. For this example the trigger point at the P-CSCF for sending out the SUBSCRIBE request is the 200 (OK)
response of the user's registration.
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Visited Network (visited1.net) Home Network (homel.net)

\UE\ \ RAN \ \ GPRS/DHCP‘ P-CSCF @ﬂ I-CSCF S-CSCF
(pcscfl) (icscfl_p) (scscfl)
1. SUBSCRIBE o
2. SUBSCRIBE

Y

3. 202 (Accepted)

» 4. 202 (Accepted) -
B 5. NOTIFY
P 6. NOTIF -
7. 200 (QK)
8. 200 (DK)
Visited Network (visited1.net) P Home Network (homel.net)
|UE| | RAN | | GPRS/DHCP | |P-CSCF| DNS I-CSCF S-CSCF
(pcscfl) (icscfl_p) (scscfl)
1. SUBSCRIBE o
2. SUBSCRIBE o
3.200 (OK)
4. 202 (OK) ~
P 5. NOTIFY
P 6. NOTIF
7. 200 (QK)
8. 200 (OK) |

Figure 6.5-1: UE subscription for the registration state event package
(without I-CSCF providing configuration independence)

1. SUBSCRIBE request (UE to P-CSCF) - see examplein table 6.5-1
The UE sends the SUBSCRIBE request for the reg event package.
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Table 6.5-1: SUBSCRIBE request (UE to P-CSCF)

SUBSCRI BE si p: user1_publicl@onel.net SIP/2.0
| Via: SIP/2.0/UDP [5555:: aaa: bbb: ccc: ddd] : 1357; conp=si gconp; branch=z9h&1bKnashds7
Max- Forwards: 70
Rout e: <si p: pcscfl.visitedl. net: 7531;1r; conp=si gconp>,
<si p: sesehl—hen@i—net—]:@iorr g@cscfl honel. net;lr>

P- AssertedPreferred-ldentity: "John Doe" <sip:user 1_pub| i cl@onel. net >
P- Access- Net wor k- | nfo:  3GPP- UTRAN- TDD; utran-cel | -i d-3gpp=234151D0FCE11
Privacy: none
From <sip:userl_publicl@onel. net>;tag=31415
To: <sip:userl_public@onel. net>
Call-1D: b89rjhnedlrfjflslj40a222

Requi re: sec-agree

Proxy- Require: sec-agree
CSeq: 61 SUBSCRI BE
Event: reg

i
Accept: application/cpi m pidf +xm
Security-Verify: ipsec-3gpp; g=0.1; al g=hmac-sha-1-96; spi =87654321; port1=7531
Contact: <sip:[5555:: aaa: bbb: ccc: ddd] : 1357; conp=si gconp>>; expi r es=7200
Content-Length: 0

From: The user does not require privacy, the From header contains the value requested by the user.
Privacy: The user does not requr re privacy, therefore the anacy header is set to the value “none” as
specified H-dral
[13].
Route: contains the P-CSCF address learnt during P-CSCF discovery, plus the elements from the Service-

Route header from registration. The P-CSCF URI contains the port number |earnt during the
security agreement negotiation.

P-AssertedPreferred-ldentity: The user provides a hint about the identity to be used for this sessiendial og.

P-Access-Networ k-1 nfo: the UE provides the access-type and access-info, related to the serving access network as
specified in sub-clause ' Additional coding rules for P-Access-Network-Info header', in 3GPP TS

24.229 [16].
Event: Thisfield is populated with the value 'reg’ to specify the use of the registration state package.
Accept: Thisfield is populated with the value ‘application/cpim-pidf+xml’.

Upon receiving the SUBSCRIBE request, the P-CSCF stores the following information about this dial og;-fer
use--pessible-errorrecovery-actions - see example in table 6.5-1b.

Table 6.5-1b: Storage of information at P-CSCF

. Request - URl : sip:userl_publicl@onel. net

' From <si p: user1_publicl@aonel. net>; t ag=31415
. To: <sip:userl_public@onel.net>

Call-1D: b89rjhnedlrfjflslj40a222
' Cseq(2dest): 61 SUBSCRI BE

. Cseqg(2orig): none

' Rout e(2dest): <sip: sesefdhomednet-248tori g@cscfl. honel. net;lr>

» Contact (orig): <sip:[5555::aaa: bbb: ccc: ddd] : 1357; conp=si gconp>; expi r es=7200

‘ regrstraHeHJpreeedHFeLThe SUBSCRI BE requeﬂ is forwarded to the SCSCF
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Table 6.5-2: SUBSCRIBE request (P-CSCF to S-CSCF)

SUBSCRI BE si p: user1_publicl@onel. net SIP/ 2.0

Via: SIP/2.0/UDP pcscfl.visitedl. net; branch=z9hG4bK240f 34. 1, SI P/ 2.0/ UDP
| [ 5555: : aaa: bbb: ccc: ddd] . 1357; conp=si gconp; br anch=z9hG4bkKnashds7

Max- Forwar ds: 69

Rout e: <si p: —sesefi-horel-—net148tori g@&cscfl. honel. net;lr>

Recor d- Route: <sip: pcscfl honel. net;lr>

P- Asserted-ldentity: "John Doe" <sip:userl_publicl@onel. net>

| P- Access- Net wor k- I nf o:

P- Char gi ng- Vector: icid-val ue=a834bc192f e3; ici d-generat ed-at =[ 5555: : e9e: d8d: c7c: b6b]
Privacy:

From

To:

Call-1D:

CSeq:

Event:

Expi res:

Accept :

Cont act :

Cont ent - Lengt h:

P-Asserted-ldentity: P-CSCF insertsthe SIP URI in the P- Asserted Identrtv header field and it also removes P-
Preferred Identity header freld P-Asse

P-Char ging-Vector: The P-CSCF inserts this header and populates the icid parameters with a unique value and the
I P address of the P-CSCF.

Upon receiving the INAVATFESUBSCRIBE, the S-CSCF stores the following information about this
dialogsessien, for use in possible charging and error recovery actions - see example in table 6.5-2b.

Table 6.5-2b: Storage of information at S-CSCF

Request - URI : si p:user1_publicl@onel. net

. From sip:userl_publicl@onel. net;tag=31415

¢ To: sip:userl_public@onel. net

» Call-1D: b89rjhnedlrfjflslj40a222

. Cseqg(2dest): 61 SUBSCRI BE

1 Cseq(2orig): none

© P-Chargi ng-Vector: icid-val ue=a834bc192f e3; i ci d-generat ed- at =[ 5555: : e9e: d8d: c7c: b6b]
. Route(2orig): <sip:pcscfl. homel. net;lr>

' Contact (orig): <sip:[5555::aaa: bbb: ccc: ddd] : 1357; conp=si gconp>; expi r es=7200

3. 202(Aeeepted)200 (OK) response (S-CSCF to P-CSCF) - see examplein table 6.5-3

The S-CSCF first authorizes the subscription. As SS-CSCF can trust the content of the P-Asserted-Identity
header and <sip:userl publicl@homel.net> ison the list of the authorized users for the ‘reg’ event package
stored by the S-CSCF, therefore the S-CSCF sends an acknowledgement towards the UE indicating that the

subscription was successful. This response will traverse the path that the SUBSCRIBE request took as
described inthe Vialist.
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Table 6.5-3: 202 (Accepted)200 (OK) response (S-CSCF to P-CSCF)

SI P/ 2.0 202-Acecepted200 OK
Via: SIP/2.0/UDP pcscfl.visitedl. net; branch=z9hG4bK240f 34. 1, SI P/ 2. 0/ UDP

[ 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp; br anch=z9hG4bkKnashds7
Recor d- Rout e: <si p: pcscf 1. honel. net; | r>
P- Asserted-ldentity: <sip:scscfl. honel. net>
Privacy: none
From
To: <sip:userl_publicl@onel. net>;tag=151170
Call-1D:
CSeq:
Event:
Expi res:
Cont act: <sip:scscfl. horel. net>
Cont ent - Lengt h:

Expires. If the value of the Expires header in SUBSCRIBE request is different from the one received in
REGISTER method, then the value of Expires header in the 202-{Aeeepted)200 (OK) responseis set to
match the value of Expires header in REGISTER method.

4, 202 (Accepted)200 (OK) response (P-CSCF to UE) - see examplein table 6.5-4
P-CSCF sends the response to UE.

Table 6.5-4: 202 (Aceepted)200 (OK) response (P-CSCF to UE)

SI P/ 2.0 202-Acecepted200 K
Via: SIP/2.0/UDP [5555:: aaa: bbb: ccc: ddd] ; conp=si gconp; br anch=z9hGbKnashds7

Recor d- Rout e: <si p: pcscf 1. honel. net: 7531; | r; conp=si gconp>
P- Asserted-ldentity:
Privacy:

From

To:

Call-1D:

CSeq:

Event :

Expi res:

Cont act :

Cont ent - Lengt h:

5. NOTIFY request (SS\CSCF to P-CSCF) - see examplein table 6.5-5

The S-CSCF sends afirst NOTIFY request towards the UE in order to inform the UE about the registration
status of the monitored user.

In the example below, the NOTIFY request specifies the following public user identity as registered
(i.e. status=open): sip:userl _publicl@homel.net, tel: +498972233114.

The following public user identity has been deregistered (i.e. status=closed) sip:userl_public2@homel.net.
They are arranged in the preferred order of priority in this example.
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Table 6.5-5: NOTIFY request (S-CSCF to P-CSCF)

NOTI FY si p: [ 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp SI P/ 2.0
Via: SIP/2.0/UDP scscfl. honel. net; branch=z9h&4bK332b23. 1
Max- Forwar ds: 70

Rout e: <si p: pcscf 1. honel. net;|r>

From <sip:userl_publicl@onel. net>;tag=31415

To: <sip:userl_publicl@onel. net>;tag=151170

Call-1D

CSeq: 42 NOTI FY

Subscription-State: active; expires=7200

Event: reg

Cont ent - Type: application/cpi m pidf +xm

Cont act: <sip:scscfl. horel. net>

Content-Length: (...)

<presence xm ns="urn:ietf:parans: xm:ns:cpimpidf:">

<tupl e name="si p: user1_publicl@onel. net">
<st at us><basi c>open</ basi c></ st at us>
</tupl e>

<tupl e name="si p: user1_public2@onel. net">
<st at us><basi c>cl osed</ basi c></ st at us>
</tupl e>

<tupl e nane="tel : +498972233114" >
<st at us><basi c>open</ basi c></ st at us>
</tupl e>

</ presence>

From: Thetag of thisfield matches that of the To; field in the received 200 (OK)#/202 response for the
SUBSCRIBE request.

Content-Type:  Set to the value of the Accept header received in the SUBSCRIBE request or 'application/cpim-
pidf+xml" if the Accept header was not present in the SUBSCRIBE request.

The message body in the NOTIFY request that carries the subscriber's registration state is formed asindicated in
3GPPTS24.229[16].

6. NOTIFY request (P-CSCF to UE) - see examplein table 6.5-6
The P-CSCF forwards the NOTIFY request to the UE.

Table 6.5-6: NOTIFY request (P-CSCF to UE)

NOTI FY si p: [ 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp SI P/ 2.0

Via: SIP/2.0/UDP pcscfl. visitedl. net: 7531; conp=si gconp; branch=z9hG4bK240f 34. 1, SI P/ 2. 0/ UDP
scscf 1. honel. net ; branch=z9hG4bK332b23. 1

Max- Forwar ds: 69

From

To:

Call-1D:

CSeq:

Subscription-State:

Event:

Cont ent - Type:

Cont act :

Cont ent - Lengt h:

7. 200 (OK) response (UE to P-CSCF) — see examplein table 6.5-7
The UE generates a 200 (OK) response to the NOTIFY request.
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Table 6.5-7 200 (OK) response (UE to P-CSCF)

SIP/2.0 200 K

Via: SIP/2.0/UDP pcscfl.visitedl. net: 7531; conp=si gconp; branch=z9hG4bK240f 34. 1, SI P/ 2. 0/ UDP
scscf 1. honel. net; branch=z9hG4bK332bh23. 1

P- Access- Net wor k- | nfo: 3GPP- UTRAN- TDD; utran-cel |l -id-3gpp=234151D0FCE11

From

To:

Call-1D

CSeq:

Content-Length: 0

8. 200 (OK) response (P-CSCF to S-CSCF) - see example in table 6.5-8
P-CSCF forwards the 200 (OK) to the S-CSCF.

Table 6.5-8: 200 (OK) response (P-CSCF to S-CSCF)

SIP/2.0 200 X

Via: SIP/2.0/UDP scscfl. honel. net; branch=z9h4bkK332b23. 1
P- Access- Net wor k- | nf o:

From

To:

Call-1D:

CSeq:

Cont ent - Lengt h:

6.6 P-CSCF subscription for the registration state event
package (without I-CSCF providing configuration
independence)

This section describes the subscription procedure for the network initiated deregistration event, whereby the P-CSCF

requests to be notified by the S-CSCF when the event has occurred. Thisis done using the 'reg' package as described in

3GPP TS 24.229[16].

It is assumed that the user has registered prior to initiating subscription of an event. Also, the subscriber is considered to

be roaming and the home network operator does not desire to keep its internal configuration hidden from the visited
network. For this example the trigger point at the P-CSCF for sending out the SUBSCRIBE request is the 200 (OK)
response of the user's registration.

3GPP



Error! No text of specified style in document. 26 Error! No text of specified style in document.

i Visited Network (visited1.net) 1 ; Home Network (homel.net)
|UE| | RAN | | GPRS/DHCP| |P-CSCF| |DNS | I-CSCF S-CSCF
(pcscfl) (icscfl_p) (scscfl)
1. SUBSCRIBE

\

2. 202 (Accepted)

P 3. NOTIFY
4. 200 (OK) o
1 Visited Network (visited1.net) : E Home Network (homel.net)
|UE| | RAN | | GPRS/DHCP | |P-CSCF| |DNS | I-CSCF S-CSCF Hsﬂ
(pcscfl) (icscfl_p) | | (scscfl)
1.DNS: >
DNS-Q
2| SUBSCRIBE
>
< 3. Cx: User location query >
4. SUBSCRIBE
6. 200 (OK) ‘M
<
< 7. NOTIFY
8. 200 (OK)
>

Figure 6.6-1: P-CSCF subscription for the registration state event package
(without I-CSCF providing configuration independence)

1. DNS: DNS-Q

The P-CSCF performs the DNS gueries to locate the |-CSCF in the home network. The look up inthe DNSis
based on the address specified in the Request URI.

12. SUBSCRIBE request (P-CSCF to SI-CSCF) - see examplein table 6.6-21
The P-CSCF sends the SUBSCRIBE request for the reg event package.
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Table 6.6-12: SUBSCRIBE request (P-CSCF to S|-CSCF)

SUBSCRI BE si p: user1_publicl@onel.net SIP/2.0
Via: SIP/2.0/UDP pcscfl.visitedl. net; branch=z9hAbK240f 34. 1
Max- Forwar ds: 70

P- Asserted-ldentity: <sip:pcscfl.visitedl. net>
Privacy: none

From <sip: pcscfl.visitedl. net>;tag=31415
To: <sip:userl_publicl@onel. net>
Cal | -1 D dre36d2v32gnl gi i ormi72445

CSeq: 61 SUBSCRI BE

Event: reg

Expires: 7200

Accept: application/cpi mpidf +xm

Contact: <sip:pcscfl. visitedl. net>
Content-Length: 0O

From: This header is populated with the SIP URI that identifies the P-CSCF.

Contact: Thisiswhere the NOTIFY requests for this subscription will be sent. H-consistsof- the SR URL-
bli  denti | .

Event: Thisfield is set to the value 'reg' to specify the use of the reg event package.

Accept: Thisfield is set to the value 'application/cpim-pidf+xml’.

3. Cx: User Location Query procedure

The |-CSCF sends a query to the HSS to find out the S-CSCF of the called user. The HSS responds with the
address of the current S-CSCEF for the terminating subscriber.

For detailed message flows see 3GPP TS 29.228 [11].

Table 6.6-3a provides the parameters in the SIP SUBSCRIBE request (flow 2), which are sent to the HSS.

Table 6.6-3a Cx: User registration status query procedure (I-CSCF to HSS)

Message source & Cx: Information Information source Description
destination element name in SIP INVITE
I-CSCF to HSS User Public Request-URI: This information
Identity element indicates the
public user identity

Table 6.6-3b provides the parameters sent from the HSS that need to be mapped to SIP SUBSCRIBE (flow
4) and sent to SSCSCF.

Table 6.6-3b Cx: User registration status query procedure (HSS to I-CSCF)

Message source & Cx: Information Mapping to SIP Description
destination element name header in SIP
INVITE
HSS to I-CSCF S-CSCF name Route header field | This information indicates
the serving CSCF's name
of that user

4. SUBSCRIBE request (I-CSCF to S CSCF) - seeexamplein table 6.6-4

The |-CSCF forwards the SUBSCRIBE request to the SS.CSCF.
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Table 6.6-4: SUBSCRIBE request (I-CSCF to S-CSCF)

SUBSCRI BE si p:user1l publicl@onel.net SIP/2.0

Via: SIP/2.0/UDP icscfl p.honel. net; branch=z9h&4bK871y12. 1, S|P/ 2.0/ UDP
pcscfl.visitedl. net; branch=z9hG4bK240f 34. 1

Max- Forwar ds: 69

Rout e: <si p:scscfl. honel.net;lr>

P- Asserted-ldentity:

Privacy:

From

To:

Call-1D

CSeq:

Event :

Expi res:

Accept :

Cont act :

Cont ent - Lengt h:

25. 202 (Accepted)200 (OK) response (S-CSCF to PI-CSCF) - see examplein table 6.6-52

The S-CSCF first authorizes the subscription. As S-CSCF can trust the content of the P-Asserted-1dentity
header and <sip:pcscfl.visitedl.net> is on the list of the authorized users for the ‘req’ event package stored
by the S-CSCF, therefore the S-CSCF sends an acknowl edgement towards the Pl- CSCF indicating that the
subscrl ptlon was succ&sful IS res A es ;

Table 6.6-52: 202 (Accepted)200 (OK) response (S-CSCF to IRP-CSCF)

SI P/ 2.0 202-Acecepted200 K

Via: SIP/2.0/UDP icscfl s.honel. net; branch=z9h4bK871y12. 1, SI P/ 2.0/ UDP
pcscf 1. vi sitedl. net; branch=z9hG4bK240f 34. 1

P- Asserted-ldentity: <sip:scscfl. honel. net>

Privacy: —hrene

From

To: <sip:userl_publicl@onel. net>;tag=151170

Call-1D:

CSeq:

Cont act: <sip:scscfl. homrel. net>

Event:

Expi res:

Cont ent - Lengt h:

Expires. If value of the Expires header in SUBSCRIBE request is different from the one received in REGISTER
method, then the value of Expires header in the 202 (Aceepted)200 (OK) responseis set to match the
value of Expires header in REGISTER method.

6. 200 (OK) response (I-CSCF to P-CSCF) - see examplein table 6.6-6

The |-CSCF forwards the 200 (OK) response to the P-CSCF.

Table 6.6-6: 200 (OK) response (I-CSCF to P-CSCF)

SIP/2.0 200 K

Via: SIP/2.0/UDP pcscfl.visitedl. net; branch=z9hG4bK240f 34. 1
P- Asserted-ldentity:
Privacy:

From

To:

Call-1D:

CSeq:

Cont act :

Event:

Expi res:

Cont ent - Lengt h:
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37.NOTIFY request (SSCSCF to P-CSCF) - see examplein table 6.6-73

The S-CSCF sends afirst NOTIFY request towards the P-CSCF in order to inform the P-CSCF about the
registration status of monitored user.

Table 6.6-37: NOTIFY request (S-CSCF to P-CSCF)

NOTI FY si p: pcscfl.visitedl.net SIP/ 2.0

Via: SIP/2.0/UDP scscfl. hormel. net; branch=z9hG4bK332b23. 1
Max- Forwar ds: 70

From <sip:userl_publicl@onel. net>;tag=151170

To: <sip:userl_publicl@cscfl.visitedl. net>;tag=31415
Cal | -1 D dre36d2v32gnl gi i ormi72445

CSeq: 42 NOTI FY

Subscription-State: active; expires=7200

Event: reg

Cont ent - Type: application/cpi m pidf +xm

Cont act: <sip:scscfl. horel. net>

Content-Length: (...)

<presence xmns="urn:ietf:params: xm:ns:cpimpidf:">
<tupl e nanme="si p: user1_publ i cl1@onel. net">

<st at us><basi c>cl osed</ basi c></ st at us>
</tupl e>

</ presence>

From: The tag of thisfield matchesthat of the To; field in the received 200 (OK)/202 response for the
SUBSCRIBE request.

Content-Type: Set to the value of the Accept header received in the SUBSCRIBE request or ‘application/cpim-
pidf+xml" if the Accept header was not present in the SUBSCRIBE request.

The message body in the NOTIFY request that carries the subscriber's registration state is formed as indicated in
3GPP TS 24.229[16].

4.8. 200 (OK) response (P-CSCF to S-CSCF) - see examplein table 6.6-84
P-CSCF forwards the 200 (OK) response to the S-CSCF.

Table 6.6-84: 200 (OK) response (P-CSCF to S-CSCF)

SIP/2.0 200 K

Via: SIP/2.0/UDP scscfl. honel. net; branch=z9h4bkK332b23. 1
From

To:

Call-1D:

CSeq:

Cont ent - Type:

Content-Length: 0O

6.7 Notifying of the network-initiated deregistration event

6.7.1 Network-initiated deregistration event occurs in the S-CSCF

Figure 6.7.1-1 assumes that the UE and the P-CSCF both have subscribed for the user's registration state event package
according to subclause 6.5 and shows how the UE and the P-CSCF are notified when the network-initiated
deregistration event occurs in the S-CSCF.

Also, it isassumed that the home network does not have network configuration hiding active.
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' 1. SUBSCRIBE Visited Network (visited1.net) : E Home Network (homel.net)
|UE| | RAN | | GPRS/DHCP| |P-CSCF| DNS | I-CSCF S-CSCF HSS
(pcscfl) (icscfl_p) | | (scscfl)
| | 1. event occurs |
2. S-CSCF
deregistration
3. NOTIEY notification
B 4. NOTIFY N : ]
5. 200 (OK) N
o 6. 200 (OK) .
_ 7. NOTIFY
8. 200 (OK)

Figure 6.7.1-1: Network Initiated Deregistration event occurs in the S-CSCF

1. Network Initiated Deregistration event occursin the SSCSCF

2. S CSCF deregistration notification

When the Network Initiated Deregistration Event occurs in the S-CSCF, the S-CSCF informs the HSS that
the user is no longer registered. The S-CSCF either notifies the HSS to clear or requests to keep its location
information for that subscriber. The HSS then either clears or keeps the S-CSCF name for that subscriber

according to request. In both cases the state of the subscriber identity is stored as unregistered in the HSS and
the S-CSCF. The HSS acknowledges the request.

For detailed message flows see 3GPP TS 29.228 [11].
3 SIPNOTIFY request (S-CSCF to P-CSCF) - see examplein table 6.7.1-3

After the S-CSCF deregistration notification procedure the S-CSCF immediately sendsa NOTIFY request
towards the UE in order to inform about the network initiated deregistration.and the subscription termination.
The same Request URI, To, From, Call-ID are used asin the first NOTIFY request. CSeq is incremented
since thisisthe second NOTIFY request sent towards the UE.
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Table 6.7.1-3: SIP NOTIFY request (S-CSCF to P-CSCF)

NOTI FY si p: [ 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp SI P/ 2.0
Via: SIP/2.0/UDP scscfl. honel. net; branch=z9h&4bK332b23. 1
Max- Forwar ds: 70

Rout e: <sip:pcscfl. visitedl. net;lr>

From <sip:userl_publicl@onel.net>;tag=151170

To: <sip:userl_publicl@onel. net>;tag=31415

Call-1D: b89rjhnedlrfjflslj40a222

CSeq: 43 NOTI FY

Subscription-State: term nated

Event: reg

Cont ent - Type: application/cpi m pidf +xm

Contact: sip:scscfl. honel. net

Content-Length: (...)

<presence xm ns="urn:ietf:parans: xm:ns:cpimpidf:">

<tupl e name="si p: user1_publicl@onel. net">
<st at us><basi c>cl osed</ basi c>
<not e>
reason-phrase: "You have been deregistered fromthe network, please register again";
regi strar: registrar. honel. net
</ not e>
</ status>
</tupl e>

<tupl e name="si p: user1_publ i c2@onel. net">
<st at us><basi c>cl osed</ basi c></ st at us>
</tupl e>

<tupl e nane="tel : +498972233114" >
<st at us><basi c>cl osed</ basi c>
<not e>
reason-phrase: "This |ID has been autonatically deregistered";
regi strar: registrar. honel. net
</ not e>
</ status>
</tupl e>

</ presence>

4, SIP NOTIFY request (P-CSCF to UE) - seeexamplein table6.7.1-4
P-CSCF forwards the NOTIFY request to the UE.

Table 6.7.1-4: SIP NOTIFY request (P-CSCF to UE)

NOTI FY si p: [ 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp SI P/ 2.0

Via: SIP/2.0/UDP pcscfl.visitedl. net: 7531; conp=si gconp; branch=z9h4bK240f 34. 1, SI P/ 2. 0/ UDP
scscf 1. honel. net ; branch=z9hG4bK332b23. 1

Max- For war ds: 69

From

To:

Call-1D:

CSeq:

Subscription-State:

Event:

Cont ent - Type:

Cont act :

Cont ent - Lengt h:
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5. 200 (OK) response (UE to P-CSCF) - see examplein table 6.7.1-5

Table 6.7.1-5: SIP 200 (OK) response (UE to P-CSCF)

SIP/2.0 200 K

Via: SIP/2.0/UDP pcscfl.visitedl. net: 7531; conp=si gconp; branch=z9hG4bK240f 34. 1, SI P/ 2. 0/ UDP
scscf 1. honel. net; branch=z9hG4bK332bh23. 1

P- Access- Net wor k-1 nfo: 3GPP- UTRAN- TDD; utran-cel | -i d-3gpp=234151D0FCE11

From

To:

Call-1D

CSeq:

Content-Length: 0

6. SIP 200 (OK) response (P-CSCF to S-\CSCF) - see examplein table 6.7.1-6

Table 6.7.1-6: SIP 200 (OK) response (P-CSCF to S-CSCF)

SIP/2.0 200 K

Via: SIP/2.0/UDP scscfl. honel. net; branch=z9h4bK332b23. 1
P- Access- Net wor k- | nf o:

From

To:

Call-1D:

CSeq:

Cont ent - Lengt h:

7 SIPNOTIFY request (S'CSCF to P-CSCF) - see examplein table 6.7.1-7

After-sendingthe Ox-Put-request-tThe S-CSCF al so immediatehy-sends aNOTIFY reguest towards the P-
CSCF to which the UE is attached to, in order to inform about the network initiated deregistration. The same

Request URI, To, From, Call-ID are used asin the first NOTIFY request. CSeq isincremented since thisis
the second NOTIFY request sent towards the P-CSCF.
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Table 6.7.1-7: SIP NOTIFY request (S-CSCF to P-CSCF)

NOTI FY si p: pcscfl.visitedherel.net SIP/2.0

Via: SIP/2.0/UDP scscfl. honel. net; branch=z9h&4bK332b23. 1
Max- Forwar ds: 70

From <sip:userl_publicl@onel.net>;tag=151170
To: <sip:pcscfl.visistedl. net>; tag=31415

Cal | -1 D: dre36d2v32gnl gi i oomi72445

CSeq: 43 NOTI FY
Subscription-State: —active; expi r es=5200term-nated
Event: reg

Cont ent - Type: application/cpi m pidf +xm

Contact: sip:scscfl. honel. net

Content-Length: (...)

<presence xm ns="urn:ietf:params: xm:ns:cpimpidf:">

<tupl e nanme="si p: user1_publ i cl1@onel. net">
<st at us><basi c>cl osed</ basi c>
<not e>
reason-phrase: "This public |ID has been deregistered by the network";
regi strar: registrar. honel. net
</ not e>

</ st at us>
</tupl e>

<tupl e name="si p: user1_publ i c2@onel. net">
<st at us><basi c>cl osed</ basi c></ st at us>
</tupl e>

<tupl e nane="tel : +498972233114" >
<st at us><basi c>cl osed</ basi c>
<not e>
reason-phrase: "This |ID has been autonatically deregistered";
regi strar: registrar. honel. net
</ not e>
</ st at us>
</tupl e>

</ presence>

8. SIP 200 (OK) response (P-CSCF to S-CSCF) - see examplein table 6.7.1-8

Table 6.7.1-8: SIP 200 (OK) response (P-CSCF to S-CSCF)

SIP/2.0 200 XK

Via: SIP/2.0/UDP scscfl. honel. net; branch=z9h4bkK332b23. 1
From

To:

Call-1D:

CSeq:

Content-Length: 0

6.7.2 Network-initiated deregistration event occurs in the HSS

Figure 6.7.2-1 assumes that the UE and the P-CSCF both have subscribed for the user's registration state event package
according to subclause 6.5 and shows how the UE and the P-CSCF are notified when the Network Initiated
Deregistration event occursin the HSS.

Also, it is assumed that the home network does not have network configuration hiding active.
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Visited Network Home Network
(visited1.net) (homel.net)
UE RAN GPRS/DHCP P-CSCF DNS I-CSCF S-CSCF HSS
(pcscfl) (icscfl p) (scscfl)
1. Event occurs
2.Cx
Deregister
3. NOTIFY
4. NOTIFY
5. 200 (OK) P
6. 200 (OK)
7. NOTIFY
8. 200 (OK) H
Deregister
response

Figure 6.7.2-1: Network-initiated deregistration event occurs in the HSS

1. Network-initiated deregistration event occursin the HSS
2. Cx-Deregister

HSS initiates the deregistration, sending a Cx-Deregister (subscriber identity). For detailed message flows
see 3GPP TS 29.228 [11].

3. SIPNOTIFY request (S-CSCF to P-CSCF) - see examplein table 6.7.2-3

After getting the Cx-Deregister message the S-CSCF immediately sends aNOTIFY request towards the UE
order to inform about the network initiated deregistration_and the subscription termination. The same Request
URI, To, From, Call-ID are used asin the first NOTIFY reguest. CSeq is incremented since thisis the second
NOTIFY request sent towards the UE.
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Table 6.7.2-3: SIP NOTIFY request (S-CSCF to P-CSCF)

NOTI FY si p: [ 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp SI P/ 2.0
Via: SIP/2.0/UDP scscfl. honel. net; branch=z9h&4bK332b23. 1
Max- Forwar ds: 70

Rout e: <sip:pcscfl. visitedl. net;lr>

From <sip:userl_publicl@onel.net>;tag=151170

To: <sip:userl_publicl@onel. net>;tag=31415

Call-1D: b89rjhnedlrfjflslj40a222

CSeq: 43 NOTI FY

Subscription-State: term nated

Event: reg

Cont ent - Type: application/cpi m pidf +xm

Cont act: <sip:scscfl. horel. net>

Content-Length: (...)

<presence xm ns="urn:ietf:parans: xm:ns:cpimpidf:">

<tupl e name="si p: user1_publicl@onel. net">
<st at us><basi c>cl osed</ basi c>
<not e>
reason-phrase: "You have been deregistered fromthe network, please register again";
regi strar: registrar. honel. net
</ not e>
</ status>
</tupl e>

<tupl e name="si p: user1_publ i c2@onel. net">
<st at us><basi c>cl osed</ basi c></ st at us>
</tupl e>

<tupl e nane="tel : +498972233114" >
<st at us><basi c>cl osed</ basi c>
<not e>
reason-phrase: "This |ID has been autonatically deregistered";
regi strar: registrar. honel. net
</ not e>
</ status>
</tupl e>

</ presence>

4, SIP NOTIFY request (P-CSCF to UE) - see examplein table 6.7.2-4
P-CSCF forwards the NOTIFY request to the UE.

Table 6.7.2-4: SIP NOTIFY request (P-CSCF to UE)

NOTI FY si p: [ 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp SI P/ 2.0

Via: SIP/2.0/UDP pcscfl.visitedl. net: 7531; conp=si gconp; branch=z9h4bK240f 34. 1, SI P/ 2. 0/ UDP
scscf 1. honel. net ; branch=z9hG4bK332b23. 1

Max- For war ds: 69

From

To:

Call-1D:

CSeq:

Subscription-State:

Event:

Cont ent - Type:

Cont act :

Cont ent - Lengt h:

5. SIP 200 (OK) response (UE to P-CSCF) - see examplein table 6.7.2-5
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Table 6.7.2-5: SIP 200 (OK) response (UE to P-CSCF)

SIP/2.0 200 K

Via: SIP/2.0/UDP pcscfl.visitedl. net: 7531; conp=si gconp; branch=z9hG4bK240f 34. 1, SI P/ 2. 0/ UDP
scscf 1. honel. net; branch=z9hG4bK332bh23. 1

P- Access- Net wor k-1 nfo: 3GPP- UTRAN- TDD; utran-cel | -i d-3gpp=234151D0FCE11

From

To:

Call-1D

CSeq:

Content-Length: 0

6. SIP 200 (OK) response (P-CSCF to S-CSCF) - see examplein table 6.7.2-6

Table 6.7.2-6: SIP 200 (OK) response (P-CSCF to S-CSCF)

SIP/2.0 200 K

Via: SIP/2.0/UDP scscfl. honel. net; branch=z9h4bkK332b23. 1
P- Access- Net wor k- | nf o:

From

To:

Call-1D:

CSeq:

Cont ent - Lengt h:

7 SIPNOTIFY request (S-CSCF to P-CSCF) - see examplein table 6.7.2-7

The S-CSCF al so imediately-sends a NOTIFY request
towards the P-CSCF to which the UE is attached to, in order to inform about the network initiated
deregistration. The same Request URI, To, From, Call-ID are used asin the first NOTIFY request. CSeqis
incremented since thisisthe second NOTIFY request sent towards the P-CSCF.
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Table 6.7.2-7: SIP NOTIFY request (S-CSCF to P-CSCF)

NOTI FY si p: pcscfl.visitedherel.net SIP/2.0
Via: SIP/2.0/UDP scscfl. honel. net; branch=z9h&4bK332b23. 1
Max- Forwar ds: 70

From <sip:userl_publicl@onel.net>;tag=151170
To: <sip:pcscfl.visistedl. net>; tag=31415
Cal | -1 D: dre36d2v32gnl gi i oomi72445

CSeq: 43 NOTI FY

Subscri ption- St ate: —acti ve; expi r es=527200
Event: reg

Cont act: <sip:scscfl. horel. net>

Cont ent - Type: application/cpi m pidf +xm
Content-Length: (...)

<presence xm ns="urn:ietf:params: xm:ns:cpimpidf:">

<tupl e nanme="si p: user1_publ i cl1@onel. net">
<st at us><basi c>cl osed</ basi c>
<not e>
reason-phrase: "This public |ID has been deregistered by the network";
regi strar: registrar. honel. net
</ not e>
</ st at us>
</tupl e>

<tupl e name="si p: user1_publ i c2@onel. net">
<st at us><basi c>cl osed</ basi c></ st at us>
</tupl e>

<tupl e nane="tel : +498972233114" >

<st at us><basi c>cl osed</ basi c>

<not e>
reason-phrase: "This |ID has been autonatically deregistered";
regi strar: registrar. honel. net

</ not e>

</ st at us>

</tupl e>

</ presence>

8. SIP 200 (OK) response (P-CSCF to S-CSCF) - see examplein table 6.7.2-8

Table 6.7.2-8 SIP 200 (OK) response (P-CSCF to S-CSCF)

SIP/2.0 200 XK

Via: SIP/2.0/UDP scscfl. honel. net; branch=z9h4bkK332b23. 1
From

To:

Call-1D:

CSeq:

Content-Length: 0

9. Cx-Deregister Resp

After receiving the 200 (OK) response from the P-CSCF, the S-CSCF sends Cx-Deregister Resp to the HSS.
For detailed message flows see 3GPP TS 29.228 [11].

6.7.3 Network-initiated deregistration upon UE roaming and registration to
a new network - assumes that the previous registration has not
expired

This shows the registration signalling flow for the scenario that the UE loses the GPRS attachment in current visited

access network and roams to makes a new GPRS attachment in a new visited access network without deregi stration

from its previous network. The GGSN and P-CSCF are assumed to be in the visited network. When the UE starts

registration in viathe new visited access network and P-CSCF, the home S-CSCF in the home IMS network initiates the
deregistration to the P-CSCF in the previous visited network. It is assumed that the old P-CSCF has subscribed the
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event package to the S-CSCF and the subscription has not expired. For the reason of simplicity, the authentication
procedure is not shown because it has no technical impact on this flow.

T Old-Visited—
NEW Visited Network (visited2.net) Home Network (homel.net) Network
GPRS/ ‘ (visited1.net)
UE | | RAN DHCP P-CSCF | | DNS I-CSCF | | S-CSCF HSS P-CSCF
(pcscf2) (icscfl _p) | | (scscfl) (pcscfl)

1. GPRS: PDP Context
Establishment and
P-CSCF discovery

2. REGISTER
-
3.DNS:
DNS-Q
4. REGISTER
-
5. Cx: User registration status query
6. REGISTER
Ll
7. Cx: S-CSCF
8. 200 (OK) registration notification
gl
-
9. NOTIFY
Ll
10.20p (OK)
11.200 (OK) ¢
12. 200 (OK) -

A

Figure 6.7.3-1: Network-initiated deregistration upon UE roaming without deregistration
Flows from 1 to 4 are the same as those in subclause 6.2.

5. Cx: User Registration Status Query

The I-CSCF sends the Cx-Query signalling flow to the HSS (Visited Network Identifier, subscriber identity,
home domain name,). Because user has not deregistered with its previous network, so that HSS findsa S-
CSCF assigned for that user and treats this as are-registration procedure. Therefore, the HSS returnsthe S-
CSCF name to the |-CSCF.For detailed message flows see 3GPP TS 29.228 [11].

For the parametersin the REGISTER request (flow 4) which need to be sent to HSS, see table 6.2-4a.

Table 6.3-4aprovidesthe parameters in the REGISTER request (flow 6) which are obtained from the
information sent back from the HSS.

6. REGISTER request (1-CSCF to S-CSCF)

The I-CSCF forwards the REGISTER request to the S-CSCF assigned to that user.
7. Cx-S-CSCF Registration Notification
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The S-CSCF notifies the HSS to update its location information for that subscriber. The HSS sends a
response to the S-CSCF to acknowledge the update of location information and also with the user profile.

9. NOTIFY request (S-CSCF to Old P-CSCF) - see examplein table 6.7.3-9

AAs there was a change in the user’ s registration status and the old P-CSCF hasis still
registration event package for that user, therefore, the S-CSCF sendsa NOTIFY request to that P-CSCF.

Table 6.7.3-9: SIP NOTIFY request (S-CSCF to Old P-CSCF)

NOTI FY si p: pcscf 1. herevi sitedl. net SIP/ 2.0

Via: SIP/2.0/UDP scscfl. hormel. net; branch=z9hG4bK332b23. 1
Max- Forwar ds: 70

From <sip:userl_publicl@onel. net>;tag=151170
To: <sip:pcscfl.visistedl. net>; tag=31415

Cal | -1 D dre36d2v32gnl gi i ormi72445

CSeq: 43 NOTI FY

Subscri ption- St at e: —terminatedacti ve; expi res=1200
Event: reg

Cont ent - Type: application/cpi m pidf +xm

Cont act: <sip:scscfl. horel. net>

Content-Length: (...)

<presence xm ns="urn:ietf:params: xm:ns:cpimpidf:">

<tupl e nanme="si p: user1_publ i cl1@onel. net">
<st at us><basi c>cl osed</ basi c>
<not e>
reason-phrase: "This public ID has been deregistered by the network";
regi strar: registrar. honel. net
</ not e>
</ status>
</ tupl e>

<tupl e nanme="si p: user 1_publ i c2@onel. net">
<st at us><basi c>cl osed</ basi c></ st at us>
</tupl e>

<tupl e name="tel : +498972233114" >

<st at us><basi c>cl osed</ basi c>

<not e>
reason-phrase: "This I D has been autonatically deregistered”;
regi strar: registrar. honel. net

</ not e>

</ st at us>

</ tupl e>

</ presence>

10. SIP 200 (OK) response (Old P-CSCF to S-CSCF) - see examplein table 6.7.3-10

Upon receiving the NOTIFY request, the P-CSCF discards any information binding with that user.

Table 6.7.3-10: SIP 200 (OK) response (Old P-CSCF to S-CSCF)

SIP/2.0 200 K

Via: SIP/2.0/UDP scscfl. honel. net; branch=z9ht4bK332b23. 1
From

To:

Call-1D:

CSeq:

Content-Length: 0O

6.8 Network initiated re-authentication

This subclause describes the notification of a UE that occurs when the S-CSCF assigned to that user requests re-
authentication.
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It is assumed that user has registered and al so subscribed to the registration state event before. Also, the subscriber is
considered to be roaming and the home network operator does not desire to keep itsinterna configuration hidden from
the visited network.

After this procedure the user's UE might automatically initiate re-registration procedures. If the user failsto re-register,
the public user identity for which re-authentication is requested, the public user identity may be deregistered by S
CSCF.

1 Visited Network (visited1.net) : E Home Network (home1l.net)
UE GPRS/DHCP | |P-CSCF | |DNS | I-CSCF S-CSCF
(pcscfl) (icscfl_p) | | (scscfl)

I
1.Network-initiated
re-authentication

2. SIP NOTIFY

A

3. SIP NOTI|FY

A

4. SIP 200|(OK)

5. SIP 200 (OK)

6. initiate Re-
authentication

Figure 6.8-1: S-CSCF informs UE about network-initiated re-authentication event
(without I-CSCF providing configuration independence)

1. Network initiated re-authentication (S-CSCF)

The network initiated re-authentication event for the private user identity of the user occurs at the S-CSCF.
Asthe user has subscribed to the registration state event package thisis the trigger point for the S-CSCF to
notify the user about the event occurrence._For simplicity, the NOTIFY reguest towards the P-CSCF is not
shown.

2. SIPNOTIFY request (S-CSCF to P-CSCF) - see examplein table 6.8-2

The S-CSCF sendsa NOTIFY request towards the UE in order to inform the UE about the occurrence of the
network initiated re-authentication event.

Table 6.8-2: SIP NOTIFY request (S-CSCF to P-CSCF)

NOTI FY si p: [ 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp SI P/ 2.0
Via: SIP/2.0/UDP scscfl. hormel. net; branch=z9hG4bK332b23. 1
Max- Forwar ds: 70

Rout e: <sip:pcscfl.visitedl. net;lr>

From <sip:userl_publicl@onel. net>;tag=31415

To: <sip:userl_publicl@onel. net>;tag=151170

Call-1D: b89rjhnedlrfjflslj40a222

CSeq: 43 NOTI FY

Subscription-State: active; expires=37200

Event: reg

Cont ent - Type: application/cpi m pidf +xm

Contact: sip:scscfl. honel. net

Content-Length: (...)

<presence xm ns="urn:ietf:paranms: xm :ns:cpi mpidf:"
xm ns:registration="urn:ietf:parans: xn : ns: cpi m pi df : regi strati on">

<tupl e name="si p: user1_publicl@onel. net">
<status>
<basi c>open</ basi c>
<regi stration>re-authenticate</registration>
</ st at us>
</tupl e>
</ presence>
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| From: Thetag of thisfield matches that of the To; field in the received 200 (OK)#/202 response for the
SUBSCRIBE request.

Content-Type: Set to the value of the Accept header received in the SUBSCRIBE request or ‘application/cpim-
pidf+xml" if the Accept header was not present in the SUBSCRIBE request.

The message body in NOTIFY request that carries the subscriber's registration state is formed asindicated in
3GPP TS 24.229 [16].

3. SIPNOTIFY request (P-CSCF to UE) - see examplein table 6.8-3
The P-CSCF forwards the NOTIFY request to UE.

Table 6.8-3: SIP NOTIFY request (P-CSCF to UE)

NOTI FY si p: [ 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp SI P/ 2.0

Via: SIP/2.0/UDP pcscfl. visitedl. net: 7531; conp=si gconp; branch=z9hG4bK240f 34. 1, SI P/ 2. 0/ UDP
scscf 1. honel. net; branch=z9hG4bK332bh23. 1

Max- Forwar ds: 69

From

To:

Call-1D:

CSeq:

Subscription-State:

Event:

Cont ent - Type:

Cont act :

Cont ent - Lengt h:

4. SIP 200 (OK) response (UE to P-CSCF) - see examplein table 6.8-4
The UE generates a 200 (OK) response to the NOTIFY request.

Table 6.8-4: SIP 200 (OK) response (UE to P-CSCF)

SIP/2.0 200 K

Via: SIP/2.0/UDP pcscfl.visitedl. net: 7531; conp=si gconp; branch=z9h&4bK240f 34. 1, SI P/ 2. 0/ UDP
scscf 1. honel. net; branch=z9hG4bK332bh23. 1

P- Access- Net wor k- | nfo: 3GPP- UTRAN- TDD; utran-cel |l -id-3gpp=234151D0FCE11

From

To:

Call-1D

CSeq:

Content-Length: 0

5. SIP 200 (OK) response (P-CSCF to S-\CSCF) - see examplein table 6.8-5
P-CSCF forwards the 200 (OK) response to the S-CSCF.

Table 6.8-5: SIP 200 (OK) response (P-CSCF to S-CSCF)

SIP/2.0 200 K

Via: SIP/2.0/UDP scscfl. honel. net; branch=z9h4bkK332b23. 1
| P- Access- Net wor k- | nf o:

From

To:

Call-1D:

CSeq:

Cont ent - Lengt h:

6. Re-authentication (UE)

The UE now initiates re-authentication procedures.

6.9 Registration error conditions
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6.9.1 Reregistration - failure of reregistration
See subclause 16.9.1.
6.9.2 User not registered, user not allowed to roam / user unknown

Visited Network (visited1.net) i : Home Network (homel.net)

(UE| | RAN | GPRS/DHCP | p.cscr| | NS .csck| | scsce L HSS

1. GPRS: PDP Context
Establishment and

\ P-CSCF discovery

2. REGISTER

)

4. REGISTER

-
5. Cx: User Registration
Status Query

6. Roaming not
allowed / user
unknown

7. 403 (Forbidden)

8. 403 (Forbidden
< ( )

Figure 6.9.2-1: Registration failure: User not registered, user not allowed to roam

Thefirst five steps are similar with the regular Registration signalling flows described in subclause 6.2.

The "Roaming not allowed" and "User unknown™ error conditions would result in the same signalling flow (only the
actions taken by 1-CSCF will differ), thus the signalling flows are merged and only the I-CSCF action is described
depending on the error condition.

6. Roaming not allowed / User unknown

Theinformation received as a response to the Cx-Query may indicate that "Roaming is not allowed" for the
subscriber from the visited1.net network. In this case I-CSCF needs to send a 403 (Forbidden) response back
to the UE. I-CSCF will insert awarning header in the response, indicating to the UE the reason of refusing
the Registration request. Warning header will contain the name of the network inserting the warning header
(warn-agent = homel.net) and in addition it may contain a warn-text.The warn-code inserted into the
Warning header is 399.

When the information received as a response to the Cx-Query indicates that the subscriber is unknown to the
network or the subscriber does not have a valid subscription, the I-CSCF needs to send a 403 (Forbidden)
response back to the UE. I-CSCF will insert a warning header in the response, indicating to the UE the reason
of refusing the Registration request. Warning header will contain the name of the network inserting the
warning header (warn-agent = homel.net) and in addition it may contain a warn-text. The warn-code inserted
into the Warning header is 399.

7. 403 (Forbidden) response (I-CSCF to P-CSCF) - see examplein table 6.9.2-7
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Table 6.9.2-7: 403 (Forbidden) response (I-CSCF to P-CSCF)

SI P/ 2.0 403 For bi dden

Via: SIP/2.0/UDP pcscfl.visitedl. net; branch=z9hG4bK240f 34. 1, SI P/ 2.0/ UDP
[ 5555: : aaa: bbb: ccc: ddd] ; conp=si gconp; br anch=z29hG4bKnashds7

Warni ng: 399 honel. net "Roami ng not allowed fromthis network"”

From

To:

Call-1D

Cseq:

Content-Length: 0

8. 403 (Forbidden) response (P-CSCF to UE) - see examplein table 6.9.2-8

Table 6.9.2-8: 403 (Forbidden) response (P-CSCF to UE)

SI P/ 2.0 403 Forbi dden

Via: SIP/2.0/UDP [5555:: aaa: bbb: ccc: ddd] ; conp=gi gconp; br anch=z9h&4bKnashds7
Warni ng: 399 honel. net "Roami ng not allowed fromthis network"”

From

To:

Call-1D:

Cseq:

Cont ent - Lengt h:

6.9.3 Registration failure — user authentication failure

This clause (see figure 6.9.3-1) shows the signalling flow with user authentication failure at step 19 of subclause 6.2
"Signalling flows for REGISTER" and afinal failure of the authentication at step 30.
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Visited Network (visitedl.net) Home Network (homel.net)

| UE | | RAN | | GPRS/DHCP P.CSCF DNS I.CSCF S-CSCF HSS
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34. GPRS: PDP Context Deactivate

Figure 6.9.3-1: User authentication failure
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Steps 1 through 17 are the same as the signalling flow in subclause 6.2.
18. Authentication: User authentication fails

Upon receiving the REGISTER request carrying the authentication response, RES, the S-CSCF checks that
the user's active XRES matches the received RES. If the check is unsuccessful then this authentication
challenge fails and the public user identity is not yet registered in the S-CSCF.

At this point the S-CSCF has the option of repeating a number of authentication challenges as given in step
18 through 28. For the purposes of this flow, only one repetition is shown.

19. Cx. S-CSCF registration notification

The S-CSCF selects new authentication vectors as specified in step 9, either from the list already within the
S-CSCF, or by requesting new vectors from the HSS.

20. 401 (Unauthorized) response (S-CSCF to |-CSCF) - see examplein table 6.9.3-20

The authentication challenge is sent in the 401 (Unauthorized) response towards the UE.

Table 6.9.3-20: 401 (Unauthorized) response (S-CSCF to I-CSCF)

SI P/ 2.0 401 Unauthori zed
Via: SIP/2.0/UDP icscfl_p.honmel. net; branch=z9hG4bK351g45. 1, SI P/ 2.0/ UDP
pcscf 1. visitedl. net; conp=si gconp; branch=z9hG4bkK240f 34. 1, SI P/ 2. 0/ UDP
[ 5555: : aaa: bbb: ccc: ddd] ; branch=z9hG4bKnashds7
From <sip:userl_publicl@onel. net>;tag=4f a3
To: <sip:userl_publicl@onel. net>; tag=5ef4
Cal | -1 D: apb03a0s09dkj df gl kj 49111
WAV Aut henti cate: Digest real me"regi strar. honel. net", nonce=base64( RAND + AUTN + server
specific data), algorithmAKAv1- MD5, ik="00112233445566778899aabbccddeeff",
ck="ffeeddccbbaall223344556677889900"
CSeq: 2 REQ STER
Content-Length: 0

NOTE: Theactua nonce vaue in the WWW-Authenticate header field is encoded in base64, and it may look
like: nonce="AY +3fUY 0021Qi 1M nv3C6gAzEp4502"

21.401 (Unauthorized) response (I-CSCF to P-CSCF) - see examplein table 6.9.3-21

The authentication challenge is sent in the 401 (Unauthorized) response towards the UE.

Table 6.9.3-21: 401 (Unauthorized) response (I-CSCF to P-CSCF)

SIP/2.0 401 Unaut hori zed

Via: SIP/2.0/UDP pcscfl.visitedl. net; branch=z9hG4bK240f 34. 1, SI P/ 2.0/ UDP
[ 5555: : aaa: bbb: ccc: ddd] ; conp=si gconp; br anch=z9hG4bKnashds7

From

To:

Call-1D:

WAV Aut hent i cat e:

CSeq:

Cont ent - Lengt h:

22.401 (Unauthorized) response (P-CSCF to UE) - see examplein table 6.9.3-22

The P-CSCF removes any keys received in the 401 (Unauthorized) response and forwards the rest of the
response to the UE.
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Table 6.9.3-22: 401 (Unauthorized) response (P-CSCF to UE)

SI P/ 2.0 401 Unauthori zed

Via: SIP/2.0/UDP [5555:: aaa: bbb: ccc: ddd] ; conp=si gconp; br anch=z9h&bKnashds7

From

To:

Call-1D:

WAV Aut henti cate: Digest real me"regi strar. honel. net", nonce=base64( RAND + AUTN + server
specific data), al gorithmrAKAv1- MD5

Security-Server: ipsec-3gpp; q=0.1; al g=hmac-sha-1-96; spi=87654321; port1=7531

CSeq:

Cont ent - Lengt h:

WWW-Authenticate: The P-CSCF removes the ik and ck parameters (directives) from the header.
23. Generation of response and session keysat UE

Upon receiving the Unauthorised response, the UE extracts the MAC and the SQN from the AUTN. The UE
calculates the XMAC and checks that XMAC matches the received MAC and that the SQN isin the correct
range. If both these checks are successful the UE cal cul ates the response, RES, and also computes the session
keysIK and CK. The RESis put into the Authorization header and sent back to the registrar in the
REGISTER request.

24.REGISTER request (UE to P-CSCF) - see examplein table 6.9.3-24

Table 6.9.3-24: REGISTER request (UE to P-CSCF)

REGQ STER si p:regi strar. honel.net SIP/2.0

Via: SIP/2.0/UDP [5555:: aaa: bbb: ccc: ddd] : 1357; conp=si gconp; br anch=z9hGbKnashds7

P- Access- Net wor k- | nfo:  3GPP- UTRAN- TDD; utran-cel | -i d-3gpp=234151D0FCE11

Max- Forwar ds: 70

From <sip:userl_publicl@onel. net>;tag=4fa3

To: <sip:userl_publicl@onel. net>

Contact: <sip:[5555::aaa: bbb: ccc: ddd] : 1357; conp=si gconp>>; expi r es=7200

Cal | -1 D: apb03a0s09dkj df gl kj 49111

Aut hori zati on: Digest username="userl_private@onel.net", real n¥"registrar. honel. net",
nonce=base64( RAND + AUTN + server specific data), algorithmAKAv1- M5,
uri="sip:registrar. honel.net", response="0alb04c89e54f 09ab45e84d30e29f 83a"

Security-Verify: ipsec-3gpp; g=0.1; al g=hmac-sha-1-96; spi=87654321; port1=7531

CSeq: 3 REQ STER

s
Supported: path
Content-Length: 0O

Authorization: This carries the response to the authentication challenge received in step 12 along with the private
user identity, the realm, the nonce, the URI and the a gorithm.

25. DNS: DNS-Q

Based on the user's URI, the P-CSCF determines that UE is registering from a visiting domain and performs
the DNS queries to locate the I-CSCF in the home network. The look up in the DNS is based on the domain
name specified in the Request URI.

The P-CSCF sends the REGISTER request - after local processing - to the address indicated in the Request-
URI. When forwarding the REGISTER request the P-CSCF needs to specify the protocol, port number and

| P address of the |-CSCF server in the home network to which to send the REGISTER request. The P-CSCF
triesto find this information by querying the DNS. Since the Request-URI does not specify a numeric IP
address, and the transport protocol and port are not indicated, the P-CSCF performs an NAPTR query for the
domain specified in the Request-URI.

Table 6.9.3-25a DNS: DNS Query (P-CSCF to DNS)

The DNS records are retrieved according to RFC 3263 [14].

3GPP



Error! No text of specified style in document. a7 Error! No text of specified style in document.

Table 6.9.3-25b DNS Query Response (DNS to P-CSCF)
| OPCODE=SQUERY, RESPONSE, AA
i QNAMVE=r egi strar. homel. net, QCLASS=IN, QTYPE=NAPTR

E regi strar. honel. net 0 IN NAPTR 50 50 "s" "SI P+D2U
_sip._udp.registrar. honel. net
0 IN NAPTR 90 50 "s" "SI P+D2T" "" _sip._tcp.registrar. honel. net

0 I'N NAPTR 100 50 "s" "SI PS+D2T"
_sips._tcp.registrar. homel. net

__________________________________________________________________________________________________________________________

Since the UDP is prefered, the P-CSCF finds the I-CSCF by aDNS SRV lookup according to RFC 2782 [4].

Table 6.9.3-25¢: DNS: DNS Query (P-CSCF to DNS)
| OPCODE=SQUERY
.+ QNAME=__si p. _udp. regi strar. honel. net, QCLASS=IN, QIYPE=SRV

The DNS records are retrieved according to RFC 2782 [4].

Table 6.9.3-25d: DNS Query Response (DNS to P-CSCF)
| OPOODE=SQUERY, RESPONSE, AA
' QNAME=__si p. _udp.regi strar. honel. net, QCLASS=I N, QIYPE=SRV

_sip._udp.registrar. honel. net 0 IN SRV 1 10 5060 icscfl_p. honel. net
0O INSRV 1 0 5060 icscf7_p.honel. net

' i cscf1_p. homel. net 0 IN AAAA 5555: : aba: dab: aaa: daa

v icscf7_p. honel. net 0 I N AAAA 5555: : ala: b2b: c3c: d4d

In the Answer field of the query-response each I-CSCF isidentified by its host domain name. The returned
SRV Resource Records (RRs) are merged and ordered, and the sel ection technique (employing the Priority
and Weight parameters returned in the RRS) as specified in RFC 2782 [4] is used to select the I-CSCF

(i.e. theicscfl_p.homel.net). Since the Additional Datafield of the query-response aso contains the IP
address of the selected 1-CSCF (i.e. 5555::aba:dab:aaa:dad), a new query to the DNSis not required.

Once the IP address of the I-CSCF is obtained, the P-CSCF forwards the REGISTER request to this 1P
address (i.e. 5555::aba:dab:aaa:daa) using the UDP protocol and port number 5060.

26. REGISTER request (P-CSCF to |-CSCF) - see examplein table 6.9.3-26

This signalling flow shows the REGISTER request being forwarded from the P-CSCF to the I-CSCF in the
home domain.
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Table 6.9.3-26: REGISTER request (P-CSCF to I-CSCF)

REGQ STER si p:regi strar. honel.net SIP/2.0
Via: SIP/2.0/UDP pcscfl.visitedl. net; branch=z9hG4bK240f 34. 1, SI P/ 2.0/ UDP
[ 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp; br anch=z9hG4bkKnashds7

P- Access- Net wor k- | nf o:

Max- Forwar ds: 69

Pat h: <sip:term@pcscfl.visitedl. net;Ilr>

Require: path

P-Visited-Network-1D: "Visited Network Nunber 1"

P- Char gi ng- Vector: icid-val ue=a834bc192f e3; ici d-generat ed-at =[ 5555: : e9e: d8d: c7c: b6b]

From

To:

Cont act :

Call-1D:

Aut hori zati on: Digest username="userl_private@onel.net", real n¥"registrar. honel. net",
nonce=base64( RAND + AUTN + server specific data), algorithmrAKAv1- M5,
uri="sip:registrar. honel.net", response="0alb04c89e54f 09ah45e84d30e29f 83a",
integrity-protected="yes"

CSeq:
Support ed:
Cont ent - Lengt h:

Path: Thisisthe P-CSCF URI and isincluded to inform the S-CSCF where-to-reute terminating
sessionswhere to route terminating requests.

27.Cx: User registration status query procedure

The I-CSCF requests information related to the Subscriber registration status by sending the private user
identity, public user identity and visited domain name to the HSS. The HSS returns the S-CSCF required
capabilities and the I-CSCF uses thisinformation to select a suitable S-CSCF.

For detailed message flows see 3GPP TS 29.228 [11].
Table 6.9.3-27a provides the parameters in the REGISTER request (flow 5) which need to be sent to HSS.

Table 6.9.3-27a Cx: User registration status query procedure (I-CSCF to HSS)

Message Cx Information Information Description
source & element name Sourcein
destination REGISTER
request
I-CSCF to HSS Private User Authorization: | The Private User Identity is
Identity encoded in the username

field according to the
Authorization protocol.

Public User To: Identity which is used to
Identity communicate with other
users
Visited Network P-Visited- This information indicates
Identifier Network-1D: the network identifier of the

visited network

28. REGISTER request (I-CSCF to S-CSCF) - see examplein table 6.9.3-28
This signalling flow forwards the REGISTER reguest from the [-CSCF to the S-CSCF selected.
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Table 6.9.3-28: REGISTER request (I-CSCF to S-CSCF)

REGQ STER si p: scscfl. honel.net SIP/2.0

Via: SIP/2.0/UDP icscfl_p.honel. net; branch=z9h4bK351g45. 1, SI P/ 2. 0/ UDP
pcscf 1. visitedl. net; branch=z9hG4bK240f 34. 1, Sl P/ 2. 0/ UDP
[ 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp; br anch=z9hG4bknashds?7

P- Access- Net wor k- | nf o:

Max- For war ds: 68

Pat h:

Requi re:

P- Vi si t ed- Net wor k- | D

P- Char gi ng- Vect or:

From

To:

Cont act :

Call-1D:

Aut hori zati on:

CSeq:

Support ed:

Expires:

Cont ent - Lengt h:

Path: The S-CSCF stores the contents of the Path header and uses this URI for routeing mobile
terminated sessions.

29. Authentication

Upon receiving the REGISTER request carrying the authentication response, RES, the S-CSCF checks that
the user's active, XRES matches the received RES. If the check is unsuccessful, and no more authentication
challenges are to be made, then the authentication has failed and the public user identity is not registered in
the S-CSCF.

30. Cx: S-CSCF registration notification procedure

Upon user authentication failure the S-CSCF informs the HSS that the user has not been registered at this
instance. The HSS clears the S-CSCF name for that subscriber.

For detailed message flows see 3GPP TS 29.229.
Table 6.9.3-30 provides the parameters in the REGISTER request (flow 18) which needsto be sent to HSS.

Table 6.9.3-30 Cx: S-CSCF registration notification procedure (S-CSCF to HSS)

Message Cx Information Information Description
source & element name Sourcein
destination REGISTER
request
S-CSCF to HSS Public User To: Identity which is used to
Identify communicate with other
users
Private User Authorization: | The Private User Identity is
Identity encoded in the username
field according to the
Authorization protocol.
S-CSCF name Request-URI: | This information indicates
the serving CSCF's name of
that user

31.403 (Forbidden) response (S-CSCF to I-CSCF) - see examplein table 6.9.3-31

The S-CSCF sends an 403 (Forbidden) response to the |-CSCF indicating that authentication failed. No
security parameters are included in this response. The S-CSCF will insert a warning header in the response,
indicating to the UE the reason of refusing the Registration request. The Warning header will contain the
name of the network inserting the warning header (warn-agent = homel.net) and in addition it may contain a
warn-text. The warn-code inserted into the Warning header is 399.
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Table 6.9.3-31: 403 (Forbidden) response (S-CSCF to I-CSCF)

SI P/ 2.0 403 For bi dden

Via: SIP/2.0/UDP icscfl_p.honel. net; branch=z9h4bK351g45. 1, SI P/ 2. 0/ UDP
pcscf 1. visitedl. net; branch=z9hG4bK240f 34. 1, Sl P/ 2. 0/ UDP
[ 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp; br anch=z9hG4bknashds?7

Warni ng: 399 honel. net "Authentication failed"

From <sip:userl_publicl@onel. net>;tag=4f a3

To: <sip:userl_publicl@onel. net>; tag=5ef4

Cal | -1 D: apb03a0s09dkj df gl kj 49111

CSeq: 3 REQ STER

Content-Length: 0

32. 403 (Forbidden) response (I-CSCF to P-CSCF) - see example in table 6.9.3-32

The I-CSCF forwards the 403 (Forbidden) response from the S-CSCF to the P-CSCF indicating that
authentication was unsuccessful.

Table 6.9.3-32: 403 (Forbidden) response (I-CSCF to P-CSCF)

SI P/ 2.0 403 For bi dden

Via: SIP/2.0/UDP pcscfl.visitedl. net; branch=z9hG4bK240f 34. 1, SI P/ 2.0/ UDP
[ 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp; br anch=z9hG4bkKnashds7

Warni ng: 399 honel. net "Authentication failed"

From

To:

Call-1D

CSeq:

Cont ent - Lengt h:

33. 403 (Forbidden) response (P-CSCF to UE) - see examplein table 6.9.3-33
The P-CSCF forwards the 403 (Forbidden) response to the UE.

Table 6.9.3-33: 403 (Forbidden) response (P-CSCF to UE)

SI P/ 2.0 403 For bi dden

Via: SIP/2.0/UDP [5555:: aaa: bbb: ccc: ddd] : 1357; conp=si gconp; br anch=z9h&1bKnashds7
Warni ng: 399 honel. net "Authentication failed"

From

To:

Call-1D

CSeq:

Cont ent - Lengt h:

34.PDP Context Deactivate

On receiving the 403 (Forbidden) response the UE ceases registration and authentication attempts. In this
case, if the PDP context on which the SIP signalling was being conducted is not being used for other
purposes, the UE deactivates the signalling PDP context.

N ext changes

16 Signalling flows for REGISTER (hiding)

16.1 Introduction

See subclause 6.1.

16.2  Registration signalling: user not registered
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Figure 16.2-1 shows the registration signalling flow for the scenario when the user is not registered. For the purpose of
this signalling flow, the subscriber is considered to be roaming. This flow aso shows the authentication of the private
user identity. In this signalling flow, the home network has network configuration hiding active.

Visited Network (visited1.net)

Home Network (homel.net)

I-CSCF
ve | [ | [oprsionce | [poscr | [ons| [ PSSP ocace | [ s
(pcscfl) ) (scscfl)
1. GPRS Attach procedure,
PDP Context Establishment
P-Cscsrgscovery
2. REGISTER

3. DNS: DNS-Q

4. REGISTER
|-
>
5. Cx: User registration status query >
6. REGISTER
»
>
7.Cx
authentication
8. Autentication
Vector Selection
9. 401 Unauthorized
—
-

10. 401 Unauthorized
11. 401 Unauthorized

A

-l
.

12. Generation of
Response and

session keys
13. REGISTER
< 14.DNS: DNS-Q
15. REGISTER
< 16. Cx: User registration status query
17. REGISTER
18.
Authentication
TCxS=
registration
notificatjol
20. 200 OK
21.200 OK
22.200 OK et

Figure 16.2-1: Registration when UE roaming
1. GPRSAttach / PDP Context Establishment and P-CSCF Discovery (UE to GPRYS)

Thissignalling flow is shown to indicate prerequisites for the registration signalling.
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See subclause 5.2 for details.

2. REGISTER request (UE to P-CSCF) —see examplein table 16.2-2

The purpose of this request isto register the user's SIP URI with a S-CSCF in the home network. This request
isrouted to the P-CSCF because it isthe only SIP server known to the UE. tr-the folowing-SHRrequest-the

The P-CSCF will perform two actions, binding and forwarding. The binding is between the udser's SIP
URIladdress (<sip:userl_publicl@homel.net>) and the host (terminal) address ([5555::aaa:bbb:ccc:ddd])
which was acquired during PDP context activation process.

Table 16.2-2 REGISTER request (UE to P-CSCF)

REQ STER si p:regi strar. honel.net SIP/2.0

Via: SIP/2.0/UDP [5555:: aaa: bbb: ccc: ddd] ; conp=si gconp; br anch=z9h&GbKnashds7
Max- Forwar ds: 70

P- Access- Net wor k-1 nfo: 3GPP- UTRAN- TDD; utran-cel | -i d-3gpp=234151D0FCE11’

From

To: <sip:userl_publicl@onel. net>
Contact: <sip:[5555:: aaa: bbb: ccc: ddd] ; conp=si gconp=>>; expi r es=7200

Cal | -1 D: apb03a0s09dkj df gl kj 49111

Aut hori zati on: Digest username="userl_private@onel.net", real n¥"registrar. honel. net",
nonce="", uri="sip:registrar.honel.net", response=""

Security-Client: ipsec-3gpp; al g=hmac-sha-1-96; spi=12345678; port1=1357

Require: sec-agree
Pr oxy-

<si p:userl_publicl@onel. net>;tag=4f a3

Require: sec-agree

CSeq:

Supported: path
Expires: 7200

Cont ent - Length: O

1 REGQ STER

Request-URI:  The Request-URI (the URI that follows the method name, "REGISTER", in the first line) indicates

Via:

the destination domain of this REGISTER request. The rules for routing a SIP request describe
how to use DN S to resolve this domain name ("registrar.homel.net") into an address or entry point
into the home operator's network (the I-CSCF). Thisinformation is stored in the USIM.

IPv6 PBP-address of the-SHR-sessienUE alocated during the PDP Context Activation process.

Max-Forwards: Set to 70 by the UE and used to prevent loops.

From: Thisindicates the public user identity originating the REGISTER request. The public user identity
may be obtained from the USIM.

To: Thisindicates the public user identity being registered. Thisisthe identity by which other parties
know this subscriber. It may be obtained from the USIM.

Contact: This indicates the point-of-presence for the subscriber — the I P address of the UE. Thisisthe

temporary point of contact for the subscriber that is being registered. Subsequent requests destined
for this subscriber will be sent to this address. Thisinformation is stored in the P-CSCF and S-
CSCF.

Authorization: It carries authentication information. The private user identity (userl private@homel.net) is
carried in the username field of the Digest AKA protocol. The uri parameter (directive) contains
the same value as the Request-URI. The realm parameter (directive) contains the network name
where the username is authenticated. The Request-URI and the realm parameter (directive) value
are obtained from the same field in the USIM, and therefore, areidentical. In thisexample, itis
assumed that a new UICC card was just inserted into the terminal, and there is no other cached
information to send. Therefore, nonce and response parameters (directives) are empty.

Security-Client: Lists the supported algorithm(s) by the UE.

Supported: This header isincluded to indicate to the recipient that the UE supports the Path header.
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P-Access-Networ k-1 nfo: the UE provides the access-type and access-info, related to the serving access network as
specified in sub-clause ' Additional coding rules for P-Access-Network-Info header', in3GPP TS

24.229 [16].

Upon receiving this request the P-CSCF will set it's SIP registration timer for this UE to the Expirestimein
this request.

3. DNS: DNS-Q

Based on the user's URI, the P-CSCF determines that UE is registering from a visiting domain and performs
the DNS queries to locate the I-CSCF in the home network. The look up in the DNSis based on the domain
name specified in the Request URI.

The P-CSCF sends the REGISTER request - after local processing - to the address indicated in the Request-
URI. When forwarding the REGISTER request the P-CSCF needs to specify the protocol, port number and
IP address of the I-CSCF server in the home network to which to send the REGISTER request. The P-CSCF
tries to find this information by querying the DNS. Since the Request-URI does not specify a numeric IP
address, and the transport protocol and port are not indicated, the P-CSCF performs an NAPTR query for the
domain specified in the Request-URI.

Table 16.2-3a DNS: DNS Query (P-CSCF to DNS)
OPCODE=SQUERY
! QNAME=r egi strar. homel. net, QCLASS=IN, QTYPE=NAPTR

The DNS records are retrieved according to RFC 3263 [14].

Table 16.2-3b DNS Query Response (DNS to P-CSCF)
| OPCODE=SQUERY, RESPONSE, AA
NAMVE=r egi strar. homel. net, QCLASS=I N, QI'YPE=NAPTR

regi strar. honel. net 0 IN NAPTR 50 50 "s" "SI P+D2U’
' _Sip._udp.registrar. honel. net
0 IN NAPTR 90 50 "s" "SI P+D2T" "" _sip._tcp.registrar. honel. net

0 I'N NAPTR 100 50 "s" "SI PS+D2T"
_sips._tcp.registrar. honel. net

Based on the order and preference of the NAPTR record and the local preference, UDP is preferred and the
P-CSCF finds the I-CSCF by a DNS SRV lookup according to RFC 2782 [4].

Table 16.2-3c DNS: DNS Query (P-CSCF to DNS)

COPCODE=SQUERY T e
ONAME=_si p. _udp. regi strar. honel. net, QCLASS=IN, QIYPE=SRV

The DNS records are retrieved according to RFC 2782 [4].

Table 16.2-3d DNS: DNS Query Response (DNS to P-CSCF)
| OPCODE=SQUERY, RESPONSE, AA
NAVE=_si p. _udp. regi strar. homel. net, QCLASS=I N, QIYPE=SRV

_Sip._udp.registrar. honel. net 0 IN SRV 1 10 5060 icscfl_p. honel. com
0O INSRV 1 0 5060 icscf7_p.honel.com
i cscf1l _p. honel. net 0 I N AAAA 5555: : aba: dab: aaa: daa
©icscf7_p. honel. net 0 I N AAAA 5555: : ala: b2b: c3c: d4d

In the Answer field of the query-response each I-CSCF isidentified by its host domain name. The returned
SRV Resource Records (RRs) are merged and ordered, and the selection technique (employing the Priority
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and Weight parameters returned in the RRS) as specified in RFC 2782 [4] is used to select the I-CSCF
(i.e. theicscfl_p.homel.net). Since the Additional Datafield of the query-response aso contains the IP
address of the selected |-CSCF (i.e. 5555::aba:dab:aaa:daa), a new query to the DNSis not required.

Once the IP address of the I-CSCF is obtained, the P-CSCF forwards the REGISTER request to this 1P
address (i.e. 5555::aba:dab:aaa:daa) using the UDP protocol and port number 5060.

4. REGISTER request (P-CSCF to I-CSCF) — see examplein table 16.2-4

The P-CSCF needs to be in the path for al terminating requests for this user. To ensure this, the P-CSCF
addsitself to the path for future requests.

The P-CSCF binds the public user identity under registration to the Contact header supplied by the user.

The P-CSCF adds also the P-Visited-Network-1D header with the contents of the identifier of the P-CSCF
network. This may be the visited network domain name or any other identifier that identifies the visited
network at the home network.

This signalling flow shows the REGISTER request being forward from the P-CSCF to the I-CSCF in the
home domain.

Table 16.2-4 REGISTER request (P-CSCF to I-CSCF)

REQ STER si p:regi strar. honel.net SIP/2.0

Via: SIP/2.0/UDP pcscfl.visitedl. net; branch=z9hG4bK240f 34. 1, SI P/ 2.0/ UDP
[ 5555: : aaa: bbb: ccc: ddd] ; conp=si gconp; branch=z9h&AbKnashds7

Max- Forwar ds: 69

P- Access- Net wor k- | nf o:

Pat h:

From
To:

CSeq:

Require: path
P-Visited-Network-I1D: "Visited Network Number 1"
P- Char gi ng- Vector: icid-val ue=a834bc192f e3; ici d-generat ed-at =[ 5555: : e9e: d8d: c7c: b6b]

Cont act :
Call-1
Aut hori zati on: Digest username="userl_private@onel. net", real n¥"registrar. honel. net",

nonce=

Support ed:
Cont ent - Lengt h:

<sip:term@cscfl.visitedl. net;lr>

D

, uri="sip:registrar.honel.net", response="", integrity-protected="no"

Path: Thisisthe address of the P-CSCF and is included to inform the S-CSCF where to-route
terminating-sessionswhere to route terminating requests.
Require: This header isincluded to ensure that the recipient correctly handles the Path header. If

the recipient does not support the path header, a response will be received with a status
code of 420 and an Unsupported header indicating "path". Such a response indicates a
misconfiguration of the routing tables and the request has been routed outside the IM
CN subsystem.

P-Visited-Network-ID: It contains the identifier of the P-CSCF network at the home network.

P-Access-Networ k-1 nfo: this header contains information from the UE.

5. Cx: User registration status query procedure

The I-CSCF makes arequest for information related to the Subscriber registration status by sending the
private user identity, public user identity and visited domain name to the HSS. The HSS returns the S-CSCF
required capabilities and the I-CSCF uses this information to select a suitable S-CSCF.

For detailed message flows see 3GPP TS 29.228.
Table 6.2-5a provides the parameters in the REGISTER request (flow 4) which need to been sent to HSS.

6. REGISTER request (I-CSCF to S-CSCF) — see examplein table 16.2-6
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I-CSCF adds a proper I-CSCF URI to the Path header.

This signalling flow forwards the REGISTER reguest from the I-CSCF to the S-CSCF selected. The Request-
URI is changed to the address of the S-CSCF.

Table 16.2-6 REGISTER request (I-CSCF to S-CSCF)

REGQ STER si p: scscfl. honel.net SIP/2.0

Via: SIP/2.0/UDP icscfl_p.honmel. net; branch=z9hG4bK351g45. 1, SI P/ 2.0/ UDP
pcscf 1. visitedl. net; branch=z9hG4bK240f 34. 1, SI P/ 2. 0/ UDP
[ 5555: : aaa: bbb: ccc: ddd] ; conp=si gconp; br anch=z9hG4bKnashds7

Max- Forwar ds: 68

P- Access- Net wor k- | nf o:

Pat h: <sip:icscfl_p.honel.net;|lr> <sip:ternmacscfl.visitedl.net;Ilr>

Requi re:

P- Vi si t ed- Net wor k- | D

P- Char gi ng- Vect or:

From

To:

Cont act :

Call-1D:

Aut hori zati on:

CSeq:

Supported: path

Expires:

Cont ent - Lengt h:

Path: The S-CSCF stores the contents of the Path header and uses these URI s fer+euting-mebite
terminated-sessionsfor routing mobile terminated requests.

Upon receiving this request the S-CSCF will set it's SIP registration timer for this UE to the Expirestimein
this request.

7. Cx: S-CSCF authentication procedure

Asthe REGISTER request arrived without integrity protection to the P-CSCF, the S-CSCF shall challengeit.
For this, the SS-CSCF requires at least one authentication vector to be used in the challenge to the user. If a
valid AV is not available, then the S-CSCF requests at least one AV from the HSS.

For detailed message flows see 3GPP TS 29.228.
Table 6.2-7a provides the parameters in the REGISTER request (flow 6) which need to be sent to HSS.
8. Authentication vector selection

The S-CSCF selects an authentication vector for use in the authentication challenge. For detailed description
of the authentication vector, see 3GPP TS 33.203.

NOTE 1. The authentication vector may be of the form 3GPP TS 33.203 (if IMS AKA isthe selected
authentication scheme):

AV = RAND,||AUTN,|XRES|ICK[IIK where:

- RAND: random number used to generate the XRES, CK, IK, and part of the AUTN. It isalso used
to generate the RES at the UE.

- AUTN: Authentication token (including MAC and SQN).
- XRES: Expected (correct) result from the UE.
- CK: Cipher key (optional).
- IK: Integrity key.
9. 401 Unauthorized response (S-CSCF to I-CSCF) — see examplein table 16.2-9

The authentication challenge is sent in the 401 Unauthorized response towards the UE.
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Table 16.2-9: 401 Unauthorized response (S-CSCF to I-CSCF)

SI P/ 2.0 401 Unauthori zed

Via: SIP/2.0/UDP icscfl_p.honel. net; branch=z9h4bK351g45. 1, SI P/ 2. 0/ UDP
pcscf 1. visitedl. net; branch=z9hG4bK240f 34. 1, SI P/ 2. 0/ UDP
[ 5555: : aaa: bbb: ccc: ddd] ; conp=si gconp; branch=z9h&AbKnashds7

From
To: <sip:userl_publicl@onel. net>;tag=5ef4
Call-1D

WAV Aut henti cate: Digest real me"regi strar. homel. net", nonce=base64( RAND + AUTN + server
specific data), algorithnrAKAv1-MD5, ik="00112233445566778899aabbccddeeff",
ck="ff eeddccbbaall223344556677889900"

CSeq:

Cont ent - Lengt h:

WWW-Authenticate: The S-CSCF challenges the user. The nonce includes the quoted string, base64 encoded value
of the concatenation of the AKA RAND, AKA AUTN and server specific data. The S-CSCF
appends also the Integrity Key (1K) and the Cyphering key (CK).

NOTE: Theactual nonce value in the WWW-Authenticate header field is encoded in base64, and it may look
like: nonce="A34Cm+Fva37UY WpGNB34JP'

10. 401 Unauthorized response (1-CSCF to P-CSCF) — see examplein table 16.2-10

The authentication challenge is sent in the 401 Unauthorized response towards the UE.

Table 16.2-10: 401 Unauthorized response (I-CSCF to P-CSCF)

SIP/2.0 401 Unaut hori zed

Via: SIP/2.0/UDP pcscfl.visitedl. net; branch=z9hG4bK240f 34. 1, SI P/ 2.0/ UDP
[ 5555: : aaa: bbb: ccc: ddd] ; conp=si gconp; branch=z9h&AbKnashds7

From

To:

Call-1D:

WAV Aut hent i cat e:

CSeq:

Cont ent - Lengt h:

11. 401 Unauthorized response (P-CSCF to UE) — see examplein table 16.2-11

The P-CSCF removes any keys received in the 401 Unauthorized response and forwards the rest of the
response to the UE.

Table 16.2-11: 401 Unauthorized response (P-CSCF to UE)

SI P/ 2.0 401 Unauthori zed

Via: SIP/2.0/UDP [5555:: aaa: bbb: ccc: ddd] ; conp=si gconp; br anch=z9h&GbKnashds7

From

To:

Call-1D

WAV Aut henti cate: Digest real m="regi strar. honel. net", nonce=base64( RAND + AUTN + server
specific data), al gorithmAKAv1l- MD5

Security-Server: ipsec-3gpp; q=0.1; al g=hmac-sha-1-96; spi=87654321; port1=7531

CSeq:

Cont ent - Lengt h:

WWW-Authenticate: The P-CSCF removes the ik and ck parameters (directives) from the header.

12. Generation of response and session keysat UE

Upon receiving the Unauthorized response, the UE extracts the MAC and the SQN from the AUTN. The UE
calculates the XMAC and checks that XM AC matches the received MAC and that the SON isin the correct
range. If both these checks are successful the UE cal culates the response, RES, and also computes the session
keys K and CK. The RES s put into the Authorization header and sent back to the registrar in the
REGISTER request.
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13. REGISTER request (UE to P-CSCF) — see examplein table 16.2-13

Table 16.2-13 REGISTER request (UE to P-CSCF)

REGQ STER si p:regi strar. honel.net SIP/2.0

Via: SIP/2.0/UDP [5555:: aaa: bbb: ccc: ddd] : 1357; conp=si gconp; br anch=z9h&bKnashds7

Max- Forwards: 70

P- Access- Net wor k- | nfo: 3GPP- UTRAN- TDD; utran-cel |l -id-3gpp=234151D0FCE11

From <sip:userl_publicl@onel. net>;tag=4fa3

To: <sip:userl_publicl@onel. net>; tag=5ef4

Contact: <sip:[5555:: aaa: bbb: ccc: ddd] : 1357; conp=si gconp>>>; expi r es=7200

Cal | -1 D: apb03a0s09dkj df gl kj 49111

Aut hori zati on: Digest username="userl_private@onel.net", real n¥"registrar. honel. net",
nonce=base64( RAND + AUTN + server specific data), algorithmAKAv1- M5,
uri="sip:registrar. honel.net", response="6629fae49393a05397450978507c4ef 1"

Security-Verify: ipsec-3gpp; q=0.1; al g=hmac-sha-1-96; spi=87654321; port1=7531

CSeq: 2 REQ STER

Supported: path

Exprres—7200

Content-Length: 0

Authorization: This carries the response to the authentication challenge received in step 11 along with the private
user identity , the realm, the nonce, the URI and the algorithm.

14.DNS: DNS-Q

Based on the user's URI, the P-CSCF determines that UE is registering from a visiting domain and performs
the DNS queries to locate the I-CSCF in the home network. The look up in the DNSis based on the domain
name specified in the Request URI.

The P-CSCF sends the REGISTER request - after local processing - to the address indicated in the Request-
URI. When forwarding the REGISTER request the P-CSCF needs to specify the protocol, port number and
IP address of the I-CSCF server in the home network to which to send the REGISTER request. The P-CSCF
tries to find thisinformation by querying the DNS. Since the Request-URI does not specify a numeric IP
address, and the transport protocol and port are not indicated, the P-CSCF performs an NAPTR query for the
domain specified in the Request-URI.

Table 16.2-14a DNS: DNS Query (P-CSCF to DNS)
" OPCODE=SQUERY
. QNAME=r egi strar. honel. net, QCLASS=I N, QTYPE=NAPTR

The DNS records are retrieved according to RFC 3263 [14].

Table 16.2-14b DNS Query Response (DNS to P-CSCF)
| OPCODE=SQUERY, RESPONSE, AA
i QNAME=r egi strar. homel. net, QCLASS=IN, QTYPE=NAPTR

regi strar. honel. net 0 I N NAPTR 50 50 "s" "SI P+D2U"
' _Sip._udp.registrar. honel. net
0 IN NAPTR 90 50 "s" "SI P+D2T" "" _sip._tcp.registrar. honel. net

0 I'N NAPTR 100 50 "s" "SI PS+D2T"
_sips._tcp.registrar. honel. net

Based on the order and preference of the NAPTR record and the local preference, UDP is preferred and the
P-CSCF finds the I-CSCF by a DNS SRV lookup according to RFC 2782 [4].

Table 16.2-14c DNS: DNS Query (P-CSCF to DNS)

1" OPCCDE=SQUERY
. QNAMVE=__si p. _udp. regi strar. homel. net, QCLASS=I N, QIYPE=SRV

__________________________________________________________________________________________________________________________

The DNS records are retrieved according to RFC 2782 [4].
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Table 16.2-14d DNS Query Response (DNS to P-CSCF)
| OPCODE=SQUERY, RESPONSE, AA
NAMVE=__si p. _udp. regi strar. homel. net, QCLASS=I N, QIYPE=SRV

_sip._udp.registrar. honel. net 0 IN SRV 1 10 5060 icscfl_p. honel. net
0O INSRV 1 0 5060 icscf7_p.honel. net

v icscf1_p. honel. net 0 I N AAAA 5555: : aba: dab: aaa: daa

" icscf7_p. honel. net 0 I N AAAA 5555: : ala: b2b: c3c: d4d

In the Answer field of the query-response each |-CSCF isidentified by its host domain name. The returned
SRV Resource Records (RRs) are merged and ordered, and the selection technique (employing the Priority
and Weight parameters returned in the RRS) as specified in RFC 2782 [4] is used to select the I-CSCF

(i.e. theicscfl_p.homel.net). Since the Additional Datafield of the query-response aso contains the IP
address of the selected 1-CSCF (i.e. 5555::aba:dab:aaa:dad), a new query to the DNSis not required.

Once the IP address of the I-CSCF is obtained, the P-CSCF forwards the REGISTER request to this IP
address (i.e. 5555::aba:dab:aaa:daa) using the UDP protocol and port number 5060.

15.REGISTER request (P-CSCF to |-CSCF) — see examplein table 16.2-15

This signalling flow shows the REGISTER request being forwarded from the P-CSCF to the I-CSCF in the
home domain.

Table 16.2-15 REGISTER request (P-CSCF to I-CSCF)

REGQ STER si p:regi strar. honel.net SIP/2.0

Via: SIP/2.0/UDP pcscfl.visitedl. net; branch=z9hG4bK240f 34. 1, SI P/ 2.0/ UDP
[ 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp; br anch=z9hG4bKnashds7

Max- Forwar ds: 69

P- Access- Net wor k- | nf o:

Pat h: <sip:term@cscfl.visitedl.net;lr>

Require: path

P-Visited-Network-1D: "Visited Network Nunber 1"

P- Char gi ng- Vector: icid-val ue=a834bc192f e3; ici d-generat ed-at =[ 5555: : e9e: d8d: c7c: b6b]

From

To:

Cont act :

Call-1D:

Aut hori zati on: Digest username="userl_private@onel.net", real n¥"registrar. honel. net",
nonce=base64( RAND + AUTN + server specific data), algorithmrAKAv1- M5,
uri="sip:registrar. honel.net", response="6629fae49393a05397450978507c4ef 1", integrity-
protect ed="yes"

CSeq:

Support ed:

Cont ent - Lengt h:

Path: Thisisthe P-CSCF URI and isincluded to inform the S-CSCF where-to-reute terminating
sessionswhere to route terminating requests.

16. Cx: User registration status query procedure

The I-CSCF requests information related to the Subscriber registration status by sending the private user
identity, public user identity and visited domain name to the HSS. The HSS returns the S-CSCF required
capabilities and the I-CSCF uses thisinformation to select a suitable S-CSCF.

For detailed message flows see 3GPP TS 29.228.

Table 6.2-16a provides the parameters in the REGISTER request (flow 15) which need to been sent to HSS.
17.REGISTER request (I-CSCF to S-CSCF) — see example in table 16.2-17

This signalling flow forwards the REGISTER reguest from the I-CSCF to the S-CSCF selected.
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Table 16.2-17 REGISTER request (I-CSCF to S-CSCF)

REGQ STER si p: scscfl. honel.net SIP/2.0

Via: SIP/2.0/UDP icscfl_p.honel. net; branch=z9h4bK351g45. 1, SI P/ 2. 0/ UDP
pcscf 1. visitedl. net; branch=z9hG4bK240f 34. 1, SI P/ 2. 0/ UDP
[ 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp; ; branch=z9hG4bKnashds7

Max- Forwar ds: 68

P- Access- Net wor k- | nf o:

Pat h: <sip:icscfl_p.honel.net;|lr> <sip:ternmacscfl.visitedl.net;Ilr>

Requi re: -

P- Vi si t ed- Net wor k- | D

P- Char gi ng- Vect or:

From

To:

Cont act :

Call-1D:

Aut hori zati on:

CSeq:

Support ed:

Expires:

Cont ent - Lengt h:

Path: The I-CSCF adds an I-CSCF(THIG) to thelist of URIsin the Path header. The S-CSCF stores the
contents of the Path headers and uses these addresses for-routing-mobile terminated-sessiensfor

routing mobile terminated requests.

18. Authentication

Upon receiving an integrity protected REGISTER request, carrying the authentication response, RES, the S-
CSCF checks that the user’s active XRES matches the received RES. If the check is successful then the user
has been authenticated and the public user identity is registered in the S-CSCF.

19.Cx: S-CSCF registration notification procedure

On registering a user the S-CSCF informs the HSS that the user has been registered at this instance. The HSS
stores the S-CSCF name for that subscriber. For a positive response, the HSS will include the user profilein
the response sent to the S-CSCF.

For detailed message flows see 3GPP TS 29.228.

Table 6.2-19a provides the parameters in the SIP REGISTER request (flow 17) which need to been sent to
HSS.

20.200 OK response (S-CSCF to I-CSCF) — see examplein table 16.2-20

The S-CSCF sends a 200 (OK) response to the |-CSCF indicating that Registration was successful. This
response will traverse the path that the REGISTER request took as described in the Vialist.

Table 16.2-20 200 OK response (S-CSCF to I-CSCF)

SIP/2.0 200 K
Via: SIP/2.0/UDP icscfl_p.honmel. net; branch=z9hG4bK351g45. 1, SI P/ 2. 0/ UDP
pcscf 1. visitedl. net; branch=z9hG4bK240f 34. 1, SI P/ 2. 0/ UDP
[ 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp; br anch=z9hG4bKnashds7
Pat h: <sip:icscfl_p.honel.net;Ilr> <sip:ternmacscfl.visitedl.net;Ilr>
Servi ce-Route: <sip:icscfl_p.homel. net;lr>,
<si p: sescfihomel-net:1481ori g@cscfl. honel. net;lr>
From
To:
Call-1D:
Contact: <sip:[5555:: aaa: bbb: ccc: ddd] : 1357; conp=si gconp>>; expi r es=7200;-expires=7200
CSeq:
Date: Wed, 11 July 2001 08:49:37 GMVI
P- Associ at ed- URl :  <si p:user1_public2@onel. net>, <sip:userl_public3@onel. net> <sip:+1-212-
555- 1111 @onel. net ; user =phone>
Cont ent - Lengt h:

Service-Route:  The S-CSCF inserts the Service-Route header that includes its own URI including a port number
to differentiate mobil e originating reguests from mobile terminati ng requests.Service-Route—The
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21.200 OK response (I-CSCF to P-CSCF) —see examplein table 16.2-21

The |-CSCF tranglates the S-CSCF name in the Service-Route header. The |-CSCF forwards the 200 (OK)
| response from the S-CSCF to the P-CSCF indicating that the Rregistration was successful. This response will
traverse the path that the REGISTER request took as described in the Vialist.

Table 16.2-21 200 OK response (I-CSCF to P-CSCF)

SIP/2.0 200 K

Via: SIP/2.0/UDP pcscfl.visitedl. net; branch=z9hG4bK240f 34. 1, SI P/ 2.0/ UDP
| [ 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp; br anch=z9hG4bKnashds7

Pat h:

Servi ce-Route: <sip:icscfl_p.honel. net;lr>,

| <si p: t oken(sesefihonmelnet1481ori g@cscfl. honel. net; | r) @onel. net;tokeni zed- by=honel. net >
From

To:

Call-1D

Cont act :

CSeq:

Dat e:

P- Associ at ed- URI :

Cont ent - Lengt h:

22.200 OK response (P-CSCF to UE) — see examplein table 16.2-22

The P-CSCF saves the value of the Service-Route header and associates it with the UE. The P-CSCF then
forwards the 200 (OK) response from the |-CSCF to the UE indicating thate Rregistration was successful.

Table 16.2-22 200 OK response (P-CSCF to UE)

SIP/2.0 200 K

| Via: SIP/2.0/UDP [5555:: aaa: bbb: ccc: ddd] : 1357; conp=si gconp; br anch=z9h&bKnashds7
Pat h:

Servi ce- Rout e:
From

To:

Call-1D:

Cont act :

CSeq:

Dat e:

P- Associ at ed- URI :
Cont ent - Lengt h:

16.3  Registration signalling: reregistration — user currently
registered

For the purpose of the reregistration signalling flow shown in figure 16.3-1, the subscriber is considered to be roaming.
This flow also shows the authentication of the private user identity. In this signalling flow, the home network has
network configuration hiding active.

This signalling flow assumes:

1. That the same PDP Context allocated during the initial registration scenario is still used for reregistration. For
the case when the UE does not still have an active PDP context then PDP context procedures from
subclause 16.2 is completed first.

2. The S-CSCF selection procedure invoked by the [-CSCF is not needed.
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Visited Network (visitedl.net) Home Network (homel.net)

| UE | | RAN | | GPRSIDHCP | | p.cscr | | DNS | IcSCF | | scscF | HSS
(pcscfl) (icscfl_1) (scscfl)
1. REGISTER
2. DNS: DNS-Q
3. REGISTER

4. Cx: User registration status query>

5. REGISTER

|

6. Update
registratjon timer

7.200 OK

9. 200 OK

Figure 16.3-1: Reregistration when UE roaming

1. REGISTER request (UE to P-CSCF) —see examplein table 16.3-1

The registration expiresin the UE. The UE reregisters by sending a new REGISTER request. Thisrequest is
sent to the same P-CSCF with which the UE initiadly registered. The P-CSCF maintains the same binding
between the User's SIP public address (userl_publicl@homel.net) and the host (terminal) address
([5555::aaa:bbb:ccc:ddd]) which it established during the original registration.

Table 16.3-1 REGISTER request (UE to P-CSCF)

REGQ STER si p:regi strar. honel.net SIP/2.0

Via: SIP/2.0/UDP [5555:: aaa: bbb: ccc: ddd] : 1357; conp=si gconp; ; branch=z9h&bKnashds7
Max- For war ds:
P- Access- Net wor k- | nfo:  3GPP- UTRAN- TDD; utran-cel | -i d-3gpp=234151D0FCE11

70

From <sip:userl_publicl@onel. net>;tag=4fa3

To: <sip:userl_publicl@onel. net>; tag=5ef4

<si p: [ 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp>>; expi r es=7200

Cal | -1 D: apb03a0s09dkj df gl kj 49111

Aut hori zati on:
nonce=base64( RAND + AUTN + server specific data), algorithmAKAv1- M5,
uri="sip:registrar. honel.net", response="6629fae49393a05397450978507c4ef 1"

Security-Client: ipsec-3gpp; al g=hmac-sha-1-96; spi=12345678; port1=1357

sec- agree

Cont act :

Requi r ed:
CSeq: 3 REQ STER
Supported: path
Exprres—7200

Content-Length: 0O

Di gest usernane="user1_private@onel.net", real n¥"registrar. honel. net",

The header field usage is the same as for theinitial registration scenario:

From:

To:

Thisindicates the public user identity originating the REGISTER request. The public user identity
may be obtained from the USIM.

Thisindicates public user identity being registered. Thisis the identity by which other parties
know this subscriber.
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Contact: Thisindicates the point-of-presence for the subscriber — the |P address of the UE. Thisisthe
temporary identifier for the subscriber that is being registered. Subsequent requests destined for
this subscriber will be sent to this address. Thisinformation is stored in the P-CSCF.

Authorization: It carries authentication information. The private user identity (userl_private@homel.net) is
carried in the username field of the Digest AKA protocol. Asthisisare-registration process, the
cached information (realm, nonce, algorithm, uri, response) is also sent.

NOTE 1: The actual nonce value in the WWW-Authenticate header field is encoded in base64, and it may ook
like: nonce="A34Cm+Fva37UY WpGNB34JP'

Request-URI:  The Request-URI (the URI that follows the method name, "REGISTER", in the first line) indicates
the destination domain of this REGISTER request. The rules for routing a SIP request describe
how to use DNS to resolve this domain name ("homel.net") into an address or entry point into the
home operator's network (the I-CSCF). Thisinformation is stored in the USIM.

Supported: This header isincluded to indicate to the recipient that the UEsupports the Path header.

Upon receiving this request the P-CSCF will detect that it already has a registration record for this UE and
will reset it's SIP registration timer for this UE to the Expirestime in this request.

2. DNS: DNS-Q

Based on the user's URI, the P-CSCF determines that UE is registering from a visiting domain and performs
the DNS queries to locate the I-CSCF in the home network. The look up in the DNSis based on the address
specified in the Request URI. The DNS provides the P-CSCF with an address of the [-CSCF in the home
network. The P-CSCF must not use the I-CSCF address cached as a result of the previous registration.

3. REGISTER request (P-CSCF to |-CSCF) — see examplein table 16.3-3

This signalling flow shows the REGISTER request being forward from the P-CSCF to the I-CSCF in the
home domain.

Table 16.3-3 REGISTER request (P-CSCF to I-CSCF)

REQ STER si p:regi strar. honel.net SIP/2.0

Via: SIP/2.0/UDP pcscfl.visitedl. net; branch=z9hG4bK240f 34. 1, SI P/ 2.0/ UDP
[ 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp; br anch=z9hG4bKnashds7

P- Access- Net wor k- | nf o:

Max- Forwar ds: 69

| Pat h: <sip:term@pcscfl.visitedl. net;Ilr>

Require: path

P-Visited-Network-1D: "Visited Network Nunber 1"

P- Char gi ng- Vector: icid-val ue=a834bc192f e3; ici d-generat ed-at =[ 5555: : e9e: d8d: c7c: b6b]

From

To:

| Cont act :

Call-1D:

Aut hori zati on: Digest username="userl_private@onel. net", real n¥"registrar. honel. net",
nonce=base64( RAND + AUTN + server specific data), algorithmrAKAv1- M5,
uri="sip:registrar.honel.net", response="6629fae49393a05397450978507c4ef 1", integrity-
protect ed="yes"

CSeq:

Supported: path

Expires:

Cont ent - Lengt h:

Path: Thisisthe P-CSCF URI and isincluded to inform the S-CSCF whereto-route
terminating-sessitenswhere to route terminating requests.
Require: This header isincluded to ensure that the recipient correctly handles the Path header. If

the recipient does not support the path header, a response will be received with a status
code of 420 and an Unsupported header indicating "path”. Such a response indicates a
misconfiguration of the routing tables and the request has been routed outside the IM
CN subsystem.
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P-Visited-Network-ID: It contains the identifier of the P-CSCF network at the home network.
4. Cx: User registration status query procedure

The I-CSCF requests information related to the Subscriber registration status by sending the private user
identity, public user identity and visited domain name to the HSS. Because the user has registered, the HSS
returns the I-CSCF with the S-CSCF address for the subscriber

For detailed message flows see 3GPP TS 29.228.
For the parameters in the REGISTER request (flow 3), which are sent to the HSS, see table 6.2-5a.

Table 6.3-4a provides the parametersin the SIP REGISTER request (flow 5), which are obtained from the
information sent back from the HSS.

5. REGISTER request (I-CSCF to S-CSCF) — see examplein table 16.3-5

This signalling flow forwards the REGISTER reguest from the I-CSCF to the S-CSCF selected. The Request-
URI is changed to the address of the S-CSCF.

I-CSCF adds a proper [-CSCF name to the Path header.

Table 16.3-5 REGISTER request (I-CSCF to S-CSCF)

REGQ STER si p: scscfl. honel.net SIP/2.0

Via: SIP/2.0/UDP icscfl_p.honel. net; branch=z9h4bK351g45. 1, SI P/ 2. 0/ UDP
pcscf 1. visitedl. net; branch=z9hG4bK240f 34. 1, SI P/ 2. 0/ UDP
[ 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp; br anch=z9hG4bKnashds7

P- Access- Net wor k- | nf o:

Max- Forwar ds: 68

Pat h: <sip:icscfl_p.honel.net;lr> <sip:termacscfl.visitedl.net;Ilr>

Requi re:

P- Vi si t ed- Net wor k- | D

P- Char gi ng- Vect or:

From

To:

Cont act :

Aut hori zati on:

Call-1D

CSeq:

Support ed:

D
Cont ent - Lengt h:

Path: The S-CSCF stores the contents of the Path header and uses these URI s fer+euting-rebite
terminated-sessionsfor routing mobile terminated requests.

P-Visited-Network-ID: It contains the identifier of the P-CSCF network at the home network.

Upon receiving this request the S-CSCF will detect that it already has a registration record for this UE and
will reset it's SIP registration timer for this UE to the Expirestime in this request.

6. Updateregistration timer

Asthe REGISTER request arrived integrity protected, the S-CSCF does not need to challenge the user, but just
update the registration timer to the value requested by the user (if the policy of the network allowsiit).

NOTE: The S-CSCF is alowed to challenge the user. If S-CSCF decides to challenge the user, the call flow will be
similar to the one presented in section 16.2.

7. 200 OK response (S'CSCF to I-CSCF) — see examplein Table 16.3-7

The S-CSCF sends a 200 (OK) response to the I-CSCF indicating that Registration was successful. This response
will traverse the path that the REGISTER request took as described in the Vialist.
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Table 16.3-7 200 OK response (S-CSCF to I-CSCF)

SIP/2.0 200 K
Via: SIP/2.0/UDP icscfl_p.honel. net; branch=z9h4bK351g45. 1, SI P/ 2. 0/ UDP
pcscf 1. visitedl. net; branch=z9hG4bK240f 34. 1, SI P/ 2. 0/ UDP
[ 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp; br anch=z9hG4bKnashds7
Pat h: <sip:icscfl_p.honmel.net;lr> <sip:term@cscfl.visitedl.net;lr>
Servi ce-Route: <sip:icscfl_p.honel. net;lr>,
<si p: sesefihonmel-net1481ori g&cscfl. honel. net;lr>
From
To:
Call-1D:
Cont act :

<si p: [ 5555: : aaa: bbb: ccc: ddd] :

1357; conp=si gconp>; expi r es=7200Cent-act+

CSeq:

Date: Wed, 11 July 2001 08:49: 37 GJr

P- Associ at ed- URl : <si p: user1_public2@onel. net>, <sip:userl_public3@onel. net>, <sip:+1-212-
555-1111@onel. net ; user =phone>

Cont ent - Lengt h:

Service-Route: The S-CSCF inserts the Service-Route header value that includes anURI of an I-CSCF (THIG) and
its own URI including a port number to differentiate mobile originating requests from mobile
terminating requeststhe-own-S-CSCFURJ.

8. 200 OK response (I-CSCF to P-CSCF) — seeexamplein Table 16.3-8

The I-CSCF trandates the S-CSCF name in the Service-Route header. The I-CSCF forwards the 200 (OK)
response from the S-CSCF to the P-CSCF indicating that Registration was successful. This response will
traverse the path that the REGISTER request took as described in the Vialist.

Table 16.3-8 200 OK response (I-CSCF to P-CSCF)

SIP/2.0 200 K

Via: SIP/2.0/UDP pcscfl.visitedl. net; branch=z9hG4bK240f 34. 1, SI P/ 2. 0/ UDP
[ 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp; br anch=z9hG4bKnashds7

Pat h:

Servi ce-Route: <sip:icscfl_p.honel. net;lr>,
<si p: t oken(scscf 1. honel. net; | r) @onel. net; t okeni zed- by=honel. net >

From

To:

Call-1D

Cont act :

CSeq:

Dat e:

P- Associ at ed- URI :

Cont ent - Lengt h:

9. 200 OK response (P-CSCF to UE) — see examplein Table 16.3-9

The P-CSCF saves the value of the Service-Route header and associates it with the UE. The P-CSCF then
forwards the 200 (OK) response from the I-CSCF to the UE indicating that-Re registration was successful.

Table 16.3-9 200 OK response (P-CSCF to UE)

SIP/2.0 200 K
Via: SIP/2.0/UDP [5555:: aaa: bbb: ccc: ddd] : 1357; conp=si gconp; br anch=z9h&bKnashds7
Pat h:

Servi ce- Rout e:
From

To:

Call-1D

Cont act :

CSeq:

Dat e:

P- Associ at ed- URI :
Cont ent - Lengt h:
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16.4  Registration signalling: mobile initiated deregistration

Figure 16.4-1 shows a signalling flow for mobile initiated deregistration. For the purposes of this deregistration
signaling flow, the subscriber is considered to be roaming. In this signalling flow, the home network has configuration

hiding active.

This signalling flow assumes:

1. That the same PDP Context allocated during the initial registration scenario is still used for deregistration. For
the case when the UE does not till have an active PDP context then PDP context procedures from
subclause 16.2 must first be completed.

2. The procedure employed for P-CSCF discovery is not needed.
3. The S-CSCF selection procedure invoked by the I-CSCF is not needed.

3 Visited Network (visited1.net) : E Home Network (homel.net)
|UE| | RAN | | GPRS/DHCP | |P-CSCF DNﬂ I-CSCF S-CSCF HSS
(pcscfl) (icscfl 1) (scscfl)
1. REGISTER

i

3. REGISTER
<. Cx: User registration status quer>
5. REGISTER
'regi'stration
natification
7.200 OK
8. 200 OK

A

9. 200 OK

A

Figure 16.4-1: Registration signalling: mobile initiated deregistration

1. REGISTER request (UE to P-CSCF) —see examplein table 16.4-1

The UE intends to de-register itself. It does so by sending a new REGISTER request. This request looks
similar asin reregister case, but the Expires header contains zero. This request is sent to the same P-CSCF
with which the UE initially registered.
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Table 16.4-1 REGISTER (UE to P-CSCF)

REGQ STER si p:regi strar. honel.net SIP/2.0

Via: SIP/2.0/UDP
[5555:+aaa-bbbeceddd}| 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp; br anch=z9h&4bKnashds7

P- Access- Net wor k- | nf o:  3GPP- UTRAN- TDD; utran-cell-id-3gpp=234151DOFCE11l

Max- Forwar ds: 70

From <sip:userl publ i cl@onel. net >; t ag=4f a3

To: <sip:userl_publicl@onel. net>

Contact: <sip: [5555:+aaa:-bbb:ceeddd}[ 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp>>; expi r es=7200

Cal | -1 D: apb03a0s09dkj df gl kj 49111

Aut hori zati on: Digest username="userl_private@onel.net", real n¥"registrar. honel. net",
nonce=base64( RAND + AUTN + server specific data), algorithmrAKAv1- M5,
uri="sip:registrar. honel.net", response="6629fae49393a05397450978507c4ef 1"

CSeq: 7 REQ STER

Supported: path

Exptres—=0

Content-Length: O

The header field usage is the same as for theinitial registration scenario:

From: Thisindicates the public user identity originating the REGISTER request. The public user identity
may be obtained from the USIM.

To: Thisindicates public user identity. Thisisthe identity by which other parties know this subscriber.

Contact: This indicates the point-of-presence for the subscriber — the I P address of the UE. Thisisthe

temporary identifier for the subscriber that is being de-registered.

Authorization: It carries authentication information. The private user identity is carried in the usernamed field of
the Digest AKA protocol. The deregistration process also includes the cached information (realm,
nonce, algorithm, uri, response).

Request-URI:  The Request-URI (the URI that follows the method name, "REGISTER", in the first line) indicates
the destination domain of this REGISTER request. The rules for routing a SIP request describe
how to use DNS to resolve this domain name ("homel.net") into an address or entry point into the
home operator's network (the I-CSCF). Thisinformation is stored in the USIM.

Expires: The 0 value indicates the registration is being cancelled.

Supported: This header isincluded to indicate to the recipient that the UE supports the Path header.
Upon receiving this request the P-CSCF will reset the SIP registration timer for this UE to 0.

2. DNS: DNS-Q

Based on the user's URI, the P-CSCF determines that UE is registering from a visiting domain and performs
aDNS query to locate the [-CSCF in the home network. The ook up inthe DNS is based on the address
specified in the Request URI. The DNS provides the P-CSCF with an address of the I-CSCF in the home
network. The P-CSCF must not use the |-CSCF address cached as a result of the previous registration.

3. REGISTER request (P-CSCF to I-CSCF) — see examplein table 16.4-3

This signalling flow shows the REGISTER request being forward from the P-CSCF to the I-CSCF in the
home domain.
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Table 16.4-3 REGISTER request (P-CSCF to I-CSCF)

REGQ STER si p:regi strar. honel.net SIP/2.0
Via: SIP/2.0/UDP pcscfl.visitedl. net; branch=z9hG4bK240f 34. 1, SI P/ 2.0/ UDP

[5555:+aaa-bbbeceddd}| 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp; br anch=z9h&4bKnashds7
P- Access- Net wor k- | nf o:

To:

Max- For war ds: 69
Pat h:
Require: path

P-Visited-Network-1D: "Visited Network Nunmber 1"
From

Cont act :

Call-1D

Aut hori zati on: Digest username="userl_private@onel.net", real n¥"registrar. honel. net",
nonce=base64( RAND + AUTN + server specific data), algorithmAKAv1- M5,
uri="sip:registrar. honel.net", response="6629fae49393a05397450978507c4ef 1", integrity-
pr ot ect ed="yes"

CSeq:

Support ed:

Expires:
Cont ent - Lengt h:

<sip:term@cscfl.visitedl. net;lr>

Path: Thisisthe P-CSCF URI and isincluded to inform the S-CSCF where to-route
terminating-sessionswhere to route terminating requests.
Require: This header isincluded to ensure that the recipient correctly handles the Path header. If

the recipient does not support the path header, a response will be received with a status
code of 420 and an Unsupported header indicating "path". Such a response indicates a
misconfiguration of the routing tables and the request has been routed outside the IM
CN subsystem.

P-Visited-Network-ID: It contains the identifier of the P-CSCF network at the home network.

4, Cx: User registration status query procedure

The I-CSCF requests information related to the Subscriber registration status by sending the private user
identity, public user identity and visited domain name to the HSS. Because the user has registered, the HSS
returns the |-CSCF with the S-CSCF address for the subscriber

For detailed message flows see 3GPP TS 29.228.
For the parameters in the SIP REGISTER request (flow 3) which are sent to the HSS, see table 6.2-5a.

Table 6.3-4a provides the parametersin the SIP REGISTER request (flow 5) which are obtained from the
information sent back from the HSS.

5. REGISTER (I-CSCF to S-CSCF) — see examplein table 16.4-5

|-CSCF adds a proper 1-CSCF name to the Path header.

Thissignalling flow forwards the REGISTER request from the [-CSCF to the S-CSCF selected. The Request-
URI is changed to the address of the S-CSCF.
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Table 16.4-5 REGISTER request (I-CSCF to S-CSCF)

REGQ STER si p: scscfl. honel.net SIP/2.0

Via: SIP/2.0/UDP icscfl_p.honel. net; branch=z9h4bK351g45. 1, SI P/ 2. 0/ UDP
pcscf 1. visitedl. net; branch= thanK240f34 1, SIP/2.0/UDP
Pssssggaaagbbbgeeegddd}[5555 aaa: bbb: ccc: ddd] : 1357; conp=si gconp; branch=z9hG4bKnashds7

P- Access- Net wor k- | nf o:

Max- Forwar ds: 68

Pat h: <sip:icscfl_p.honel.net;|lr> <sip:ternm@cscfl.visitedl.net;Ir>

Requi re: -

P- Vi si t ed- Net wor k- | D:

From

To:

Cont act :

Call-1D:

Aut hori zati on:

CSeq:

Support ed:

Expi res:

Cont ent - Lengt h:

Upon receiving this request the S-CSCF will reset the SIP registration timer for this UE to 0.
6. Cx: S.CSCF registration notification procedure

The S-CSCF informs the HSS that the user is no longer registered and the S-CSCF either notifiesthe HSS to
clear or requests to keep its location information for that subscriber. The HSS then either clears or keeps the
S-CSCF name for that subscriber according to request. In both cases the state of the subscriber identity is
stored as unregistered in the HSS and the S-CSCF. The HSS acknowledges the request.

For detailed message flows see 3GPP TS 29.228.
For the parameters in the SIP REGISTER request (flow 5), which are sent to the HSS, see table 6.2-7a.
7. 200 OK (S-CSCF to |-CSCF) —see examplein table 16.4-7

The S-CSCF sends a 200 (OK) response to the I-CSCF indicating that deregistration was successful. This
request will traverse the path that the REGISTER request took as described in the Vialist. The SS=CSCF
clearsitsinformation for that subscriber.

Table 16.4-7 200 OK response (S-CSCF to I-CSCF)

SIP/2.0 200 K
Via: SIP/2.0/UDP icscfl_p.honel. net; branch=z9h4bK351g45. 1, SI P/ 2. 0/ UDP
pcscf 1. visitedl. net; branch= thanK240f34 1, SIP/2.0/UDP
Pssssggaaagbbbgeeegddd}[5555 aaa: bbb: ccc: ddd] : 1357; conp=si gconp; br anch=z9hG4bKnashds7
Pat h: <sip:icscfl_p.honel.net;Ir> <sip:term@cscfl.visitedl.net;Ir>
Servi ce-Route: <sip:icscfl_p. honel net;|lr>,
<si p: sesefihonmpl-net1481ori g&cscfl. honel. net;lr>
From
To: <sip:userl_publicl@onel. net>
Cal | -1 D: apb03a0s09dkj df gl kj 49111
Cont act :
<si p: [ 5555:+aaa:bbbececeddd}[ 5555 : aaa: bbb: ccc: ddd] : 1357; conp=si gconp>;-expi+es=0>; expi r es=0
CSeq: 3 REQ STER
Date: Wed, 11 July 2001 08:49:37 GMI
P- Associ at ed- URl : <si p: user1_public2@onel. net>, <sip:userl_public3@onel. net>, <sip:+1-212-
555-1111@onel. net ; user =phone>
Content-Length: 0O

8. 200 OK (I-CSCF to P-CSCF) —see examplein table 16.4-8

The I-CSCF forwards the 200 (OK) response from the S-CSCF to the P-CSCF indicating that deregistration
was successful. This response will traverse the path that the REGISTER request took as described in the Via
list.
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Table 16.4-8 200 OK response (I-CSCF to P-CSCF)

SIP/2.0 200 K

Via: SIP/2.0/UDP pcscfl.visitedl. net; branch=z9hG4bK240f 34. 1, SI P/ 2.0/ UDP
[5555:+aaa-bbbeceddd}| 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp; br anch=z9h&4bKnashds7

Pat h:

Servi ce-Route: <sip:icscfl_p.homel. net;lr>,
<si p: t oken(scscf 1. honel. net; | r) @onel. net; t okeni zed- by=honel. net >

From

To:

Call-1D:

Cont act :

CSeq:

Dat e:

P- Associ at ed- URI :

Cont ent - Lengt h:

9. 200 OK (P-CSCF to UE) — see examplein table 16.4-9

The P-CSCF forwards the 200 (OK) response from the |-CSCF to the UE indicating that deregistration was
successful. The P-CSCF clearsitsinformation for that subscriber after sending the acknowledgement to the
UE.

Table 16.4-9 200 OK response (P-CSCF to UE)

SIP/2.0 200 K

Via: SIP/2.0/UDP
[5555:+aaa-bbbeceddd}| 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp; br anch=z9h&4bKnashds7

Pat h:

Servi ce- Rout e:

From

To:

Call-1D

Cont act :

CSeq:

Dat e:

P- Associ at ed- URI :

Cont ent - Lengt h:

16.5 UE subscription for the registration state event package

This section describes the subscription procedure for the registration states event package, whereby the UE requests to
be notified by the S CSCF when the event has occurred. Thisis done using the information structure as indicated in
3GPP TS 24.229 [16].

It is assumed that the user has registered prior to initiating subscription of an event. Also, the subscriber is considered to
be roaming and the home network has network configuration hiding active. For this example the trigger point at the UE
for sending out the SUBSCRIBE request is the 200 (OK) response of the user's registration.
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Visited Network (visited1.net) Home Network (homel.net)

\UE\ \ RAN \ \ GPRS/DHCP‘ P-CSCF @ﬂ I-CSCF S-CSCF
(pcscfl) (icscfl_p) | | (scscfl)
1. SUBSCRIBE o
2. SUBSCRIBE
3. SUBSCRIBE

-

4. 202 (Accepted)

5. 202 (Accepted) -
» 6. 202 (Acqepted) -
7. NOTIFY
8. NOTIFY -
)
- 9. NOTIF
10. 200 (DK) L
- 11. 200 (OK)
12. 200 (OK)

Visited Network (visited1.net) Home Network (homel.net)

\UE\ \ RAN \ \ GPRS/DHCP‘ P-CSCF E\Iﬂ I-CSCF S-CSCF
(pcscfl) (icscfl_p) | | (scscfl)
1. SUBSCRIBE o
2. SUBSCRIBE
3. SUBSCRIBE
4. 200 (OK)
5| 200 (OK) “
6. 200 (DK) -
7. NOTIFY
8. NOTIFY -
. 9. NOTIF o
10. 200 (PK) _
- 11. 200 (OK)
12. 200 (OK)

Figure 16.5-1: UE subscription for the registration state event package
(with I-CSCF providing configuration independence)

1. SUBSCRIBE request (UE to P-CSCF) — seeexamplein table 16.5-1

The UE generates a SUBSCRIBE request in order to subscribe for the reg event package.

The From and To fields both will contain the UE's public address.

3GPP



Error! No text of specified style in document. 71 Error! No text of specified style in document.

Table 16.5-1 SUBSCRIBE request (UE to P-CSCF)

Rout e:

SUBSCRI BE si p: user1_publicl@onel.net SIP/2.0
Via: SIP/2.0/UDP

[5555:+aaa-bbbeceddd}| 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp; br anch=z9h&4bKnashds7
Max- Forwar ds: 70

<si p: pcscfl.visitedl. net: 7531;1r; conp=si gconp>,

<si

p: sc—sef—l—he%—l—net—]AS%orl g@cscfl honel. net;lr>

P- Pr ef

erred-ldentity: "John Doe" <sip:userl publi cl@mmal. net >

P- Access- Net wor k-1 nfo: 3GPP- UTRAN- TDD; utran-cel | -i d-3gpp=234151D0FCE11P-Asserted-tdentity

From

Call-1
Requi r

B T

Privacy: none

To: <sip: userl_publicl@onel. net>

<si p: user1_publicl@onel. net >; t ag=31415

D: b89rjhnedlrfjflslj40a222
e: sec-agree

Pr oxy-

Require: sec-agree

CSeq:
Event :

Securi

Expires: 7200
Accept :

61 SUBSCRI BE
reg

appl i cation/cpi m pi df +xm
ty-Verify: ipsec-3gpp; g=0.1; alg=hmac-sha-1-96; spi =87654321; port 1=7531

Contact: <sip:[5555:: aaa: bbb: ccc: ddd] : 1357; conp=si gconp>; expi r es=7200Cent-act+

Cont ent - Lengt h 0 .

Request URI:  Public user identity whose events the subscriber subscribes to. In this case the subscribing user and

the monitored user are identical.

From: Thisfield is populated with logical representation (FQDN) for the entity sending the SUBSCRIBE
request.

Privacy: The user does not require privacy, therefore the Privacy header is set to the value “non€e”’ as
specified in RFC 3323 [13].

Route: contains the P-CSCF address learnt during P-CSCF discovery, plus the e ements from the Service-

Route header from registration. The P-CSCF URI contains the port number |earnt during the
security agreement negotiation.

P-Preferred-ldentity: The user provides a hint about the identity to be used for this dialog.

P-Access-Networ k-1 nfo: the UE provides the access-type and access-info, related to the serving access network as

specified in sub cIause Additional codlnq rulesfor P- Acc&eretwork Info header', |n SGPP TS

Event: Thisfield is populated with the value 'reg’ to specify the use of the presence package.
Accept: Thisfield is populated with the value ‘application/cpim-pidf+xml'.

To: Same as the Request-URI.

Contact: The contact information of the subscribing user.

Upon receiving the SUBSCRIBE request, the P-CSCF stores the following information about this dial og;-fer
use-pessible-errorrecovery-actions - see example in table 16.5-1b.

3GPP



Error! No text of specified style in document. 72 Error! No text of specified style in document.

Table 16.5-1b: Storage of information at P-CSCF

. Request-URI: sip:userl publicl@uonel. net

' From <sip:user1 publicl@onel. net >, tag=31415

» To: <sip:userl public@uonel. net>

.+ Call-1D: b89rjhnedlrfjflslj40a222

' Cseq(2dest): 61 SUBSCRI BE

i Cseg(2orig): none

' Rout e(2dest): <sip: sesefd-homednet-1481ori g@cscfl. honel. net;|r>

» Contact (orig): <sip:[5555::aaa: bbb: ccc: ddd] : 1357; conp=si gconp>; expi r es=7200Reguest—UR
\ sipruserl publicl@onel net

Table 16.5-2 SUBSCRIBE request (P-CSCF to I-CSCF)

SUBSCRI BE si p: user1l_publicl@onel.net SIP/2.0

Via: SIP/2.0/UDP pcscfl.visitedl. net; branch=z9hG4bK240f 34. 1, SI P/ 2. 0/ UDP
[5555:+aaabbbreeceddd}| 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp; br anch=z9h&4bKnashds7

Max- Forwar ds: 69

Rout e: <sip:icscfl_p. hormel. net;lr<,
<si p: token(si p: seseft-homelnet1481ori g@cscfl. honel. net;|r) @onel. net;tokeni zed-
by=horel. net >

Record- Route: <sip: pcscfl visitedl.net;lr>

P- Asserted-ldentity: "John Doe" <sip: userl _publ i c1@onel. net >

P- Access- Net wor k- | nf o:

Privacy:

From

To:

Call-1D

CSeq:

Event:

Expi res:

Accept :

Cont act :

Cont ent - Lengt h:

P-Asserted-ldentity: P-CSCE mserts the SIP URI in the P-Asserted- Ident|tv header f|eld and it also removes P-

3. SUBSCRIBE (I-CSCF to S\CSCF) —see examplein table 16.5-3

I-CSCF determines the S-CSCF name in the Route header field to retrieve the routeing information. I-CSCF
then forwards the SUBSCRIBE request to the S-CSCF.
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Table 16.5-3 SUBSCRIBE (I-CSCF to S-CSCF)

SUBSCRI BE si p: user1_publicl@onel. net SIP/ 2.0

Via: SIP/2.0/UDP icscfl_p.honel. net; branch=z9h4bK351g45. 1, SI P/ 2. 0/ UDP
pcscf 1. visitedl. net; branch= 29hG4bK240f 34.1, SIP/2.0/UDP
[%555—aaa—bbb.—eec—ddd}[ 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp; br anch=z9hG4bKnashds7

Max- Forwar ds: 68

Rout e: <si p: sesefi-herel—net-—148tori g@cscf 1. homel. net;|lr>

Recor d- Rout e: <si p:i cscf1_p. honel. net;|r>, <sip:pcscfl.visitedl. net;|r>

P- Asserted-ldentity:

P- Access- Net wor k- | nf o:

Privacy:

From

To:

Call-1D:

CSeq:

Event:

Expi res:

Accept :

Cont act :

Cont ent - Lengt h:

Record-Route:  The I-CSCF adds itself to the Record-Route header as it wants to stay on the routeing path for
network hiding purposes.

Upon receiving the INVAFESUB SCRIBE, the S-CSCF stores the following information about this session;
for-usetnpessible-errorrecovery-actions - see example in table 16.5-3b.

Table 16.5-3b: Storage of information at S-CSCF

"Request - URI: “sip: user1 _publi c1@onei. net k
From sip:userl_publicl@onel. net;tag=31415
To: sip:userl_public@onel. net
Call-1D: b89rjhnedlrfjflslj40a222
Cseq(2dest): 61 SUBSCRI BE
Cseq(2orig): none
Rout e(2orig): <sip:icscfl_p.homel.net;lr> <sip:pcscfl.visitedl. net;lr>
. Contact(orig):

<si p: [ 5555:+aaabbbrececrddd}| 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp>; expi r es=7200

4, 202 (Acecepted)200 (OK) response (S-CSCF to I-CSCF) — see examplein table 16.5-4

The S-CSCF first authorizes the subscription. As SS-CSCF can trust the content of the P-Asserted-1dentity
header and <sip:userl publicl@homel.net> is on the list of the authorized users for the ‘reg’ event package
stored by the S-CSCF, therefore the S-CSCF Fhe-S-ESCF-sends an acknowledgement towards the UE

indicating that the subscription was successful. This response will traverse the path that the SUBSCRIBE
request took as described in the Vialist.

Table 16.5-4 202 (Aceepted)200 (OK) response (S-CSCF to I-CSCF)

SI P/ 2.0 202-Acecepted200 K
Via: SIP/2.0/UDP icscfl_p.honmel. net; branch=z9hG4bK351g45. 1, SI P/ 2. 0/ UDP

pcscf 1. visitedl. net; branch= 29hG4bK240f 34.1, SIP/2.0/UDP
{é%%%—aaa—bbb—eec—ddd}—[ 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp; br anch=z9hG4bKnashds7

Record-Route: <sip:icscfl_p. homeL. net;lr> <sip:pcscfl. visitedl. net;lr>

P- Asserted-ldentity: <sip:scscfil. horrel net >

Privacy: none

From

To: <sip:userl_publicl@onel. net>;tag=151170

Call-1D:

CSeq:

Cont act: <sip:scscfl. homrel. net>

Event:

Expi res:

Content-Length: 0
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Expires: If value of the Expires header in SUBSCRIBE request is different from the one received in
REGISTER method, then the value of Expires header in 202-{Aceepted)}200 (OK) response is set
to match the value of Expires header in REGISTER method.

5. 202 (Aeeepted)200 (OK) response (I-CSCF to P-CSCF) — see examplein table 16.5-5
The I-CSCF forwards the 202-{Aceepted)200 (OK) response to the P-CSCF.

Table 16.5-5 202 (Aeceepted)200 (OK) response (I-CSCF to P-CSCF)

SI P/ 2.0 202-Acecepted200 K
Via: SIP/2.0/UDP pcscfl.visitedl. net; branch=z9hG4bK240f 34. 1, SI P/ 2. 0/ UDP

[5555:+aaa-bbb:eeceddd}[ 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp; br anch=z9hG4ibKnashds7
Recor d- Rout e: <sip:icscfl_p. horrel net;lr> <sip:pcscfl.visitedl. net;lr>
P- Asserted-ldentity:
Privacy:
From
To:
Call-1D:
CSeq:
Event :
Cont act: <sip:token(sip:scscfl. homel. net) @onel. net;tokeni zed- by=honel. net >
Expi res:
Cont ent - Lengt h:

6. 202{Aeeepted)200 (OK) response (P-CSCF to UE) — see examplein table 16.5-6
The P-CSCF sends the 202-{Aeeepted)200 (OK) response to the UE.

Table 16.5-6 202 {Acecepted)200 (OK) response (P-CSCF to UE)

Sl P/ 2.0 202-Acecepted200 K
Via: SIP/ 2.0/ UDP

[5555:+aaa-bbbeceddd}| 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp; br anch=z9h&4bKnashds7
Recor d- Route: <sip:icscfl p. homal net;lr> <sip:pcscfl.visitedl. net:7531;Ir; conp=si gconp>
P- Asserted-ldentity:

Privacy:

From

To:

Call-1D:

CSeq:

Event:

Cont act

Expi res:

Cont ent - Lengt h:

7. NOTIFY request (S-CSCF to I-CSCF) — see examplein table 16.5-7

The S-CSCF sends afirst NOTIFY request towards the UE in order to inform the UE about the registration
status of the monitored user.

In the example below, the NOTIFY request specifies the following public user identities as registered (i.e.
status=open): sip:userl publicl@homel.net, tel: +498972233114;

The following public user identity has been deregistered (i.e. status=closed) sip:userl_public2@homel.net.
They are arranged in the preferred order of priority in this example.
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Table 16.5-7 NOTIFY request (S-CSCF to I-CSCF)

NOTI FY si p: [ 5555:—+aaa:bbb:eeceddd}[ 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp SI P/ 2.0
Via: SIP/2.0/UDP scscfl. honmel. net; branch=z9h&4bK332b23. 1

Max- Forwar ds: 70

Route: <sip:icscfl_p.honel.net;lr>, <sip:pcscfl. visitedl. net;lr>
From <sip:userl_publicl@onel.net>;tag=151170

To: <sip:userl_publicl@onel. net>;tag=31415

Call-1D

CSeq: 42 NOTI FY

Cont act: <sip:scscfl. horel. net>

Subscription-State: active; expires=7200

Event: reg

Cont ent - Type: application/cpi m pidf +xm

Content-Length: (...)

<presence xm ns="urn:ietf:parans: xm:ns:cpimpidf:">

<tupl e name="si p: user1_publicl@onel. net">
<st at us><basi c>open</ basi c></ st at us>
</tupl e>

<tupl e name="si p: user1_public2@onel. net">
<st at us><basi c>cl osed</ basi c></ st at us>
</tupl e>

<tupl e nane="tel : +498972233114" >
<st at us><basi c>open</ basi c></ st at us>
</tupl e>

</ presence>

From: The tag of thisfield matchesthat of the To; field in the received 200202 (OK) response for the
SUBSCRIBE request.

Content-Type:  Set to the value of the Accept header received in the SUBSCRIBE request or 'application/cpim-
pidf+xml" if the Accept header was not present in the SUBSCRIBE request.

The message body in the NOTIFY request that carries the subscriber's registration state is described as indicated
in3GPP TS 24.229 [16].

8. NOTIFY request (I-CSCF to P-CSCF) — see examplein table 16.5-8

The I-CSCF trandates the S-CSCF address in the Via header and forwards the NOTIFY request to the P-
CSCF.

Table 16.5-8 NOTIFY request (I-CSCF to P-CSCF)

NOTI FY si p: [ 5555:+aaa:-bbb:ecece:ddd}[ 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp SIP/ 2.0

Via: SIP/2.0/UDP icscfl_p.honel. net; branch=z9h4bK351g45. 1, SI P/ 2.0/ UDP token(SlI P/ 2.0/ UDP
scscf 1. homel. net ; branch= 29hG4bK332b23 1) @onel. net; t okeni zed- by=homnel. net

Max- Forwar ds: 69

Rout e: sip:pcscfl.visitedl. net;lr

From

To:

Call-1D:

Cseq:

Contact: <sip:token(sip:scscfl. homel. net) @omnel. net;tokeni zed- by=honel. net >

Subscription-State

Event:

Cont ent - Type:

Cont ent - Lengt h:

9. NOTIFY request (P-CSCF to UE) — see examplein table 16.5-9
The P-CSCF sends the NOTIFY request to the UE.

3GPP



Error! No text of specified style in document. 76 Error! No text of specified style in document.

Table 16.5-9 NOTIFY request (P-CSCF to UE)

NOTI FY si p: {5555:+-aaa-bbbrecerddd}| 5555 : aaa: bbb: ccc: ddd] : 1357; conp=si gconp SIP/2.0

Via: SIP/2.0/UDP pcscfl.visitedl. net: 7531 conp=si gconp; branch=z9hG4bK240f 34. 1, Sl P/ 2. 0/ UDP
icscfl p.honel. net; branch=z9hG4bK351g45. 1, SI P/ 2.0/ UDP t oken( Sl P/ 2. 0/ UDP
scscf 1. honel. net; br anch=z9h&4bK332b23. 1) @onel. net ; t okeni zed- by=honel. net

Max- Forwar ds: 68

From

To:

Call-1D:

CSeq:

Cont act :

Subscription-State:

Event:

Cont ent - Type:

Cont ent - Lengt h:

10. 200 (OK) response (UE to P-CSCF) — see examplein table 16.5-10
UE responds with 200 (OK) response to the NOTIFY request.

Table 16.5-10 200 (OK) response (UE to P-CSCF)

SIP/2.0 200 K

Via: SIP/2.0/UDP pcscfl.visitedl. net: 7531; conp=si gconp; branch=z9h&4bK240f 34. 1, SI P/ 2. 0/ UDP
icscfl p.honel. net; branch=z9hG4bK351g45. 1, SI P/ 2.0/ UDP t oken( Sl P/ 2. 0/ UDP
scscf 1. honel. net; branch=z9hG4bK332b23. 1) @onel. net ; t okeni zed- by=honel. net

P- Access- Net wor k- | nfo:  3GPP- UTRAN- TDD; utran-cel | -i d-3gpp=234151D0FCE11

From

To:

Call-1D

CSeq:

Content-Length: 0O

11. 200 (OK) response (P-CSCF to I-CSCF) — see examplein table 16.5-11
P-CSCF forwards the 200 (OK) response to the |-CSCF.

Table 16.5-11 200 (OK) response (P-CSCF to I-CSCF)

SIP/2.0 200 K

Via: SIP/2.0/UDP icscfl_p.honmel. net; branch=z9hG4bK351g45. 1, SI P/ 2.0/ UDP token(Sl P/ 2.0/ UDP
scscf 1. homel. net; branch=z9hG4bK332b23. 1) @onel. net ; t okeni zed- by=homnel. net

P- Access- Net wor k- | nf o:

From

To:

Call-1D:

CSeq:

Cont ent - Lengt h:

12.200 (OK) response (I-CSCF to S-CSCF) —see examplein table 16.5-12

|-CSCF determines the request and forwards response to S-CSCF. This confirms that notification is reached
to the user.

Table 16.5-12 200 (OK) response (I-CSCF to S-CSCF)

SIP/2.0 200 K

Via: SIP/2.0/UDP scscfl. honel. net; branch=z9h4bK332b23. 1
P- Access- Net wor k- | nf o:

From

To:

Call-1D:

CSeq:

Cont ent - Lengt h:
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16.6  P-CSCF subscription for the registration state event
package

This subclause describes the subscription procedure for the registration state event package, whereby the P-CSCF
requests to be notified by the S-CSCF when the event has occurred. Thisis done using the 'reg' package.

It is assumed that the user has registered prior to initiating subscription of an event. Also, the subscriber is considered to
be roaming and the home network has network configuration hiding active. For this example the trigger point at the P-
CSCF for sending out the SUBSCRIBE request is the 200 (OK) response of the user's registration.

‘ Visited Network (visited1.net) j E Home Network (homel.net)
|UE| | RAN | | GPRS/DHCP | |P-CSCF| DNS | -CSCF S-CSCF| [ jss
(pcscfl) (icscfl_p) | | (scscfl)
1.DNS:
< DNS-Q
2. SUBSCRIBE
< 3. Cx: User location query >

4. SUBSCRIBE
|
5. 200 (OK)
6| 200 (OK) -
7. NOTIFY
- 8. NOTIFY -
9. 200 (OK)
» 10. 200 (OK)
i Visited Network (visited1.net) 1 ; Home Network (homel.net)
|UE| | RAN | | GPRS/DHCP | |P-CSCF | DNS | I-CSCF S-CSCF
(pcscfl) (icscfl_p) (scscfl)
1. SUBSCRIBE
2. SUBSCRIBE
3. 202 (Accepted)
- 4. 202 (Accepted) -
5. NOTIFY
< 6. NOTIFY -
7. 200 (OK)
> 8.200 (OK)

Figure 16.6-1: P-CSCF subscription for the registration state event package
(with I-CSCF providing configuration independence)
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1. DNS: DNS-Q

The P-CSCF performs the DNS gueries to locate the |-CSCF in the home network. The look up inthe DNSis
based on the address specified in the Request URI.

12. SUBSCRIBE request (P-CSCF to | S-CSCF) — see examplein table 16.6-21

The P-CSCF generates a SUBSCRIBE request in order to subscribe for the reg event package.

Table 16.6-2% SUBSCRIBE request (P-CSCF to I-CSCF)

SUBSCRI BE si p: user1l publicl@onel.net SIP/2.0
Via: SIP/2.0/UDP pcscfl.visitedl. net; branch=z9hG4bK240f 34. 1
Max-Formrds; 70

P- Asserted-ldentity: <si p: pcscf 1. vi si t edl. net >
Privacy: none

From <si p: pcscfl.visitedl. net>;tag=31415

To: <sip:userl_publicl@onel. net>

Cal | -1 D dre36d2v32gnl gi i ormi72445

CSeq: 61 SUBSCRI BE

Event: reg

Expires: 7200

Accept: application/cpi m pidf +xm

Contact: <sip: userl—publcl%0honrel-net@cscfl. visitedl. net>
Content-Length: 0

From: This header is populated with the SIP URI that identifies the P-CSCF.

To: The SIP-URI of the resource to which the subscription is sent..

Contact: Thisiswhere the NOTIFY requests for this subscription will be sent. H-consistsof- the SR URL-
X S | ~SCE.

Event: Thisfield is set to the value 'reg’ to specify the use of the reg event package

Accept: Thisfield is set to the value 'application/cpim-pidf+xml".

3. Cx: User Location Query procedure

The |-CSCF sends a query to the HSS to find out the S-CSCF of the called user. The HSS responds with the
address of the current S-CSCEF for the terminating subscriber.

For detailed message flows see 3GPP TS 29.228 [11].

Table 16.6-3a provides the parameters in the SIP SUBSCRIBE request (flow 2), which are sent to the HSS.

Table 16.6-3a Cx: User reqistration status query procedure (I-CSCF to HSS)

Message source & Cx: Information Information source Description
destination element name in SIP INVITE
I-CSCF to HSS User Public Request-URI: This information
Identity element indicates the
public user identity

Table 16.6-3b provides the parameters sent from the HSS that need to be mapped to SIP SUBSCRIBE (flow
4) and sent to S-CSCF.
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Table 16.6-3b Cx: User registration status query procedure (HSS to I-CSCF)

Message source & Cx: Information Mapping to SIP Description
destination element name header in SIP
INVITE
HSS to I-CSCF S-CSCF name Route header field | This information indicates
the serving CSCF's name
of that user

24. SUBSCRIBE request (I-CSCF to S-CSCF) — see examplein table 16.6-42

CSCF theeforwards the SUBSCRI BE request to SCSCF

Table 16.6-42 SUBSCRIBE request (I-CSCF to S-CSCF)

SUBSCRI BE si p: user1_publicl@onel. net SIP/ 2.0

Via: SIP/2.0/UDP icscfl_p.honel. net; branch=z9h4bK351g45. 1, SI P/ 2. 0/ UDP
pcscf 1. visitedl. net; branch=z9hG4bK240f 34. 1

Max- Forwar ds: 69

Record- Route: <sip:icscfl_p.honmel.net;lr>

Rout e: <si p:scscfl. honel.net;lr>

P- Asserted-ldentity:

Privacy:

From

To:

Call-1D

CSeq:

Event:

Expi res:

Accept :

Cont act :

Cont ent - Lengt h:

Record-Route: The I-CSCF addsitself to the Record-Route header as it wants to stay on the routeing path for
network hiding purposes.

53. 202-{Accepted)}200 (OK) response (S-CSCF to I-CSCF) — see examplein table 16.6-53

The S-CSCEF first authorizes the subscription. As SSCSCF can trust the content of the P-Asserted-Identity
header and <sip:pcscfl.visitedl.net> is on the list of the authorized users for the ‘reg’ event package stored
by the S-CSCF, therefore the S-CSCF Fhe-S-CSCF-sends an acknowledgement towards the P-CSCF

indicating that the subscrl ptl on was successful Thisresponse will-traverse the path-that the SUBSCRIBE

Table 16.6-53 202 {Accepted)200 (OK) response (S-CSCF to I-CSCF)

SI P/ 2.0 202-Acecepted200 K

Via: SIP/2.0/UDP icscfl_p.honel. net; branch=z9h4bK351g45. 1, SI P/ 2. 0/ UDP
pcscf 1. visitedl. net; branch=z9hG4bK240f 34. 1

P- Asserted-ldentity: <sip:scscfl. honel. net>

Privacy:

Record-Route: <sip:icscfl_p.honel. net;lr>

From

To: <sip:userl_publicl@onel. net>;tag=151170

Call-1D:

CSeq:

Cont act: <sip:scscfl. horel. net>

Event:

Expi res:

Content-Length: 0

64. 202 (Accepted)200 (OK) response (I-CSCF to P-CSCF) — see examplein table 16.6-64
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The I-CSCF forwards 202-{Aceepted)200 (OK) response to the P-CSCF.

Table 16.6-64 202 {Accepted)200 (OK) response (I-CSCF to P-CSCF)

SI P/ 2.0 202-Accepted200 OK
Via: SIP/2.0/UDP pcscfl.visitedl. net; branch=z9hAbK240f 34. 1

Record- Route: <sip:icscfl_p.honel. net;Ir>

P- Asserted-ldentity: <sip:token(sip: scscfl honel. net) @onel. net ; t okeni zed- by=honel. net >
Privacy:

From

To:

Call-1D:

CSeq:

Contact: <sip:token(sip:scscfl. homel. net) @omnel. net;tokeni zed- by=honel. net >
Event :

Expi res:

Cont ent - Lengt h:

75.NOTIFY request (SSCSCF to I-CSCF) — see example in table 16.6-75

The S-CSCF sends afirst NOTIFY request towards the P-CSCF in order to inform the P-CSCF about the
registration status of the monitored user.

The Route header is constructed from the Record-Route header as constructed during subscription.

Table 16.6-75 NOTIFY request (S-CSCF to I-CSCF)

NOTI FY si p: usert—publiel%i0herel-net@cscfl.visitedl.net SIP/ 2.0
Via: SIP/2.0/UDP scscfl. honel. net; branch=z9h&4bK332b23. 1
Max- Forwar ds: 70

Rout e: <sip:icscfl_p. hormel. net;lr>

From <sip:userl_publicl@onel. net>;tag=151170

To: <sip:pcscfl.visitedl. net>; tag=31415

Call-1D

CSeq: 42 NOTI FY

Cont act: <sip:scscfl. horel. net>

Subscription-State: active; expires=7200

Event: reg

Cont ent - Type: application/cpi m pidf +xm

Content-Length: (...)

<presence xm ns="urn:ietf:parans: xm:ns:cpimpidf:">
<tupl e name="si p: user1_publicl@onel. net">

<st at us><basi c>cl osed</ basi c></ st at us>
</tupl e>

</ presence>

From: The tag of thisfield matchesthat of the To; field in the received 200 (OK)/202 response for the
SUBSCRIBE request.

Content-Type:  Set to the value of the Accept header received in the SUBSCRIBE request or 'application/cpim-
pidf+xml' if the Accept header was not present in the SUBSCRIBE request.

The message body in the NOTIFY request that carries the subscriber's registration state is described as indicated
in3GPP TS 24.229 [16].

86.NOTIFY request (I-CSCF to P-CSCF) — see examplein table 16.6-86

The I-CSCF trandates the S-CSCF address in the Via header and forwards the NOTIFY request to the P-
CSCF.
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Table 16.6-86 NOTIFY request (I-CSCF to P-CSCF)

NOTI FY si p: userl_publ-c1%ohonel—net@cscf 1. vi si t edhenel. net SIP/2.0

Via: SIP/2.0/UDP icscfl_p.honel. net; branch=z9h4bK351g45. 1, SI P/ 2.0/ UDP token(SlI P/ 2.0/ UDP
scscf 1. honmel. net ; branch= 29hG4bK332b23 1) @onel. net; t okeni zed- by=honel. net

Max- Forwar ds: 69

From

To:

Call-1D

Cseq:

Cont act: <sip:token(sip:scscfl. homel. net) @onel. net;tokeni zed- by=honel. net >

Subscri ption-State:

Event :

Cont ent - Type:

Cont ent - Lengt h:

#9. 200 (OK) response (P-CSCF to |-CSCF) — see examplein table 16.6-97
P-CSCF forwards the 200 (OK) response to the |-CSCF.

Table 16.6-97 200 (OK) response (P-CSCF to I-CSCF)

SIP/2.0 200 K

Via: SIP/2.0/UDP icscfl_p.honmel. net; branch=z9hG4bK351g45. 1, SI P/ 2.0/ UDP token(Sl P/ 2.0/ UDP
scscf 1. homel. net; branch=z9hG4bK332b23. 1) @onel. net ; t okeni zed- by=homnel. net

From

To:

Call-1D

CSeq:

Content-Length: 0

810. 200 (OK) response (I-CSCF to S-CSCF) — see examplein table 16.6-108

[-CSCF determines the request and forwards response to S-CSCF. This confirms that notification is reached
to the user.

Table 16.6-810 200 (OK) response (I-CSCF to S-CSCF)

SIP/2.0 200 K

Via: SIP/2.0/UDP scscfl. honel. net; branch=z9h4bkK332b23. 1
From

To:

Call-1D:

CSeq:

Cont ent - Lengt h:

16.7  Notifying of the network initiated deregistration event (not
provided)

16.8 Network initiated re-authentication

This subclause describes the notification that occurs when the S-CSCF assigned to that user requests re-authentication
in the case where the user's home network provides network configuration hiding.

It is assumed that user has registered and al so subscribed to the registration state event before. Also, the subscriber is
considered to be roaming and the home network operator does not desire to keep itsinterna configuration hidden from
the visited network.

After this procedure the user's UE might automatically initiate re-registration procedures. If the user failsto re-register
the public user identity for which re-authentication was requested, the public user identity may be deregistered by S-
CSCF.
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‘ Visited Network (visited1.net) : E Home Network (homel.net)
UE GPRS/DHCP | | P-CSCF | |DNS | I-CSCF S-CSCF
(pcscfl) (icscfl_p) | | (scscfl)
l.Network‘ initiated
re-authentication
2. NOTIFY
_ 3. NOTIFY )
> 4. NOTIFY -
5. 200 (OK) o
6. 200 (OK)
8. initiate Re-
authentication 7.200 (OK)

Figure 16.8-1: S-CSCF informs UE that network initiated re-authentication is needed
(with I-CSCF providing configuration independence)

1. Network initiated re-authentication (S-CSCF)

The network-initiated re-authentication event for the private user identity user occurs at the S-CSCF. Asthe
user has subscribed to the registration state event package thisisthe trigger point for the S-CSCF to notify
the user about the event occurrence. For simplicity, the NOTIFY request towards the P-CSCF is not shown.

2. SIPNOTIFY request (S-CSCF to |-CSCF) — see examplein table 16.8-2

The S-CSCF sends aNOTIFY request towards the UE in order to inform the UE about the occurrence of the
network initiated re-authentication event.

Table 16.8-2 SIP NOTIFY request (S-CSCF to I-CSCF)

NOTI FY si p: [ 5555:—+aaa:bbb:eeceddd}[ 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp SI P/ 2.0
Via: SIP/2.0/UDP scscfl. hormel. net; branch=z9hG4bK332b23. 1

Max- Forwar ds: 70

Route: <sip:icscfl_p.honel.net;lr> <sip:pcscfl. visitedl. net;lr>
From <sip:userl_publicl@onel. net>;tag=151170

To: <sip:userl_publicl@onel. net>;tag=31415

Call-1D: b89rjhnedlrfjflslj40a222

CSeq: 43 NOTI FY

Subscription-State: active;expires=37200

Event: reg

Contact: sip:scscfl. honel. net

Cont ent - Type: application/cpi m pidf +xm

Content-Length: (...)

<presence xmns="urn:ietf:params:xm :ns:cpi mpidf:"
xm ns:registration="urn:ietf:paranms: xm : ns: cpi mpi df : regi strati on">

<tupl e name="si p: user1_publicl@onel. net">
<status>
<basi c>open</ basi c>
<regi stration>re-authenticate</registrati on>
</ st at us>
</ tupl e>
</ presence>

From: The tag of thisfield matchesthat of the To; field in the received 200/202 response for the
SUBSCRIBE request.

Content-Type: Set to the value of the Accept header received in the SUBSCRIBE request or ‘application/cpim-
pidf+xml' if the Accept header was not present in the SUBSCRIBE request.

The message body in the NOTIFY request that carries the subscriber's registration state is described as indicated
in3GPP TS 24.229 [16].
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3. SIPNOTIFY request (I-CSCF to P-CSCF) —see examplein table 16.8-3

The I-CSCF trandates the S-CSCF address in the Via header and forwards the NOTIFY request to the P-
CSCF.

Table 16.8-3 SIP NOTIFY request (I-CSCF to P-CSCF)

NOTI FY si p: [ 5555:—+aaa:bbb:eeceddd}[ 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp SI P/ 2.0

Via: SIP/2.0/UDP icscfl_p.honel. net; branch z9h(4bK351945. 1, SI P/ 2.0/ UDP token(SlI P/ 2.0/ UDP
scscf 1. honmel. net ; branch= 29hG4bK332b23 1) @onel. net; tokenl zed- by=honel. net

Max- Forwar ds: 69

Rout e: <si p: pcscfl.visitedl.net;lr>

From

To:

Call-1D

Cseq:

Subscri ption-State:

Event:

Contact: <sip:token(sip:scscfl. homel. net) @omnel. net;tokeni zed- by=honel. net >

Cont ent - Type:

Cont ent - Lengt h:

4, SIP NOTIFY request (P-CSCF to UE) — see examplein table 16.8-4
The P-CSCF sendsthe NOTIFY request to the UE.

Table 16.8-4 SIP NOTIFY request (P-CSCF to UE)

NOTI FY si p: {5555:-+—aaa+bbbeeceddd}| 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp SI P/ 2.0

Via: SIP/2.0/UDP pcscfl.visitedl. net: 7531 conp=si gconp; branch=z9hG4bK240f 34. 1, SI P/ 2. 0/ UDP
i cscfl _p. honel. net; branch=z9hG4bK351g45. 1, SI P/ 2. 0/ UDP t oken( Sl P/ 2. 0/ UDP
scscf 1. honel. net; br anch=z9hG4bK332bh23. 1) @|oma1. net ; t okeni zed- by=honel. net

Max- For war ds: 68

From

To:

Call-1D:

CSeq:

Subscription-State:

Event :

Cont act :

Cont ent - Type:

Cont ent - Lengt h:

5. SIP 200 (OK) response (UE to P-CSCF) — see examplein table 16.8-5
UE responds with a 200 (OK) response to the NOTIFY request.

Table 16.8-5 SIP 200 (OK) response (UE to P-CSCF)

SIP/2.0 200 K

Via: SIP/2.0/UDP pcscfl.visitedl. net: 7531; conp=si gconp; branch=z9hG4bK240f 34. 1, SI P/ 2. 0/ UDP
icscfl p.honel. net; branch=z9hG4bK351g45. 1, SI P/ 2.0/ UDP t oken( Sl P/ 2. 0/ UDP
scscf 1. honel. net ; branch=z9hG4bK332b23. 1) @onel. net ; t okeni zed- by=honel. net

P- Access- Net wor k-1 nfo: 3GPP- UTRAN- TDD; utran-cel | -i d-3gpp=234151D0FCE11

From

To:

Call-1D:

CSeq:

Content-Length: 0

6. SIP 200 (OK) response (P-CSCF to |-CSCF) — see examplein table 16.8-6
P-CSCF forwards the 200 (OK) response to the I-CSCF.
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Table 16.8-6 SIP 200 (OK) response (P-CSCF to I-CSCF)

SIP/2.0 200 K

Via: SIP/2.0/UDP icscfl_p.honel. net; branch=z9h&4bK351g45. 1, SI P/ 2.0/ UDP Token(SI P/ 2. 0/ UDP
scscf 1. honel. net ; branch=z9hG4bK332b23. 1) @onel. net ; t okeni zed- by=honel. net

P- Access- Net wor k- | nf o:

From

To:

Call-1D

CSeq:

Cont ent - Lengt h:

7. SIP 200 (OK) response (I-CSCF to S-CSCF) — see examplein table 16.8-7

|-CSCF determines the request and forwards response to S-CSCF. This confirms that notification has reached

the UE.

Table 16.8-7 SIP 200 (OK) response (I-CSCF to S-CSCF)

SIP/2.0 200 K

Via: SIP/2.0/UDP scscfl. honel. net; branch=z9h4bkK332b23. 1
P- Access- Net wor k- | nf o:

From

To:

Call-1D:

CSeq:

Cont ent - Lengt h:

8. Re-authentication (UE)

The UE now initiates the re-authentication procedures.
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16.9 Registration error conditions

16.9.1 Reregistration — failure of reregistration
Thissignaling flow (see figure 16.9.1-1) is a continuation of the signalling flow in subclause 16.3 after reception of

signalling flow 4. This signalling flow shows the recovery after afailure of the S-CSCF that had been assigned to the
subscriber in a previous registration.
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Visited Network (visited1.net) | Home Network (homel.net)

UE RAN ‘GPRS/DHCP‘ P-CSCF El\g I-CSCF S-CSCF| | S-CSCF HSS
(pcscfl) (icscfl_p) (scscfl)| | (scscf2)
1. REGISTER >
3. REGISTER

< 4, Cx: User registration status query

5. REGISTER _

6. Timeout of Re-Register

7. Cx: User registration status query

8. REG|ISTER

10. Autentication
Vector Selection

11. 401 (Ungauthorized)

12. 401 {Unauthorized)

13. 401 (Unauthorized)

-
%

14. Generation
of Response and
session keys

15. REGISTER
s ons o
17. REGISTER o
< 18. Cx: User registration status query
19. REGISTER -

20. Authentication
registration
notification

- 22. 200 (OK)
- 23] 200 (OK)
— 24. 200 (OK)

Figure 16.9.1-1: Failure of previous S-CSCF during reregistration
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Steps 1 through 4 are the same as the signalling flow in subclause 16.3.
5 REGISTER request (I-CSCF to S-CSCF) —see examplein table 16.9.1-5

This signalling flow forwards the REGISTER reguest from the I-CSCF to the S-CSCF selected. The Request-
URI is changed to the address of the S-CSCF.

|-CSCF adds a proper [-CSCF name to the Path header.

Table 16.9.1-5 REGISTER request (I-CSCF to S-CSCF)

REGQ STER si p: scscfl. honel.net SIP/2.0

Via: SIP/2.0/UDP icscfl_p.honel. net; branch=z9h4bK351g45. 1, SI P/ 2. 0/ UDP
pcscf 1. visitedl. net; branch= 29hG4bK240f 34.1, SIP/2.0/UDP
{%SSS—aaa—bbb—eec—dddH 5555: : aaa: bbb: ccc: ddd] ; conp=si gconp; branch=z9h&bKnashds7

P- Access- Net wor k- | nf o:

Max- Forwar ds: 68

Pat h: <sip:icscfl_p.honel.net;lr> <sip:ternmacscfl.visitedl.net;Ilr>

Require: path

P-Visited-Network-1D: "Visited Network Nunber 1"

From <sip:userl_publicl@onel. net>;tag=4fa3

To: <sip:userl_publicl@onel. net>

Contact: <sip: [5555:+aaa-bbbreecerddd}[ 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp=>>; expi r es=7200

Cal | -1 D: apb03a0s09dkj df gl kj 49111

Aut hori zati on: Digest username="userl_private@onel.net", real n¥"registrar. honel. net",
nonce=base64( RAND + AUTN + server specific data), algorithmrAKAv1- M5,
uri="sip:registar. honel.net", response="0alb04c89e54f 09ab45e84d30e29f83a", integrity-
protect ed="yes"

CSeq: 10 REG STER

Supported: path

Exprres—7200

Content-Length: 0O

6 Timeout of reregister

The I-CSCF times out, waiting for the response from the S-CSCF.

7 Cx: User registration status query (Optional)

The I-CSCF informs the HSS that the S-CSCF for the subscriber is unreachable and requests information
related to the required S-CSCF capabilities from the HSS, The HSS sends the capability information required
for S-CSCF selection. The I-CSCF uses this information to select a suitable S-CSCF.

This step is optional. Depending on implementation, sufficient information may be available to the I-CSCF
from Step 4, to alow the |-CSCF select an aternate S-CSCF. Alternative mechanisms (for example a CSCF
management plane) would be used to enable the HSS learn of S-CSCF failure. In addition, the HSS will learn
about the assignment of anew S-CSCF in Step 9.

8 REGISTER request (I-CSCF to S-CSCF) — see examplein table 16.9.1-8

This signalling flow forwards the REGISTER request from the I-CSCF to the newly selected S-CSCF. The
Reguest-URI is changed to the address of the new S-CSCF.
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Table 16.9.1-8 REGISTER request (I-CSCF to S-CSCF)

REGQ STER si p: scscf2. honel.net SIP/2.0
Vi a:

P- Access- Net wor k- | nf o:
Max- Forwar ds: 687

Pat h:

Requi re:

P- Vi si t ed- Net wor k- | Dx
From

To:

Cont act :

Call-1D:

Aut hori zati on:

CSeq:

Support ed:

Cont ent - Lengt h:

The next ten steps (9 to_18) are the same asin the normal reregistration case (steps 6 to 12 in subclause 16.3).
19.REGISTER request (I-CSCF to S-CSCF) — see examplein table 16.9.1-19
This signalling flow forwards the REGISTER request from the [-CSCF to the S-CSCF selected.

Table 16.9.1-19 REGISTER request (I-CSCF to S-CSCF)

REGQ STER si p: scscf2. honel.net SIP/2.0

Via: SIP/2.0/UDP icscfl_p.honmel. net; branch=z9hG4bK351g45. 1, SI P/ 2.0/ UDP
pcscf 1. visitedl. net; branch= 29hG4bK240f 34.1, SIP/2.0/UDP
{%555—aaa—bbb.—eec—ddd}[ 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp; br anch=z9hGibKnashds7

Max- Forwar ds: 68

P- Access- Net wor k- | nf o:

Pat h: <sip:icscfl_p.honel.net;|lr> <sip:termacscfl.visitedl.net;Ilr>

Requi re:

P- Vi si t ed- Net wor k- | D

From

To:

Cont act :

Call-1D

Aut hori zati on:

CSeq:

Support ed:

Expires:
Cont ent - Lengt h:

Path: The S-CSCF stores the contents of the Path header and uses these URI s for routeing mobile
terminated sessions.

The remaining steps (20-25) are the same as in the normal reregistration case (steps 17-22 in subclause 16.3)
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