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Abstract of document:

This document defines atransport protocol for use in the IP multimedia (IM) Core
Network (CN) subsystem based on Diameter.

The present document is applicable to:

- The Sh interface between an AS and the HSS.

- The Sh interface between an OSA SCS and the HSS.

Whenever it is possible this document specifies the requirements for this protocol by
reference to specifications produced by the IETF within the scope of Diameter. Where
thisis not possible, extensions to Diameter are defined within this document.

Outstanding I ssues:

» Commands for the Sh may be allocated to start at 100 (to differ from Cx).
Contentious | ssues.
None

NP-020266



3GPP TS 29.329 V2.0.1 (2002-05)

Technical Specification

3rd Generation Partnership Project;
Technical Specification Group Core Network;
Sh Interface based on the Diameter protocol;
Protocol details;

(Release 5)

The present document has been developed within the 3" Generation Partnership Project (3GPP ™) and may be further elaborated for the purposes of 3GPP.

The present document has not been subject to any approval process by the 3GPP Organizational Partners and shall not be implemented.
This Specification is provided for future development work within 3GPP only. The Organizational Partners accept no liability for any use of this Specification.
Specifications and reports for implementation of the 3GPP™ system should be obtained via the 3GPP Organizational Partners Publications Offices.




Release 5 2 3GPP TS 29.329 V2.0.1 (2002-05)

Keywords
Diameter, AVP, command-code, Cx, Dx, Sh

3GPP

Postal address

3GPP support office address
650 Route des Lucioles - Sophia Antipolis
Valbonne - FRANCE
Tel.: +33 4 92 94 42 00 Fax: +33 4 93 65 47 16

I nternet
http://www.3gpp.org

Copyright Notification

No part may be reproduced except as authorized by written permission.
The copyright and the foregoing restriction extend to reproduction in all media.

© 2002, 3GPP Organizational Partners (ARIB, CWTS, ETSI, T1, TTA,TTC).
All rights reserved.

3GPP



Release 5 3 3GPP TS 29.329 V2.0.1 (2002-05)

Contents

0] 1= Yoo TSSO 4
1 R oo oL TR PRPRPR 4
2 REFEIEINCES. ...ttt b e ettt et b e bt se e b e e e et e st bbb ne et et 4
3 Definitions, symbols and abbreViations...........ccceceeciiieiiii et nne s 5
130 A B T 70T ] OSSPSR 5
I Y o] o1 £ =Y/ = 1 o] ST STSRT 5
4 LT 0T | P 5
5 Use of the Diameter base PrOtOCOL .........cciiieie ettt e e re s e stesresseenresne s 5
6 Diameter application fOr ShinterfaCe. ... ..o 6
6.1 COMMEANG-COUE VBIUES ...ttt ettt et b e b et b et e e e st s ke e et b e bt e b et et s b e be e ebenbens 6
6.1.1 User-Data-Request (UDR) COMMANG ......c.ciiiiiieeeieereseeseseseeseesseeeeseeseesseseessesseessessessessessessessssssessessesssssenses 6
6.1.2 User-Data-Answer (UDA) COMMENG ......ccoiuiieiieieeeesieseseseseeseeaeseeseestessessesseessessessessessessessssssesssssesssssenses 7
6.1.3 Profile-Update-Request (PUR) COMMANG.........cccueuererieiisisesieeeseeseseesiese e eeesees e seessessesseseenssssesssssesesssesses 7
6.1.4 Profile-Update-Answer (PUA) COMMENG.........ccoueiereieiisieseeeeeeseeseseestessessesseessessessessessessssssssssssessessessessesses 7
6.1.5 Subscribe-Notifications-Request (SNR) COMMENG .........coeiiriiiriieiere et st se e see e e eneas 8
6.1.6 Subscribe-Notifications-Answer (SNA) COMMANG.........oiiiiiiiieieiee e eneas 8
6.1.7 Push-Notification-Request (PNR) COMMENG.........ccooiiiiiaiirenieieieere et se e b e sbe e saeeseesbesaesrennes 8
6.1.8 Push-Notifications-Answer (PNA) COMMANG........cooiiiiiiirieieee ettt et re e e e se et e saeenes 9
6.2 RESUIT-COUE AV P VBIUES......cei ettt ettt sttt bt bt a e e e e b e besb e ebeeaeebeeaeems e bt ebesaeeaeeae e s enbeseesbesaesaeas 9
6.2.1 SUCCESS. .. ..tttk e et ettt ae e she e b e et e a b e s aeeeheesheesh e e abe e et e e e Sae e eaE 2 eb £ e b e 2aE e ea R e eR A e SR e e SR e e AEe e ARe e aRe SRt eaeeeReeeReenbeebe e reenrenaneas 9
6.2.2 PEIMANENE FAITUMES ...ttt b e sttt et bbbt b e s bbbt e b st e e bt 9
6.2.2.DIAMETER_USER_DATA_NOT_RECOGNIZED (5100) .....ceeotrereeirereeereseeeseseesesesssesessesesessssessssesessssessssssenees 9
DIAMETER_OPERATION_NOT_ALLOWED (5101) ....ccuetetstetireseeeereseeseseseesesessesesessesesessesessesesessssesessesessssesssessssenssseses 9
DIAMETER_USER DATA_CANNOT_BE_READ (5102) ....cuiueirieteeririeereseeeseseeesessesesessesessssesessesessssssessssesessssesesseses 9
DIAMETER_USER DATA_CANNOT_BE_MODIFIED (5103).....ccccsertresteerereereresseseseseenesessesesessesssessesessssensssssanssens 10
DIAMETER_USER DATA_CANNOT_BE_NOTIFIED (5104) ......cctsieireeieerireereresseseseseesesesseseseseesesessessssssessssssesesens 10
6.2.3 THANSIENE FBIHUMNES ...ttt et bbb e he et e st e e e be s b e ebe s bt e se et e asebesbesbesneeneennans 10
B.3 AV PS ettt b ettt e At A et s R eA e bt e e e R eR e R b e Rees et e Ae et e b eAeeeeReReee et eneesebene et eteneererens 10
6.3.1 USEr-TAENLLY AV P ..ottt ettt sttt e bt e b s e b et e st e s e s et et e s bt e e seebene et et e s e ene e tns 10
6.3.2 IMISISDIN AV P ..ottt sttt sttt st b s et e b st et e se s et e s e s et esese b et e bt ese s e b ete s bt e e seebene et et e e e ene e tns 11
6.3.3 (GFS S D - Y TP 11
6.3.4 DAa-REFEIENCE AVP ... e et b e bbbt bbb e ne bt st e e e st e e s 11
6.35 SEPVICEINICAIION AV Pt bbbt et bt b et b et e b et et s e b et nas 11
6.4 USE Of NBIMESPDACES .....eeuveviiesiesteeteeeete st e e stesteste s e e eesees e stestesseaseeseeseesteseesbesaesaeeseeneeneeseeabeaseeseeneenseteseeneenneenennenns 11
6.4.1 F N 0o o L=~ SRS 11
6.4.2 Vendor-Specific-ReSUIT-COOE AV P VBIUES...........coiiiiiieeeeeeie sttt eeeste s sre e aesaesse e snessesseeneennens 11
7 SPECIAl REGUITEIMENTS ...ttt st bbb et s e bt e b e s bt e sae b e nbe s e e eneas 12
A8 R Y A= ¢ Lo o W @Xo 011 (o) USSP URURRRR 12
Annex A (informative): ChangEe NiStOrY ..o e sre s 12

3GPP



Release 5 4 3GPP TS 29.329 V2.0.1 (2002-05)

Foreword

This Technical Specification has been produced by the 3 Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where:
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.

1 Scope

The present document defines a transport protocol for use in the IP multimedia (IM) Core Network (CN) subsystem
based on Diameter.

The present document is applicable to:
- The Shinterface between an AS and the HSS.
- The Shinterface between an SCS and the HSS.

Whenever it is possible this document specifies the requirements for this protocol by reference to specifications
produced by the IETF within the scope of Diameter. Where thisis not possible, extensions to Diameter are defined
within this document.

2 References

The following documents contain provisions, which through reference in this text constitute provisions of the present
document.

» References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

» For aspecific reference, subsequent revisions do not apply.

» For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1] 3GPPTS29.328“IP Multimedia (IM) Subsystem Sh interface; signalling flows and message contents (Release
5)”

[2] 3GPPTS33.210 “3G Security; Network Domain Security; |P Network Layer Security (Release 5)”

[3] IETFRFC 2960 “Stream Control Transmission Protocol”
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[4]  draft-ietf-aaa-diameter-10.txt, “ Diameter Base Protocol”, work in progress
[5] |ETFRFC 2234 “Augmented BNF for syntax specifications”

[6] 3GPPTS29.229 “Cx and Dx Interfaces based on the Diameter protocol; protocol details (Release 5)”

3 Definitions, symbols and abbreviations

3.1 Definitions

Refer to [4] for the definitions of some terms used in this document.

For the purposes of the present document, the following terms and definitions apply.
Attribute-Value Pair: see[4], it corresponds to an Information Element in a Diameter message.
Server: SIP-server.

User data: user profile data.

3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply:

AAA Authentication, Authorization and Accounting
AS Application Server
ABNF Augmented Backus-Naur Form
AVP Attribute-Value Pair
CN Core Network
HSS Home Subscriber Server
IANA Internet Assigned Numbers Authority
IETF Internet Engineering Task Force
IMS IP Multimedia Subsystem
NDS Network Domain Security
RFC Request For Comment
SCTP Stream Control Transport Protocol
ucs Universal Character Set
URL Uniform Resource Locator
UTF UCS Transformation Formats
4 General

The Diameter Base Protocol as specified in [4] shall apply except as modified by the defined support of the methods
and the defined support of the commands and AV Ps, result and event codes specified in clause 5 of this specification.
Unless otherwise specified, the procedures (including error handling and unrecognised information handling) are
unmodified.

5 Use of the Diameter base protocol

The same clarifications of section 5 of 3GPP TS 29.229 [6] shall apply to the Sh interface. An exception isthat the
application identifier for this application is defined in chapter 6.

3GPP
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6 Diameter application for Sh interface

This clause specifies a Diameter application that allows a Diameter server and a Diameter client:
- todownload and update transparent and non-transparent user data
- torequest and send notifications on changes on user data

The Shinterface protocol is defined as an IETF vendor specific Diameter application, where the vendor is 3GPP. The
vendor identifier assigned by IANA to 3GPP ( http://www.iana.org/assignments/enterprise-numbers) is 10415.

The Diameter application identifier assigned to the Sh interface protocol is number 2.

6.1 Command-Code values

This section defines Command-Code values for this Diameter application.

Every command is defined by means of the ABNF syntax [5], according to the rules in [4]. Whenever the definition and
use of an AVP is not specified in this document, what is stated in [4] or [6] shall apply.

The following Command Codes are defined in this specification:

Table 6.1.1: Command-Code values

Command-Name Abbreviation| Code | Section
User-Data-Request UDR 1 6.1.1
User-Data-Answer UDA 1 6.1.2
Profile-Update-Request PUR 2 6.1.3
Profile-Update-Answer PUA 2 6.1.4
Subscribe-Notifications-Request SNR 3 6.1.5
Subscribe-Notifications-Answer SNA 3 6.1.6
Push-Notification-Request PNR 4 6.1.7
Push-Notification-Answer PNA 4 6.1.8

6.1.1 User-Data-Request (UDR) Command

The User-Data-Request (UDR) command, indicated by the Command-Code field set to 1 and the ‘R’ bit set in the
Command Flagsfield, is sent by a Diameter client to a Diameter server in order to request user data.

M essage Format

< User-Data -Request> ::= < Diameter Header: 10415: 1, REQ, PXY >
< Session-ld >
{ Vendor-Specific-Application-1d }
{ Auth-Session-State }
{ Origin-Host }
{ Origin-Realm }
[ Destination-Host |
{ Dedtination-Realm }
{ User-Identity }
[ Service-Indication ]
1*[ Data-Reference |
*[ AVP]

3GPP
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*[ Proxy-Info]
*[ Route-Record ]

6.1.2 User-Data-Answer (UDA) Command

The User-Data-Answer (SAA) command, indicated by the Command-Code field set to 1 and the ‘R’ bit cleared in the
Command Flagsfield, is sent by a server in response to the User-Data-Request command. The Result-Code or Vendor-
Specific-Result AVP may contain one of the values defined in section 6.2 in addition to the values defined in [6].

M essage Format
< User-Data-Answer > ::= < Diameter Header: 10415: 1 >
< Session-ld >
{ Vendor-Specific-Application-1d }
[ Result-Code]

[ Vendor-Specific-Result |
{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

[ User-Data]

*[ AVP]

*[ Proxy-Info ]

*[ Route-Record ]

6.1.3 Profile-Update-Request (PUR) Command

The Profile-Update-Request (PUR) command, indicated by the Command-Code field set to 2 and the ‘R’ bit set in the
Command Flagsfield, is sent by a Diameter client to a Diameter server in order to update user datain the server.

M essage Format

< Profile-Update-Request > ::= < Diameter Header: 10415: 2, REQ, PXY >
< Session-Id >
{ Vendor-Specific-Application-1d }
{ Auth-Session-State }
{ Origin-Host }
{ Origin-Realm }
{ Dedtination-Host }
{ Degtination-Realm }
{ Public-ldentity }
{ User-Data}
*[ AVP]
*[ Proxy-Info]
*[ Route-Record ]

6.1.4 Profile-Update-Answer (PUA) Command

The Profile-Update-Answer (PUA) command, indicated by the Command-Code field set to 2 and the ‘R’ bit cleared in
the Command Flags field, is sent by a client in response to the Profile-Update-Request command. The Result-Code or
Vendor-Specific-Result AVP may contain one of the values defined in section 6.2 in addition to the values defined in

[6].

M essage Format
< Profile-Update-Answer > ::=< Diameter Header: 10415: 2 >
< Session-ld >
{ Vendor-Specific-Application-1d }
[ Result-Code ]

[ Vendor-Specific-Result |
{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

3GPP
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*[ AVP]
*[ Proxy-Info]
*[ Route-Record ]

6.1.5 Subscribe-Notifications-Request (SNR) Command

The Subscribe-Notifications-Request (SNR) command, indicated by the Command-Code field set to 3 and the ‘R’ bit
set in the Command Flags field, is sent by a Diameter client to a Diameter server in order to request notifications of
changesin user data.

M essage Format

< Subscribe-Notifications-Request > ::= < Diameter Header: 10415: 3, REQ, PXY >
< Session-Id >
{ Vendor-Specific-Application-1d }
{ Auth-Session-State }
{ Origin-Host }
{ Origin-Realm }
[ Destination-Host |
{ Dedtination-Realm }
{ Public-ldentity }
[ Service-Indication]
1*[ Data-Reference |
*[ AVP]
*[ Proxy-Info]
*[ Route-Record ]

6.1.6 Subscribe-Notifications-Answer (SNA) Command

The Subscribe-Notifications-Answer command, indicated by the Command-Code field set to 2 and the ‘R’ bit cleared in
the Command Flags field, is sent by aclient in response to the Subscribe-Notifications-Request command. The Result-
Code or Vendor-Specific-Result AVP may contain one of the values defined in section 6.2 in addition to the values
defined in [6].

M essage Format

< Subscribe-Notifications-Answer > ::= < Diameter Header: 10415: 3 >
< Session-ld >
{ Vendor-Specific-Application-1d }
{ Auth-Session-State }
[ Result-Code]
[ Vendor-Specific-Result |
{ Origin-Host }
{ Origin-Realm }
*[ AVP]
*[ Proxy-Info]
*[ Route-Record ]

6.1.7 Push-Notification-Request (PNR) Command

The Push-Notification-Request (PNR) command, indicated by the Command-Code field set to 1 and the ‘R’ bit setin
the Command Flags field, is sent by a Diameter server to a Diameter client in order to notify changesin the user datain
the server.

M essage Format

< Push-Noatification-Request > ::= < Diameter Header: 10415: 4, REQ, PXY >
< Session-ld >
{ Vendor-Specific-Application-1d }
{ Auth-Session-State }
{ Origin-Host }
{ Origin-Realm }

3GPP
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{ Dedtination-Host }
{ Destination-Realm }
{ Public-ldentity }

{ User-Data}

*[ AVP]

*[ Proxy-Info]

*[ Route-Record ]

6.1.8 Push-Notifications-Answer (PNA) Command

The Push-Natifications-Answer (PNA) command, indicated by the Command-Code field set to 2 and the ‘R’ bit cleared
in the Command Flags field, is sent by a client in response to the Push-Notification-Request command. The Result-
Code or Vendor-Specific-Result AVP may contain one of the values defined in section 6.2 in addition to the values
defined in [6].

M essage Format
< Push-Notification-Answer > ::=< Diameter Header: 10415: 4 >
< Session-1d >
{ Vendor-Specific-Application-1d }
[ Result-Code]

[ Vendor-Specific-Result |
{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

*[ AVP]

*[ Proxy-Info]

*[ Route-Record ]

6.2 Result-Code AVP values

This section defines new result code values that must be supported by all Diameter implementations that conform to this
specification. The result codes defined in 3GPP TS 29.229 are also applicable. When one of the result codes defined
hereisincluded in aresponse, it shall be inside a Vendor-Specific-Result AV P and Result-Code AV P shall be absent.

6.2.1 Success
Errorsthat fall within the Success category are used to inform a peer that a request has been successfully compl eted.

No errors within this category have been defined so far.

6.2.2 Permanent Failures

Errorsthat fall within the Permanent Failures category are used to inform the peer that the request failed, and should not
be attempted again.

6-2.146.2.2.DIAMETER_USER_DATA_NOT_RECOGNIZED (5100)

The datarequired, in the XLM schema, does not match that which is specified within the HSS.

62 4DIAMETER_OPERATION_NOT_ALLOWED (5101)

The requested operation is not allowed for the user

6.2.1.4DIAMETER_USER_DATA_CANNOT_BE_READ (5102)

The requested user datais not allowed to be read.

3GPP
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62 4DIAMETER_USER_DATA_CANNOT_BE_MODIFIED (5103)

The requested user datais not allowed to be modified

6-21-4DIAMETER_USER_DATA_CANNOT_BE_NOTIFIED (5104)

The requested user data is not allowed to be notified on changes

6.2.3 Transient Failures

Errorsthat fall within the transient failures category are those used to inform a peer that the request could not be
satisfied at the time that it was received. The request may be able to be satisfied in the future.

6.2.3.1 DIAMETER _USER DATA_NOT_AVAILABLE (4100)The requested user datais not available at thistime to
satisfy the requested operation.

6.3 AVPs

The following table describes the Diameter AV Ps defined for the Sh interface protocol, their AVP Code values, types,
possible flag values and whether the AV P may or not be encrypted.

Table 6.3.1: Diameter Multimedia Application AVPs

AVP Flagrules

Attribute Name AVP |Section |Value Type Must [IMay |Should |Must [May

Code |defined not not |Encr.
User-ldentity 100 |6.3.1 Grouped M, V N
MSISDN 101 OctetString M,V N
User-Data 102 OctetString M,V N
Data-Reference 103 Enumerated M,V
Service-Indication 104 OctetString M,V N
NOTE 1: The AVP header hit denoted as‘M’, indicates whether support of the AVP isrequired. The AV P header
bit denoted as‘V’, indicates whether the optional Vendor-ID field is present in the AVP header. For further
details, see [6].
NOTE 2: Depending on the concrete command.

6.3.1 User-ldentity AVP
The User-ldentity AVP (AVP Code 100) is of type Grouped. This AV P contains a user public identity.
AVP format
User-ldentity ::= <AVP header: 100 10415>
*[Public-ldentity]
*[MSISDN]
*[AVP]

3GPP
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6.3.2 MSISDN AVP

The MSISDN AVP (AVP Code 101) is of type OctetString. This AVP contains an MSISDN with the format described
in 3GPP TS 23.003.

6.3.3 User-Data AVP

The User-Data AVP (AVP Code 102) is of type OctetString. This AV P contains the user data requested in the UDR and
SNR operations and the data to be modified in the UPR operation . The exact content and format of this AVP is
described in 3GPP TS 29.328 [1].

6.3.4 Data-Reference AVP

The Data-Reference AVP (AVP code 103) is of type Enumerated, and indicates the type of the requested user datain
the operation UDR and SNR. Its exact values and meaning is defined in 3GPP TS 29.328. The following values are
defined (more details are given in 3GPP TS 29.328):

RepositoryData (0)

Publicldentifiers (10)

Thisvalueis used to request the read or notification of changesin the IMS public identities fields
RegistrationState (11)

S-CSCFName (12)

InitialFilterCriteria (13)

Locationlnformation (14)

6.3.5 Service-Indication AVP

The Service-Indication AVP (AVP code 104) is of type OctetString. This AV P contains the Service Indication that
identifiesa servicein an AS.

6.4 Use of namespaces

This clause contains the namespaces that have either been created in this specification, or the values assigned to existing
namespaces managed by IANA.

This specification assigns the values 1-4 from the Command Code namespace managed by 3GPP for its Diameter
vendor-specific application number 2. See section 6.1 for the assignment of the namespace in this specification.

6.4.1 AVP codes

This specification assigns the values 100-104 from the AV P Code namespace managed by 3GPP for its Diameter
vendor-specific application number 2. See section 6.3 for the assignment of the namespace in this specification.

6.4.2  Vendor-Specific-Result-Code AVP values

This specification has assigned V endor-Specific-Result-Code AV P values 4100 and 5100-5104. See section 6.2.
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7 Special Requirements

7.1 Version Control
The same mechanisms specified in 3GPP TS 29.229 [6] apply to this specification.

Annex A (informative): Change history

Date TSG# |TSGDoc. [CR# |Rev [Subject/Comment In Out

May 2002 |CN4#14 [N4-020737 Presented in CN4#14 and all agreed changes incorporated to produce |2.0.0 |2.0.1
version 2.0.0

June CN#16 [NP-020266 Version 2.0.1 present in CN#16 for approval 2.0.1
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