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	Reason for change:
	In the LS (C1-210015, S3-203534) from SA3 to CT6, SA3 has identified a security issue resulting from the storage of NAS security context on USIM as specified 31.102. 

SA3 requires that “when UE is registered over both access (i.e. 3GPP access and non-3GPP access) to two different PLMNs simultaneously, for each PLMN the UE is registered, both NAS count pairs (one pair for 3GPP accecss and another pair for non-3GPP access) for each NAS security context shall be storated in the USIM. This is because even if a UE is currently not connected to one PLMN over non-3GPP access, the NAS COUNTs for that access may be non-zero from a previous use of the security context on that access. NAS COUNTs shall not be reset without rekeying, as otherwise keystream will be reused”.

This contribution proposes to udpate the EF5GS3GPPNSC and EF5GSN3GPPNSC to align with SA3’s requirement. Specifically, each of the EF for storing NAS security contexts is extended to 2 records and each record is extended to include PLMN identifier. 



It is also points out stage 2 requirement on 5G-GUTI (clause 5.3.2.4 in TS 23.501), i.e. “When the 3GPP access and the non-3GPP access for the same UE are served by the same PLMN, the AMF assigns the same 5G-GUTI for use over both accesses. Such a 5G-GUTI may be assigned or re-assigned over any of the 3GPP and Non-3GPP accesses. The 5G-GUTI is assigned upon a successful registration of the UE, and is valid over both 3GPP and Non-3GPP access to the same PLMN for the UE”. 

To align with the GUTI requirement, when ME receives a new GUTI from PLMN-1, ME needs to update both EF5GS3GPPLOC and EF5GSN3GPPLOC to ensure that the two accesses share the new GUTI if UE is regsisterd to PLMN-1 over both acccesses. Since 31.102 provides storage for GUTI, and it is up to ME implementation to ensure the two accesses of one PLMN shares the same GUTI when UE is registered over both accesses to this PLMN, 31.102 needs no changes on GUTI storage. 

Since both GUTI and the NAS security context have PLMN identifier, they can be associated with each other by checking the PLMN identifier.  


	
	

	Summary of change:
	Update EF5GS3GPPNSC and EF5GSN3GPPNSC to allow for NAS security context storage for both accesses for two PLMNs

	
	

	Consequences if not approved:
	Security issue (e.g. keystream reuse) exists, and misalignment with 33.501
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4.2.8	EFUST (USIM Service Table)
This EF indicates which services are available. If a service is not indicated as available in the USIM, the ME shall not select this service.

	Identifier: '6F38'
	Structure: transparent
	Mandatory

	SFI: '04'
	

	File size: X bytes, (X ≥ 1)
	Update activity: low

	Access Conditions:
	READ	PIN
	UPDATE	ADM
	DEACTIVATE	ADM
	ACTIVATE	ADM


	Bytes
	Description
	M/O
	Length

	1
	Services n1 to n8
	M
	1 byte

	2
	Services n9 to n16
	O
	1 byte

	3
	Services n17 to n24
	O
	1 byte

	4
	Services n25 to n32
	O
	1 byte

	etc.
	
	
	

	X
	Services n(8X‑7) to n(8X)
	O
	1 byte



	‑Services
	
	

	   Contents:
	Service n°1:
	Local Phone Book

	
	Service n°2:
	Fixed Dialling Numbers (FDN)

	
	Service n°3:
	Extension 2

	
	Service n°4:
	Service Dialling Numbers (SDN)

	
	Service n°5:
	Extension3

	
	Service n°6:
	Barred Dialling Numbers (BDN)

	
	Service n°7:
	Extension4

	
	Service n°8:
	Outgoing Call Information (OCI and OCT)

	
	Service n°9:
	Incoming Call Information (ICI and ICT)

	
	Service n°10:
	Short Message Storage (SMS)

	
	Service n°11:
	Short Message Status Reports (SMSR)

	
	Service n°12:
	Short Message Service Parameters (SMSP)

	
	Service n°13:
	Advice of Charge (AoC)

	
	Service n°14:
	Capability Configuration Parameters 2 (CCP2)

	
	Service n°15:
	Cell Broadcast Message Identifier 

	
	Service n°16:
	Cell Broadcast Message Identifier Ranges 

	
	Service n°17:
	Group Identifier Level 1

	
	Service n°18:
	Group Identifier Level 2

	
	Service n°19:
	Service Provider Name

	
	Service n°20:
	User controlled PLMN selector with Access Technology

	
	Service n°21:
	MSISDN

	
	Service n°22:
	Image (IMG)

	
	Service n°23:
	Support of Localised Service Areas (SoLSA) 

	
	Service n°24:
	Enhanced Multi‑Level Precedence and Pre‑emption Service

	
	Service n°25:
	Automatic Answer for eMLPP

	
	Service n°26:
	RFU

	
	Service n°27:
	GSM Access

	
	Service n°28:
	Data download via SMS-PP

	
	Service n°29:
	Data download via SMS‑CB

	
	Service n°30:
	Call Control by USIM

	
	Service n°31:
	MO-SMS Control by USIM

	
	Service n°32:
	RUN AT COMMAND command

	
	Service n°33:
	shall be set to '1'

	
	Service n°34:
	Enabled Services Table

	
	Service n°35:
	APN Control List (ACL)

	
	Service n°36:
	Depersonalisation Control Keys

	
	Service n°37:
	Co-operative Network List

	
	Service n°38:
	GSM security context 

	
	Service n°39:
	CPBCCH Information

	
	Service n°40:
	Investigation Scan

	
	Service n°41:
	MexE

	
	Service n°42:
	Operator controlled PLMN selector with Access Technology

	
	Service n°43:
	HPLMN selector with Access Technology

	
	Service n°44:
	Extension 5

	
	Service n°45:
	PLMN Network Name

	
	Service n°46:
	Operator PLMN List

	
	Service n°47:
	Mailbox Dialling Numbers 

	
	Service n°48:
	Message Waiting Indication Status

	
	Service n°49:
	Call Forwarding Indication Status

	
	Service n°50:
	Reserved and shall be ignored

	
	Service n°51:
	Service Provider Display Information

	
	Service n°52
	Multimedia Messaging Service (MMS)

	
	Service n°53
	Extension 8

	
	Service n°54
	Call control on GPRS by USIM

	
	Service n°55
	MMS User Connectivity Parameters

	
	Service n°56
	Network's indication of alerting in the MS (NIA)

	
	Service n°57
	VGCS Group Identifier List (EFVGCS and EFVGCSS)

	
	Service n°58
	VBS Group Identifier List (EFVBS and EFVBSS)

	
	Service n°59
	Pseudonym

	
	Service n°60
	User Controlled PLMN selector for I-WLAN access

	
	Service n°61
	Operator Controlled PLMN selector for I-WLAN access

	
	Service n°62
	User controlled WSID list

	
	Service n°63
	Operator controlled WSID list

	
	Service n°64
	VGCS security

	
	Service n°65
	VBS security

	
	Service n°66
	WLAN Reauthentication Identity

	
	Service n°67
	Multimedia Messages Storage

	
	Service n°68
	Generic Bootstrapping Architecture (GBA)

	
	Service n°69
	MBMS security

	
	Service n°70
	Data download via USSD and USSD application mode

	
	Service n°71
	Equivalent HPLMN

	
	Service n°72
	Additional TERMINAL PROFILE after UICC activation

	
	Service n°73
	Equivalent HPLMN Presentation Indication

	
	Service n°74
	Last RPLMN Selection Indication

	
	Service n°75
	OMA BCAST Smart Card Profile

	
	Service n°76
	GBA-based Local Key Establishment Mechanism

	
	Service n°77
	Terminal Applications

	
	Service n°78
	Service Provider Name Icon

	
	Service n°79
	PLMN Network Name Icon

	
	Service n°80
	Connectivity Parameters for USIM IP connections

	
	Service n°81
	Home I-WLAN Specific Identifier List

	
	Service n°82
	I-WLAN Equivalent HPLMN Presentation Indication

	
	Service n°83
	I-WLAN HPLMN Priority Indication

	
	Service n°84
	I-WLAN Last Registered PLMN

	
	Service n°85
	EPS Mobility Management Information

	
	Service n°86
	Allowed CSG Lists and corresponding indications

	
	Service n°87
	Call control on EPS PDN connection by USIM

	
	Service n°88
	HPLMN Direct Access

	
	Service n°89
	eCall Data

	
	Service n°90
	Operator CSG Lists and corresponding indications

	
	Service n°91
	Support for SM-over-IP

	
	Service n°92
	Support of CSG Display Control

	
	Service n°93
	Communication Control for IMS by USIM

	
	Service n°94
	Extended Terminal Applications

	
	Service n°95
	Support of UICC access to IMS

	
	Service n°96
	Non-Access Stratum configuration by USIM

	
	Service n°97
	PWS configuration by USIM

	
	Service n°98
	RFU

	
	Service n°99
	URI support by UICC

	
	Service n°100
	Extended EARFCN support

	
	Service n°101
	ProSe

	
	Service n°102
	USAT Application Pairing

	
	Service n°103
	Media Type support

	
	Service n°104
	IMS call disconnection cause

	
	Service n°105
	URI support for MO SHORT MESSAGE CONTROL

	
	Service n°106
	ePDG configuration Information support

	
	Service n°107
	ePDG configuration Information configured

	
	Service n°108
	ACDC support

	
	Service n°109
	Mission Critical Services

	
	Service n°110
	ePDG configuration Information for Emergency Service support

	
	Service n°111
	ePDG configuration Information for Emergency Service configured

	
	Service n°112
	eCall Data over IMS

	
	Service n°113
	URI support for SMS-PP DOWNLOAD as defined in 3GPP TS 31.111 [12]

	
	Service n°114
	From Preferred

	
	Service n°115
	IMS configuration data

	
	Service n°116
	TV configuration

	
	Service n°117
	3GPP PS Data Off

	
	Service n°118
	3GPP PS Data Off Service List

	
	Service n°119
	V2X

	
	Service n°120
	XCAP Configuration Data

	
	Service n°121
	EARFCN list for MTC/NB-IOT UEs

	
	Service n°122
	5GS Mobility Management Information

	
	Service n°123
	5G Security Parameters

	
	Service n°124
	Subscription identifier privacy support

	
	Service n°125
	SUCI calculation by the USIM

	
	Service n°126
	UAC Access Identities support

	
	Service n°127
	Control plane-based steering of UE in VPLMN

	
	Service n°128
	Call control on PDU Session by USIM

	
	Service n°129
	5GS Operator PLMN List

	
	Service n°130
	Support for SUPI of type NSI or GLI or GCI

	
	Service n°131
	3GPP PS Data Off separate Home and Roaming lists

	
	Service n°132
	Support for URSP by USIM

	
	Service n°133
	5G Security Parameters extended

	
	Service n°134
	MuD and MiD configuration data

	
	Service n°135
	Support for Trusted non-3GPP access networks by USIM

	
	Service n°xxx
	Support for multiple records of NAS security context storage for multiple registration



The EF shall contain at least one byte. Further bytes may be included, but if the EF includes an optional byte, then it is mandatory for the EF to also contain all bytes before that byte. Other services are possible in the future and will be coded on further bytes in the EF. The coding falls under the responsibility of the 3GPP. 


******************************* Start of Change 2******************************

[bookmark: _Toc11052986][bookmark: _Toc20391826][bookmark: _Toc27773792][bookmark: _Toc36474217][bookmark: _Toc36477574][bookmark: _Toc44930466][bookmark: _Toc50965235][bookmark: _Toc57102003]4.4.11.1	Introduction
This clause describes the files that are specific for 5GS.
DF5GS shall be present at the ADFUSIM level if any of the following services are "available" in EFUST (USIM Service Table): 
	Service n°122
	5GS Mobility Management Information

	Service n°123
	5G Security Parameters

	Service n°124
	Subscription identifier privacy support

	Service n°125
	SUCI calculation by the USIM

	Service n°126
	UAC Access Identities support

	Service n°127
	Control plane-based steering of UE in VPLMN

	Service n°128
	Call control on PDU Session by USIM

	Service n°129
	5GS Operator PLMN List

	Service n°130
	Support for SUPI of type NSI or GLI or GCI

	Service n°132
	Support for URSP by USIM

	Service n°133
	5G Security Parameters extended

	Service n°134
	MuD and MiD configuration data

	Service n°xxx
	Support for multiple records of NAS security context storage for multiple registration







******************************* Start of Change 3******************************
[bookmark: _Toc68604093][bookmark: _Toc57102006][bookmark: _Toc50965238][bookmark: _Toc44930469][bookmark: _Toc36477577][bookmark: _Toc36474220][bookmark: _Toc27773795][bookmark: _Toc20391829][bookmark: _Toc11052989]4.4.11.4	EF5GS3GPPNSC (5GS 3GPP Access NAS Security Context)
If service n°122 is "available" in EFUST, this file shall be present.
If service n°xxx is not "available" in EFUST, tThis EF contains the 5GS 3GPP access NAS security context as defined in TS 24.501 [104], consisting of KAMF with the associated key set identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values. This EF also contains the EPS NAS security algorithms to be used when the UE goes to EPS, either by means of connected mode handover in a network that supports N26 interface, or by the means of idle mode mobility performed by the UE from 5GS to EPS, as specified in TS 33.501 [105]. This file shall contain one record.
If service n°xxx is "available" in EFUST, the 5GS 3GPP access security NAS security context contained in this EF shall also comprise the PLMN identifier. And this file shall contain two records.  

	Identifier: '4F03'
	Structure: linear fixed
	Optional

	SFI: '03'
	

	Record size: X bytes (X≥57)
	Update activity: high

	Access Conditions:
	READ	PIN
	UPDATE	PIN
	DEACTIVATE	ADM
	ACTIVATE	ADM


	Bytes
	Description
	M/O
	Length

	1 to X
	5GS NAS Security Context TLV Object
	M
	X bytes



5GS NAS Security Context tags

	Description
	Tag Value

	5GS NAS Security Context Tag
	'A0'



5GS NAS Security Context information

	Description
	Value
	M/O
	Length (bytes)

	5GS NAS Security Context Tag
	'A0'
	M
	1

	Length (length of all subsequent data)
	Y
	M
	Note 1

	ngKSI Tag
	'80'
	M
	1

	Length
	K
	M
	Note 1

	ngKSI
	--
	M
	K

	KAMF Tag
	'81'
	M
	1

	Length
	L
	M
	Note 1

	KAMF
	--
	M
	L

	Uplink NAS count Tag
	'82'
	M
	1

	Length
	M
	M
	Note 1

	Uplink NAS count
	--
	M
	M

	Downlink NAS count Tag
	'83'
	M
	1

	Length
	N
	M
	Note 1

	Downlink NAS count 
	--
	M
	N

	Identifiers of selected NAS integrity and encryption algorithms Tag
	'84'
	M
	1

	Length
	S
	M
	Note 1

	Identifiers of selected NAS integrity and encryption algorithms
	--
	M
	S

	Identifiers of selected EPS NAS integrity and encryption algorithms for use after mobility to EPS Tag
	'85'
	M
	1

	Length
	U
	M
	Note 1

	Identifiers of selected EPS NAS integrity and encryption algorithms for use after mobility to EPS
	--
	M
	U

	PLMN identifier tag
	'86'
	M
	1

	Length
	3
	M
	Note 1

	PLMN identifier
	--
	M
	3

	Note 1:	The length is coded according to ISO/IEC 8825-1 [35]



-	ngKSI Tag '80'
Contents:
The ngKSI (Key Set Identifier in 5G) as defined in TS 33.501 [105] is coded on 1 byte.
Coding:

	
	
	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1

	
	
	
	
	
	
	
	
	
	
	ngKSI

	
	
	
	
	
	
	
	
	
	
	bits b4 to b8 are coded 0



-	KAMF Tag '81'
Contents:
The KAMF as defined in TS 33.501 [105] is coded on 32 bytes. The ME shall treat any KAMF values stored in this EF as invalid if the ngKSI indicates that no KAMF is available or if the length indicated in the KAMF TLV is set to '00',
Coding:
The most significant bit of KAMF is the most significant bit of the 1st byte of this TLV value field. The least significant bit of KAMF is the least significant bit of the last byte of this TLV value field.
-	Uplink NAS count Tag '82'
Contents:
The uplink NAS count as defined in TS 33.501 [105] is coded on 4 bytes.
Coding:
The most significant bit of the uplink NAS count is the most significant bit of the 1st byte of this TLV value field. The least significant bit of the uplink NAS count is the least significant bit of the last byte of this TLV value field.
-	Downlink NAS count Tag '83'
Contents:
The downlink NAS count as defined in TS 33.501 [105] is coded on 4 bytes.
Coding:
The most significant bit of the downlink NAS count is the most significant bit of the 1st byte of this TLV value field. The least significant bit of the downlink NAS count is the least significant bit of the last byte of this TLV value field.
-	Identifiers of selected NAS integrity and encryption algorithms Tag '84'
Contents:
The identifiers of selected NAS integrity and encryption algorithms as defined in TS 33.501 [105] and TS 24.501 [104]. In this release the identifiers of selected NAS integrity and encryption algorithms are coded as 4-bit identifiers.
Coding:
Coding is same as the content of the NAS security algorithms information element defined in TS 24.501 [104].
[bookmark: MCCQCTEMPBM_00000100]Byte 1 of this TLV value field: first byte of the value part of the NAS security algorithms information element
	[bookmark: MCCQCTEMPBM_00000171]
	
	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1

	
	
	
	
	
	
	
	
	
	

	
	
	MSB
	
	
	
	
	
	
	


-	Identifiers of selected EPS NAS algorithms for use after mobility to EPS Tag '85'
Contents:
The identifiers of selected EPS NAS integrity and encryption algorithms to be used when the UE goes to EPS, either by means of connected mode handover in a network that supports N26 interface, or by the means of idle mode mobility performed by the UE from 5GS to EPS, as specified in TS 33.501 [105] and TS 24.501 [104]. These identifiers are coded as 4-bit identifiers.
Coding:
Coding is same as the content of the EPS NAS security algorithms information element specified in TS 24.301 [51].
[bookmark: MCCQCTEMPBM_00000101]Byte 1 of this TLV value field: first byte of the value part of the EPS NAS security algorithms information element in TS 24.301 [51].
	[bookmark: MCCQCTEMPBM_00000172]
	
	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1

	
	
	
	
	
	
	
	
	
	

	
	
	MSB
	
	
	
	
	
	
	


-	PLMN identifier Tag '86'
Contents:
The PLMN identifier comprising MCC and MNC defined in TS 23.003 is coded on 3 bytes.
Coding: 
[bookmark: _GoBack]	The PLMN identifier is coded according to TS 24.008 [9]. 

Unused bytes shall be set to 'FF'.

In order to mark the stored 5GS NAS security context as invalid: 
-	the record bytes shall be set to 'FF', or
-	the ngKSI is set to '07', or
-	the length indicated in the KAMF TLV is set to '00'.

************************** Start of Change 4***************************

[bookmark: _Toc68604094][bookmark: _Toc57102007][bookmark: _Toc50965239][bookmark: _Toc44930470][bookmark: _Toc36477578][bookmark: _Toc36474221][bookmark: _Toc27773796][bookmark: _Toc20391830][bookmark: _Toc11052990]4.4.11.5	EF5GSN3GPPNSC (5GS non-3GPP Access NAS Security Context)
If Service n°122 is "available" in EFUST, this file shall be present.
If service n°xxx is not "available" in EFUST, tThis EF contains the 5GS non-3GPP access NAS security context as defined in TS 24.501 [104], consisting of KAMF with the associated key set identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values. This EF also contains the EPS NAS security algorithms to be used when the UE goes to EPS, either by means of connected mode handover in a network that supports N26 interface, or by the means of idle mode mobility performed by the UE from 5GS to EPS, as specified in TS 33.501 [105]. This file shall contain one record.
If service n°xxx is "available" in EFUST, the 5GS non-3GPP access security NAS security context contained in this EF shall also comprise the PLMN identifier. And this file shall contain two records.

	Identifier: '4F04'
	Structure: linear fixed
	Optional

	SFI: '04'
	

	Record size: X bytes (X≥57)
	Update activity: high

	Access Conditions:
	READ	PIN
	UPDATE	PIN
	DEACTIVATE	ADM
	ACTIVATE	ADM


	Bytes
	Description
	M/O
	Length

	1 to X
	5GS NAS Security Context TLV Object
	M
	X bytes



For content and coding see clause 4.4.11.4 for EF5GS3GPPNSC.
