

	
3GPP TSG-CT WG4 Meeting #99e	C4-204319
E-Meeting, 18th – 28th June 2020
	CR-Form-v12.0

	CHANGE REQUEST

	

	
	29.509
	CR
	0105
	rev
	-
	Current version:
	16.4.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Corrections on UPUProtection Service

	
	

	Source to WG:
	Huawei

	Source to TSG:
	CT4

	
	

	Work item code:
	SBIProtoc16
	
	Date:
	[bookmark: _GoBack]2020-08-11

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-16

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	[bookmark: OLE_LINK1]Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
Rel-12	(Release 12)
Rel-13	(Release 13)
Rel-14	(Release 14)
Rel-15	(Release 15)
Rel-16	(Release 16)

	
	

	Reason for change:
	1.Correct a reference error.

2.Correct some editorial errors

3.Correct some delimiters error with < > instead of { }

4.Correct some description errors.

5.Correct a Cardinality error

6.Delete definition of the unused data model UpuDataType which isn't defined in the yaml file of OpenAPI

7. Add some note and correct some errors in the yaml file of openAPI

	
	

	Summary of change:
	1.Correct a reference error.

2.Correct some editorial errors

3.Correct some delimiters error with < > instead of { }

4.Correct some description errors.

5.Correct a Cardinality error

6.Delete definition of the unused data model UpuDataType which isn't defined in the yaml file of OpenAPI

7. Add some note and correct some errors in the yaml file of openAPI

	
	

	Consequences if not approved:
	The errors in the specification are confusing or misleading.

	
	

	Clauses affected:
	5.4.1, 6.3.1, 6.3.2.2.2, 6.3.3.2.2, 6.3.3.2.4.2.2, 6.3.6.1, 6.3.6.2.4, 6.3.6.3.3, A.4

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ...

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	This CR will introduce backward compatible corrections in the OpenAPI specification file of Nausf_UPUProtection API.

	
	

	This CR's revision history:
	



Page 1


*************************The start of changes*************************
[bookmark: _Toc36464830][bookmark: _Toc34310308][bookmark: _Toc25270653]5.4.1	Service Description
The AUSF is acting as NF Service Producer. It provides UPUProtection service to the NF Service Consumer.
This service permits to provide the NF Service Consumer (e.g. UDM) with the UPU-MAC-IAUSF and CounterUPU to protect the UE Parameters Update Data from being tampered with or removed by the VPLMN.
In option this service also allows to provide the NF Service Consumer (e.g. UDM) with the UPU-XMAC-IUE that allows the NF Service Consumer (e.g. UDM) to verify that the UE received UE Parameters Update Data correctly.

*************************Next change*************************
[bookmark: _Toc36464946][bookmark: _Toc34310424][bookmark: _Toc25270767]6.3.1	API URI
URIs of this API shall have the following root:
{apiRoot}/<{apiName}>/<apiVersion>/
 The request URIs used in HTTP requests from the NF service consumer towards the NF service producer shall have the Resource URI structure defined in clause 4.4.1 of 3GPP TS 29.501 [5], i.e.:
{apiRoot}/<apiName>/<apiVersion>/<apiSpecificResourceUriPart>
with the following components:
-	The {apiRoot} shall be set as described in 3GPP TS 29.501 [6].
-	The <apiName> shall be "nausf-upuprotection".
-	The <apiVersion> shall be "v1".
-	The <apiSpecificResourceUriPart> shall be set as described in clause 6.3.3.

*************************Next change*************************
[bookmark: _Toc36464951][bookmark: _Toc34310429][bookmark: _Toc25270772]6.3.2.2.2	Content type
The following content types shall be supported:
-	JSON, as defined in IETF RFC 8259 [7], shall be used as content type of the HTTP bodies specified in the present specification as indicated in clause 5.4 of 3GPP TS 29.500 [4].
-	The Problem Details JSON Object (IETF RFC 7807 [11]). The use of the Problem Details JSON object in a HTTP response body shall be signalled by the content type "application/problem+json".

*************************Next change*************************
[bookmark: _Toc36464958][bookmark: _Toc34310436][bookmark: _Toc25270779]6.3.3.2.2	Resource Definition
Resource URI: {apiRoot}/nausf-upuprotection/v1/{supi}/ue-upu
This resource shall support the resource URI variables defined in table 6.3.3.2.2-1.
Table 6.3.3.2.2-1: Resource URI variables for this resource
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.3.1

	supi
	Supi
	Represents the Subscription Permanent Identifier (see 3GPP TS 23.501 [2] clause 5.9.2) 
	pattern: See pattern of type Supi in 3GPP TS 29.571 [10].



*************************Next change*************************
[bookmark: _Toc36464964][bookmark: _Toc34310442][bookmark: _Toc25270785]6.3.3.2.4.2.2	Operation Definition
This method shall support the request data structures specified in table 6.3.3.2.4.2.2-1 and the response data structures and response codes specified in table 6.3.3.2.4.2.2-2.
Table 6.3.3.2.4.2.2-1: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	UpuInfo
	M
	1
	Contains the UE Parameters Update Data and shallmay contain the indication of whetherthat an acknowledgement is requested from the UE or not (as specified in 3GPP TS 33.501 [8]).



Table 6.3.3.2.4.2.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	UpuSecurityInfo
	M
	1
	200 OK
	Upon success, the response body will contain UPU-MAC-IAUSF and CounterUPU and may contain the UPU-XMAC-IUE.

	ProblemDetails
	O
	0..1
	503 Service Unavailable
	The "cause" attribute may be used to indicate one of the following application errors:
- COUNTER_WRAP
See table 6.3.7.3-1 for the description of these errors.



*************************Next change*************************
6.3.6.1	General
This clause specifies the application data model supported by the API.
Table 6.3.6.1-1 specifies the data types defined for the Nausf-UPUProtection service based interface protocol.
Table 6.3.6.1-1: Nausf specific Data Types
	Data type
	Clause defined
	Description

	UpuInfo
	6.3.6.2.2
	Contains the UE parameters update Information

	UpuSecurityInfo
	6.3.6.2.3
	Contains the material generated for securing of UPU. It contains at least the UPU-MAC-IAUSF and CounterUPU.

	UpuData
	6.3.6.2.4
	Contains UE parameters update data set (e.g., the updated Routing ID Data or the Default configured NSSAI).

	UpuMac
	6.3.6.3.2
	MAC value for protecting UPU procedure (UPU-MAC-IAUSF and UPU-MAC-IUE)

	CounterUpu
	6.3.6.3.2
	CounterUPU

	UpuAckInd
	6.3.6.3.2
	Contains the indication of whether the acknowledgement from UE is needed



Table 6.3.6.1-2 specifies data types re-used by the Nausf-UPUProtection service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nausf service based interface.
Table 6.3.6.1-2: Nausf re-used Data Types
	Data type
	Reference
	Comments

	Snssai
	3GPP TS 29.571 [10]
	Default configured NSSAI

	SecuredPacket
	6.2.6.3.2
	Secured Packet

	RoutingId
	3GPP TS 29.544 [22]
	Routing ID



*************************Next change*************************
[bookmark: _Toc36464975][bookmark: _Toc34310453][bookmark: _Toc25270796]6.3.6.2.4	Type: UpuData
Table 6.3.6.2.4-1: Definition of type UpuData
	Attribute name
	Data type
	P
	Cardinality
	Description

	secPacket
	SecuredPacket
	C
	0..1
	Presents if the Routing indicator update data is required to be updated, and contains a secured packet with the Routing indicator to be updated.

	defaultConfNssai
	array(Snssai)
	C
	01..N
	Presents if the Default configured NSSAI is required to be updated, and contains the Default configured NSSAI to be updated.

	RoutingId
	RoutingId
	C
	0..1
	May be present when sent from UDR to UDM. The UDM shall make use of Nspaf services (see 3GPP TS 29.544 [22] to encapsulate the routing id in a secured packet which is then conveyed to the AUSF and AMF.



*************************Next change*************************
[bookmark: _Toc36464979][bookmark: _Toc34310457][bookmark: _Toc25270800]6.3.6.3.3	VoidEnumeration: UpuDataType
Table 6.3.6.3.3-1: Enumeration UpuDataType
	Enumeration value
	Description

	"ROUT_INDICATOR"
	Routing indicator update data

	"DEFAULT_CONF_NSSAI"
	Default configured NSSAI update data



*************************Next change*************************
[bookmark: _Toc36464989][bookmark: _Toc34310467][bookmark: _Toc25270810]A.4	Nausf_UPUProtection API
openapi: 3.0.0
info:
  version: 1.1.0
  title: Nausf_UPUProtection Service
  description: |
    AUSF UPU Protection Service
    © 2020, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.509 V16.4.0; 5G System; Authentication Server Services
  url: 'http://www.3gpp.org/ftp/Specs/archive/29_series/29.509'

servers:
  - url: '{apiRoot}/nausf-upuprotectionnausf-auth/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause clause 4.4 of 3GPP TS 29.501.

security:
  - {}
  - oAuth2ClientCredentials:
      - nausf-upuprotection

paths:
  /{supi}/ue-upu:
    post:
      parameters:
        - name: supi
          in: path
          description: Identifier of the UE
          required: true
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/UpuInfo'
        required: true
      responses:
        '200':
          description: UpuSecurityInfo
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/UpuSecurityInfo'
        '503':
          description: Service Unavailable
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            nausf-upuprotection: Access to the Nausf_UPUProtection API

  schemas:

# COMPLEX TYPES:

    UpuInfo:
      type: object
      properties:
        upuDataList:
          type: array
          items:
            $ref: '#/components/schemas/UpuData'
          minItems: 1
        upuAckInd:
          $ref: '#/components/schemas/UpuAckInd'
      required:
        - upuDataList
        - upuAckInd
    UpuSecurityInfo:
      type: object
      properties:
        upuMacIausf:
          $ref: '#/components/schemas/UpuMac'
        counterUpu:
          $ref: '#/components/schemas/CounterUpu'
        upuXmacIue:
          $ref: '#/components/schemas/UpuMac'
      required:
        - upuMacIausf
        - counterUpu
    UpuData:
      type: object
      properties:
        secPacket:
          $ref: 'TS29509_Nausf_SoRProtection.yaml#/components/schemas/SecuredPacket'
        defaultConfNssai:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Snssai'
          minItems: 1
        routingId:
          $ref: 'TS29544_Nspaf_SecuredPacket.yaml#/components/schemas/RoutingId'
      oneOf:
        - required: [secPacket]
        - required: [defaultConfNssai]

# SIMPLE TYPES:

    UpuMac:
      type: string
      pattern: '^[A-Fa-f0-9]{32}$'
    CounterUpu:
      type: string
      pattern: '^[A-Fa-f0-9]{4}$'
    UpuAckInd:
      type: boolean


*************************The end of changes*************************
