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1. Introduction
<Introduction part (optional)>

2. Reason for Change
In both procedures, the AUSF can indicate the next step of the procedure using HATEAOS principle. For this purpose, a "_links" attribute must be added in related Data Model.
The hypermedia link is now an attribute of the UEAuthCtx and it indicates to the AMF what is the next transition (i.e. 5G AKA confirmation or EAP authentication). As a consequence, we do not need to define the Type EapAkaPrimeData and we now define a generic Attribute 5"gAuthData" that will contain either related 5G AKA or EAP related information. 
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.509 v1.0.0
*******
* * * First Change * * * *

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".

[3]
3GPP TS 23.502: "Procedures for the 5G System; Stage 2".

[4]
3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".

[5]
3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".

[6]
IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".

[7]
IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".

[8]
3GPP TS 33.501: "Security Architecture and Procedures for 5G System".

[9]
IETF RFC 5448: "Improved Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP-AKA')".
[X]
3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces Stage 3".
* * * Next Change * * * *

5.2.2.2.3
5G AKA with confirmation 

In this procedure, the 5G AKA confirmation is selected. The AMF shall then return to the AUSF the result received from the UE:
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1. POST ../v1/ue-authentications (UE information)

2. 201 Created (UE information with AVs)

3. PUT ../v1/ue-authentications/{authCtxId}/5g-aka-confirmation (RES*)

4. 200 OK


Figure 5.2.2.3-1: 5G AKA with confirmation
1.
The AMF shall send a POST request to the AUSF. The payload of the body shall contain at least the UE Id, Serving Network Name.
2.
On success, "201 Created" shall be returned. The payload body shall contain the representation of the resource created and the "Location" header shall contain the URI of the created resource (e.g. ../v1/ue_authentications/{authCtxId}). If a confirmation is required, the AUSF generates a sub-resource "5g-aka-confirmation". The AUSF shall provide an hypermedia "link" towards this sub-resource in the payload to indicate to the AMF where it shall sent a PUT for the confirmation.


3.
The AMF replies to the AUSF with the UE reply to the AMF i.e. the "RES*". Based on the relation type, the AMF deduces that it shall send a PUT with the "RES*" to the link provided by the AUSF or derived by itself..

4.
On success, "200 OK" shall be returned.
Editor's Note: the description of failure cases is FFS.

* * * Next Change * * * *

5.2.2.2.4
EAP-AKA'
In this procedure, the EAP-AKA' authentication method is selected. The AMF acts as a pass-through EAP authenticator:
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1. POST .../v1/ue-authentications (UE information)

2. 201 Created (EAP-Request)

3. POST …/v1/ue-authentications/{authCtxId}/eap-session (EAP-Response)

4. 

TBD

(AKA’-Notification)

6. 200 OK (EAP success, Kseaf)

5. POST …/v1/ue-authentications/{authCtxId}/eap-session (AKA’-Notification)


Figure 5.2.2.4-1: EAP-AKA'

1.
The AMF shall send a POST request to the AUSF. The payload of the body shall contain at least the UE Id, Serving Network Name.
2.
On success, "201 Created" shall be returned. The payload body shall contain the representation of the resource generated and the "Location" header shall contain the URI of the generated resource (e.g. ../v1/ue_authentications/{authCtxId}/eap-session). If EAP-AKA' is required to authenticate the UE, the AUSF generates a sub-resource "eap-session". The AUSF shall provide an hypermedia "link" towards this sub-resource in the payload to indicate to the AMF where it shall POST the EAP packet response.


3.
Based on the relation type, the AMF shall POST the EAP-Response to the URI provided by the AUSF or derived by the AMF. 

4.
If the verification is successful, the AUSF shall reply with an HTTP message containing the EAP Request/AKA' Notification and a link towards the sub-resource "eap-session", if the AUSF and the UE have indicated the use of protected successful result indications as in IETF RFC 5548 [9].

Editor's Note: the condition is taken from 3GPP TS 33.402 and not from 3GPP TS 33.501 and is subject to change.

Editor's Note: the HTTP status code to be used in the reply from the AUSF to the AMF is FFS.

NOTE: Steps 4 to 5 are optional.

5.
The AMF shall POST the EAP Response/AKA' Notification to the URI provided by the AUSF or derived by the AMF.

6.
On success, "200 OK" shall be returned to the AMF. The payload shall contain an EAP success and the Kseaf.

Editor's Note:
the description of failure cases is FFS.
* * * Next Change * * * *

6.1.6.1
General

This subclause specifies the application data model supported by the API.

Table 6.1.6.1-1 specifies the data types defined for the Nausf service based interface protocol.

Table 6.1.6.1-1: Nausf specific Data Types
	Data type
	Section defined
	Description

	AuthenticationInfo
	6.1.6.2.2
	contains the UE id (i.e. SUCI or SUPI), the Serving Network Name

	UEAuthenticationCtx
	6.1.6.2.3
	contains the information related to the resource generated to handle the UE authentication. It contains at least the UE id, Serving Network, the Authentication Method, related EAP information or related 5G-AKA information.

	5gAuthData
	6.1.6.2.4
	contains 5G AKA related information

	AV5gAka
	6.1.6.2.5
	contains Authentication Vector for method 5G AKA

	
	
	

	ConfirmationData
	6.1.6.2.7
	contains the "RES*" generated by the UE

	EapSession
	6.1.6.2.8
	contains information related to the EAP session


Editor’s Note:
It is ffs which data types should be specified in 3GPP TS 29.571. 

Table 6.1.6.1-2 specifies data types re-used by the Nausf service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nausf service based interface. 
Table 6.1.6.1-2: Nausf re-used Data Types
	Data type
	Reference
	Comments

	LinksValueSchema
	3GPP TS 29.571 [X]
	3GPP hypermedia link


* * * Next Change * * * *

6.1.6.2.3
Type: UEAuthenticationCtx

Table 6.1.6.2.3-1: Definition of type UEAuthenticationCtx

	Attribute name
	Data type
	P
	Cardinality
	Description

	UEId
	UEid
	M
	1
	contains the SUPI according to 3GPP TS 23.501 [8]. See subclause 6.1.6.2.

	authenticationMethod
	AuthenticationMethod
	M
	1
	Indicates the authentication method used for this UE ie. "5G-AKA", "5G-AKA-Confirmation" or "EAP-AKA'". See subclause 6.1.6.3.3

	_links
	map(LinksValueSchema)
	M
	1..N
	If 5G-AKA has been selected, this IE shall contain a member which name is set to "5g-aka" and the URI to perform the confirmation.

If EAP-AKA' has been selected this IE shall contain a member which name is set to "eap-session" and the URI to perform the EAP session.
See NOTE1

	
	
	
	
	


	

	
	
	
	


	5gAuthData
	5gAuthData
	M
	1
	contains either 5G-AKA or EAP related information

	servingNetworkName
	ServingNetworkName
	O
	0..1
	contains the Serving Network Name. See subclause 6.1.6.3.2.

	NOTE1: In the current API version, only one hypermedia link is provided.


* * * Next Change * * * *

6.1.6.2.5
Type: 5gAuthData

Table 6.1.6.2.5-1: Definition of type 5gAuthData as a list of mutually exclusive alternatives 
	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


	Data type
	Cardinality
	Description

	
	
	

	AV5GAka
	1
	contains the 5G AV if 5G-AKA has been selected

	EapPayload
	1
	contains the EAP packet request



* * * Next Change * * * *



	
	
	
	
	

	
	
	
	
	

	
	
	
	
	




* * * Next Change * * * *

6.1.6.2.9
Type: EapSession
Table 6.1.6.2.9-1: Definition of type EapSession

	Attribute name
	Data type
	P
	Cardinality
	Description

	eapPayload
	EapPayload
	M
	1
	contains the EAP packet.

	
	
	
	
	

	kseaf
	Kseaf
	C
	0..1
	if the authentication is successful, the Kseaf shall be included

	_links
	map(LinksValueSchema)
	C
	0..N
	If the EAP session requires another exchange e.g. for EAP-AKA' notification', this IE shall contain a member whose name is "eap-session" and the URI to continue the EAP session.
See NOTE1

	NOTE1: In the current , only 0 or 1 hypermedia link is provided.



* * * Next Change * * * *
6.1.6.3.X
Relation types
6.1.6.3.X.0
General
This clause describes the possible relation types defined within AUSF API.
Table 6.1.6.3.X-1: supported registered relation types
	Relation name

	5g-aka

	eap-session


6.1.6.3.X.1
The "5g-aka" Link Relation
The value "5g-aka" specifies that the value of the href attribute is the URI where NF Service Consumer shall send a PUT containing the result "RES*" received from the UE.

6.1.6.3.X.2
The "eap-session" Link relation
The value "eap-session" specifies that the value of the href attribute is the URI that will be used by the NF Service Consumer to provide EAP packet response during an EAP exchange. The NF Service Consumer shall use a POST to provide the EAP Packet Response to the AUSF to the corresponding URI.
* * * End of Changes * * * *
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