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1. Introduction
-
2. Reason for Change
The OpenAPI specification of the Nudm_UEAU service is not complete, since it lacks the operations to let the AUSF confirm to UDM a successful authentication of the UE.
3. Conclusions

-
4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.503 v0.5.0
* * * First Change * * * *

A.4
Nudm_UEAU API

openapi: 3.0.0
info:

  version: 'v1'

  title: 'UDM UE Authenticaton'

  description: 'UDM UE Authentication Service'

paths:

  /{supi}/security-information/calculate-av:

    post:

      summary: Calculate Authentication Vectors for the UE

      operationId: CalculateAV

      tags:

        - Calculate AV

      parameters:

        - name: supi

          in: path

          description: SUPI of the user

          required: true

          schema:

            $ref: '#/components/schemas/Supi'

      requestBody:

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/AuthenticationInfoRequest'

        required: true

      responses:

        '200':

          description: Expected response to a valid request

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/AuthenticationInfoResult'
        '404':

          description: User (SUPI) does not exist
          content:

            application/problem+json:

              schema:

                $ref: '#/components/schemas/ProblemDetails'
        default:

          description: Unexpected error

          content:

            application/problem+json:

              schema:

                $ref: '#/components/schemas/ProblemDetails'
  /{supi}/auth-events:
    post:

      summary: Create a new confirmation event
      operationId: ConfirmAuth
      tags:

        - Confirm Auth
      parameters:

        - name: supi

          in: path

          description: SUPI of the user

          required: true

          schema:

            $ref: '#/components/schemas/Supi'

      requestBody:

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/AuthEvent'

        required: true

      responses:

        '201':

          description: Expected response to a valid request

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/AuthEvent'
        '404':

          description: User (SUPI) does not exist
          content:

            application/problem+json:

              schema:

                $ref: '#/components/schemas/ProblemDetails'
        default:

          description: Unexpected error

          content:

            application/problem+json:

              schema:

                $ref: '#/components/schemas/ProblemDetails'      
components:

  schemas:

    AuthenticationInfoRequest:

      type: object

      required:

        - servingNetworkName

      properties:

        servingNetworkName:

          type: string

        resynchronizationInfo:

          $ref: '#/components/schemas/ResynchronizationInfo'

    AuthenticationInfoResult:

      oneOf:

        - $ref: '#/components/schemas/AvEapAkaPrime'

        - $ref: '#/components/schemas/Av5GHeAka'

      discriminator:

        propertyName: avType
        mapping: 

          5G_HE_AKA: '#/components/schemas/Av5GHeAka'

          EAP_AKA_PRIME: '#/components/schemas/AvEapAkaPrime'
    AvType:

      type: string

      enum:

        - 5G_HE_AKA

        - EAP_AKA_PRIME

    AvEapAkaPrime:

      type: object

      required:

        - avType

        - rand

        - xres

        - autn

        - ckPrime

        - ikPrime

      properties:

        avType:

          $ref: '#/components/schemas/AvType'

        rand:

          $ref: '#/components/schemas/Rand'

        xres:

          $ref: '#/components/schemas/Xres'

        autn:

          $ref: '#/components/schemas/Autn'

        ckPrime:

          $ref: '#/components/schemas/CkPrime'

        ikPrime:

          $ref: '#/components/schemas/IkPrime'

    Av5GHeAka:

      type: object

      required:

        - avType

        - rand

        - xresStar

        - autn

        - kausf

      properties:

        avType:

          $ref: '#/components/schemas/AvType'

        rand:

          $ref: '#/components/schemas/Rand'

        xresStar:

          $ref: '#/components/schemas/XresStar'

        autn:

          $ref: '#/components/schemas/Autn'

        kausf:

          $ref: '#/components/schemas/Kausf'

    ResynchronizationInfo:

      type: object

      required:

        - rand

        - auts

      properties:

        rand:

          $ref: '#/components/schemas/Rand'

        auts:

          $ref: '#/components/schemas/Auts'

    Autn:

      type: string

      pattern: "^[A-Fa-f0-9]{32}$"    

    Auts:

      type: string

      pattern: "^[A-Fa-f0-9]{28}$"

    CkPrime:

      type: string

      pattern: "^[A-Fa-f0-9]{32}$"

    IkPrime:

      type: string

      pattern: "^[A-Fa-f0-9]{32}$"

    Kausf:

      type: string

      pattern: "^[A-Fa-f0-9]{64}$"

    Rand:

      type: string

      pattern: "^[A-Fa-f0-9]{32}$"

    Xres:

      type: string

      pattern: "^[A-Fa-f0-9]{8,32}$"

    XresStar:

      type: string

      pattern: "^[A-Fa-f0-9]{32}$"

    Supi:

      type: string

      pattern: "^(imsi-[0-9]{5,15}|nai-.+)$"
    AuthEvent:

      type: object

      required:

        - nfId
        - success
        - timeStamp
        - authType

      properties:

        nfId:

          type: string

        success:

          type: boolean

        timeStamp:

          type: string

          format: date-time

        authType:

          $ref: '#/components/schemas/AuthType'
    AuthType:

      type: string

      enum:

        - 5G_AKA

        - EAP_AKA_PRIME
    ProblemDetails:
      description: 'https://www.rfc-editor.org/rfc/rfc7807.txt'
      type: object

      required:

        - type

      properties:

        type:

          type: string

        title:

          type: string

        status:

          type: integer

        detail:

          type: string

        instance:

          type: string

externalDocs:

  description: Documentation

  url: 'http://www.3gpp.org/ftp/Specs/archive/29_series/29.503/'

* * * End of Changes * * * *

