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* * * First Change * * * *

6.1.0
Message Type
GTP defines a set of messages between two associated EPC network elements. The messages to be used shall be as defined in Table 6.1-1.

Table 6.1-1: Message types for GTPv2

	Message Type value (Decimal)
	Message
	Reference
	Initial
	Triggered

	0
	Reserved
	
	
	

	1
	Echo Request
	
	X
	

	2
	Echo Response
	
	
	X

	3
	Version Not Supported Indication
	
	
	X

	4 to 16
	Reserved for S101 interface
	TS 29.276 [14]
	
	

	17 to 24
	Reserved for S121 interface
	TS 29.276 [14]
	
	

	25 to 31
	Reserved for Sv interface
	TS 29.280 [15]
	
	

	
	SGSN/MME/ TWAN/ePDG to PGW (S4/S11, S5/S8, S2a, S2b)
	
	
	

	32
	Create Session Request
	
	X
	

	33
	Create Session Response
	
	
	X

	36
	Delete Session Request
	
	X
	

	37
	Delete Session Response
	
	
	X

	
	SGSN/MME/ePDG to PGW (S4/S11, S5/S8, S2b)
	
	
	

	34
	Modify Bearer Request
	
	X
	

	35
	Modify Bearer Response
	
	
	X

	
	MME to PGW (S11, S5/S8)
	
	
	

	40
	Remote UE Report Notification
	
	X
	

	41
	Remote UE Report Acknowledge
	
	
	X

	
	SGSN/MME to PGW (S4/S11, S5/S8)
	
	
	

	38
	Change Notification Request
	
	X
	

	39
	Change Notification Response
	
	
	X

	42 to 63
	For future use
	
	
	

	164
	Resume Notification
	
	X
	

	165
	Resume Acknowledge
	
	
	X

	
	Messages without explicit response
	
	
	

	64
	Modify Bearer Command 

(MME/SGSN/ TWAN/ePDG to PGW – S11/S4, S5/S8, S2a, S2b)
	
	X
	

	65
	Modify Bearer Failure Indication 

(PGW to MME/SGSN/ TWAN/ePDG – S5/S8, S11/S4, S2a, S2b)
	
	
	X

	66
	Delete Bearer Command 

(MME/SGSN to PGW – S11/S4, S5/S8)
	
	X
	

	67
	Delete Bearer Failure Indication

(PGW to MME/SGSN – S5/S8, S11/S4))
	
	
	X

	68
	Bearer Resource Command 

(MME/SGSN/TWAN/ePDG to PGW – S11/S4, S5/S8, S2a, S2b)
	
	X
	

	69
	Bearer Resource Failure Indication 

(PGW to MME/SGSN/TWAN/ePDG – S5/S8, S11/S4, S2a, S2b)
	
	
	X

	70
	Downlink Data Notification Failure Indication

(SGSN/MME to SGW – S4/S11)
	
	X
	

	71
	Trace Session Activation
(MME/SGSN/ TWAN/ePDG to PGW – S11/S4, S5/S8, S2a, S2b)
	
	X
	

	72
	Trace Session Deactivation
(MME/SGSN/ TWAN/ePDG to PGW – S11/S4, S5/S8, S2a, S2b)
	
	X
	

	73
	Stop Paging Indication
(SGW to MME/SGSN – S11/S4)
	
	X
	

	74 to 94
	For future use
	
	
	

	
	PGW to SGSN/MME/ TWAN/ePDG (S5/S8, S4/S11, S2a, S2b)
	
	
	

	95
	Create Bearer Request
	
	X
	X

	96
	Create Bearer Response
	
	
	X

	97
	Update Bearer Request
	
	X
	X

	98
	Update Bearer Response
	
	
	X

	99
	Delete Bearer Request
	
	X
	X

	100
	Delete Bearer Response
	
	
	X

	
	PGW to MME, MME to PGW, SGW to PGW, SGW to MME, PGW to TWAN/ePDG, TWAN/ePDG to PGW (S5/S8, S11, S2a, S2b)
	
	
	

	101
	Delete PDN Connection Set Request
	
	X
	

	102
	Delete PDN Connection Set Response
	
	
	X

	
	PGW to SGSN/MME (S5, S4/S11)
	
	
	

	103
	PGW Downlink Triggering Notification
	
	X
	

	104
	PGW Downlink Triggering Acknowledge
	
	
	X

	105 to 127
	For future use
	
	
	

	
	MME to MME, SGSN to MME, MME to SGSN, SGSN to SGSN, MME to AMF, AMF to MME (S3/S10/S16/N26)

	
	
	

	
	
	S3
	S10
	S16
	N26
	
	
	

	128
	Identification Request
	X
	X
	X
	X
	
	X
	

	129
	Identification Response
	X
	X
	X
	X
	
	
	X

	130
	Context Request
	X
	X
	X
	X
	
	X
	

	131
	Context Response
	X
	X
	X
	X
	
	
	X

	132
	Context Acknowledge
	X
	X
	X
	X
	
	
	X

	133
	Forward Relocation Request
	X
	X
	X
	X
	
	X
	

	134
	Forward Relocation Response
	X
	X
	X
	X
	
	
	X

	135
	Forward Relocation Complete Notification
	X
	X
	X
	X
	
	X
	

	136
	Forward Relocation Complete Acknowledge
	X
	X
	X
	X
	
	
	X

	137
	Forward Access Context Notification
	-
	X
	X
	-
	
	X
	

	138
	Forward Access Context Acknowledge
	-
	X
	X
	-
	
	
	X

	139
	Relocation Cancel Request
	X
	X
	X
	X
	
	X
	

	140
	Relocation Cancel Response
	X
	X
	X
	X
	
	
	X

	141
	Configuration Transfer Tunnel
	-
	X
	-
	-
	
	X
	

	142 to 148
	For future use
	
	
	
	
	
	
	

	152
	RAN Information Relay
	X
	-
	X
	-
	
	X
	

	
	SGSN to MME, MME to SGSN (S3)
	
	
	

	149
	Detach Notification
	
	X
	

	150
	Detach Acknowledge
	
	
	X

	151
	CS Paging Indication
	
	X
	

	153
	Alert MME Notification
	
	X
	

	154
	Alert MME Acknowledge
	
	
	X

	155
	UE Activity Notification
	
	X
	

	156
	UE Activity Acknowledge
	
	
	X

	157
	ISR Status Indication
	
	X
	

	158
	UE Registration Query Request
	
	X
	

	159
	UE Registration Query Response
	
	
	X

	
	SGSN/MME to SGW, SGSN to MME (S4/S11/S3)
SGSN to SGSN (S16), SGW to PGW (S5/S8)
	
	
	

	162
	Suspend Notification
	
	X
	

	163
	Suspend Acknowledge
	
	
	X

	
	SGSN/MME to SGW (S4/S11)
	
	
	

	160
	Create Forwarding Tunnel Request
	
	X
	

	161
	Create Forwarding Tunnel Response
	
	
	X

	166
	Create Indirect Data Forwarding Tunnel Request
	
	X
	

	167
	Create Indirect Data Forwarding Tunnel Response
	
	
	X

	168
	Delete Indirect Data Forwarding Tunnel Request
	
	X
	

	169
	Delete Indirect Data Forwarding Tunnel Response
	
	
	X

	170
	Release Access Bearers Request
	
	X
	

	171
	Release Access Bearers Response
	
	
	X

	172 to 175
	For future use
	
	
	

	
	SGW to SGSN/MME (S4/S11)
	
	
	

	176
	Downlink Data Notification
	
	X
	

	177
	Downlink Data Notification Acknowledge
	
	
	X

	179
	PGW Restart Notification
	
	X
	

	180
	PGW Restart Notification Acknowledge
	
	
	X

	
	SGW to SGSN (S4)
	
	
	

	178
	Reserved. Allocated in earlier version of the specification.
	
	
	

	181 to 199
	For future use
	
	
	

	
	SGW to PGW, PGW to SGW (S5/S8)
	
	
	

	200
	Update PDN Connection Set Request
	
	X
	

	201
	Update PDN Connection Set Response
	
	
	X

	202 to 210
	For future use
	
	
	

	
	MME to SGW (S11)
	
	
	

	211
	Modify Access Bearers Request
	
	X
	

	212
	Modify Access Bearers Response
	
	
	X

	213 to 230
	For future use
	
	
	

	
	MBMS GW to MME/SGSN (Sm/Sn)
	
	
	

	231
	MBMS Session Start Request
	
	X
	

	232
	MBMS Session Start Response
	
	
	X

	233
	MBMS Session Update Request
	
	X
	

	234
	MBMS Session Update Response
	
	
	X

	235
	MBMS Session Stop Request
	
	X
	

	236
	MBMS Session Stop Response
	
	
	X

	237 to 239
	For future use
	
	
	

	
	Other
	
	
	

	240 to 247
	Reserved for Sv interface (see also types 25 to 31)
	TS 29.280 [15]
	
	

	248 to 255
	For future use
	
	
	

	



* * * Next Change * * * *

7.3.8
Identification Request

If the UE identifies itself with temporary identity and it has changed SGSN/MME since detach in Attach procedure, the new MME/SGSN shall send an Identification Request message to the old SGSN/MME/AMF over S3, S16, S10 or N26 interface to request IMSI.
NOTE:
An AMF does never send an Identification Request towards an MME over the N26 interface.
Table 7.3.8-1 specifies the presence requirements and conditions of the IEs in the message.
If the sending/new node is a MME, it shall include in the Identification Request message:

-
the GUTI IE and Complete Attach Request Message IE, if the GUTI or the indication of mapped or native GUTI received from UE indicates the old node is a MME, as specified in subclause 2.8.2.2.2 of 3GPP TS 23.003 [2].

-
the RAI P-TMSI, which was derived from the GUTI received from UE, and the P-TMSI Signature that was received intact from the UE, if the GUTI or the indication of mapped or native GUTI indicates the old node is an SGSN as specified in subclause 2.8.2.2.2 of 3GPP TS 23.003 [2].

If the sending/new node is an SGSN, it shall include RAI IE, P-TMSI IE and P-TMSI Signature IE in the Identification Request message. If the receiving/old node is an MME, it shall construct GUTI according to the RAI IE, P-TMSI IE and P-TMSI Signature IE (see the mapping relationship between RAI, P-TMSI, P-TMSI signature and GUTI defined in 3GPP TS23.003[2]), and find UE context via this GUTI.
The new MME differentiates the type of the old node as specified in subclause 2.8.2.2.2 of 3GPP TS 23.003 [2]. If the old node is an SGSN, the GUTI shall be mapped to RAI and P-TMSI by the new MME; if the old node is a MME, the new MME include GUTI IE and Complete Attach Request Message IE in the Identification Request message. The Mapping between temporary and area identities is defined in 3GPP TS 23.003 [2].
The GUTI IE shall not coexist with any of the RAI IE, P-TMSI IE and P-TMSI Signature IE in an Identification Request message. If this occurs, the receiving node shall return a corresponding cause value in the response message.
The Target PLMN ID IE shall be used in old SGSN/MME in order to decide whether un-used authentication vectors to be distributed to new SGSN/MME or not. Distribution and use of authentication vectors between different serving network domains are specified in 3GPP TS 33.401 [12].
If the receiving/old node is an AMF, it shall construct the 5G-GUTI from the GUTI IE (see the mapping relationship between GUTI and 5G-GUTI defined in subclause 2.10 of 3GPP TS 23.003 [2]), and find UE context via this 5G-GUTI.
Table 7.3.8-1: Information Elements in an Identification Request

	Information elements
	P
	Condition / Comment
	IE Type
	Ins.

	GUTI
	C
	The new MME shall include this IE over the S10 and N26 interfaces.
	GUTI
	0

	Routeing Area Identity(RAI)
	C
	This IE shall be included over S3/S16 interface, if the GUTI or the indication of mapped or native GUTI received from the UE indicates the old node is an SGSN, the new MME maps this IE from GUTI.
	ULI (NOTE 1)
	0

	Packet TMSI(P-TMSI)
	C
	This IE shall be included over S3/S16 interface. For the S3 interface, if sent by the MME, this IE is derived by the MME from the GUTI received from the UE.
	P-TMSI
	0

	P-TMSI Signature
	C
	This IE shall be included over S3/S16 interface, if it is received from the UE.
	P-TMSI Signature
	0

	Complete Attach Request Message
	C
	The new MME shall include this IE over the S10 and N26 interfaces, and the old MME/AMF may use this IE for integrity check.
	Complete Request Message
	0

	Address for Control Plane
	O
	If an SGSN within the same SGSN pool with the old SGSN receives this message, the SGSN shall include the old IP address of the received message in this optional parameter if this IE is not present and relay the message to the old SGSN.
	IP Address
	0

	UDP Source Port Number
	C
	If an SGSN within the same SGSN pool as the old SGSN receives this message, the SGSN shall include the UDP Source Port number of the received message in this parameter if this IE is not present and relay the message to the old SGSN. The old SGSN shall use this UDP port as the UDP destination port of the Identification Response message.
	Port Number
	0

	Hop Counter
	O
	If an SGSN within the same SGSN pool with the old SGSN receives this message, the SGSN shall decrement the Hop Counter if this IE is present in the received message; otherwise, the SGSN may include a Hop Counter with a value of max-1, and may relay the message to the old SGSN.
	Hop Counter
	0

	Target PLMN ID
	CO
	If available, this IE shall be included in order to allow old MME/SGSN/AMF to make a judgment whether un-used authentication vectors to be distributed or not.
	Serving Network
	0

	Private Extension
	O
	None
	Private Extension
	VS

	NOTE 1:
Only RAI field in the ULI IE type shall be present in the Routeing Area Identity (RAI) IE.


* * * Next Change * * * *

7.3.9
Identification Response

The old SGSN/MME/AMF shall send an Identification Response message to the new MME/SGSN as a response to a previous Identification Request message over S3/S10/S16/N26 interface.

Table 7.3.9-1 specifies the presence requirements and conditions of the IEs in the message.
For Intra Domain Connection of RAN Nodes to Multiple CN Nodes, if an old SGSN within an SGSN pool receives an Identification Request message that contains the optional parameter Address for Control Plane, the old SGSN shall use this address as destination IP address of the Identification Response message.

Possible Cause values are specified in Table 8.4-1. Message specific cause values are:

· "P-TMSI Signature mismatch"

· "User authentication failed"

Only the Cause information element shall be included in the response if the Cause contains another value than "Request accepted".

Table 7.3.9-1: Information Elements in an Identification Response

	Information elements
	P
	Condition / Comment
	IE Type
	Ins.

	Cause
	M
	
	Cause
	0

	IMSI
	C
	This IE shall be included if the Cause contains the value "Request accepted".
	IMSI
	0

	MME/SGSN UE MM Context
	C
	This IE shall be included if the integrity check or the P-TMSI signature check for the Attach Request succeeds. 
	MM Context
	0

	Trace Information
	CO
	This IE shall be included when session trace is active for this IMSI/IMEI.
	Trace Information
	0

	UE Usage Type
	CO
	This IE shall be set to the subscribed UE Usage Type, if received from the HSS, and sent by the old MME/SGSN on the S3/S10/S16 interfaces if the old MME/SGSN supports the Dedicated Core Networks specified in TS 23.401 [3]. It shall also be sent by the AMF on the N26 interface, if received from the UDM.
If the UE Usage Type is not available in the old MME/SGSN/AMF, the length field of this IE shall be set to 0.
See NOTE 1.
	Integer Number
	0

	Monitoring Event Information
	CO
	This IE shall be sent by the source MME/S4-SGSN on the S3/S10/S16 interfaces if monitoring events are to be continued in the target MME/S4-SGSN. 

More than one IE with this type and instance values may be included to represent multiple monitoring events.
	Monitoring Event Information
	0

	Private Extension
	O
	
	Private Extension
	VS

	NOTE 1:
A UE Usage Type IE with the length field equal to 0 is used for the receiver to differentiate the case where the sender does not support the Dedicated Core Network feature from the case where the sender supports the Dedicated Core Network feature but no UE Usage type was received in UE's subscription.


* * * For Information * * * *

8.38
MM Context

The MM Context information element contains the Mobility Management, UE security parameters that are necessary to transfer over S3/S16/S10/N26 interface.

All Spare bits are set to zeros by the sender and ignored by the receiver. Spare bits in MM Context IE shall be set to 1's before sending MM Context IE to Gn/Gp SGSN.
NOTE 1:
The encoding of Spare bits in MM Context IE is different between GTPv1 and GTPv2. Spare bits in GTPv1 in MM Context IE there are set to 1s.
Security Mode indicates the type of security keys (GSM/UMTS/EPS) and Authentication Vectors (quadruplets /quintuplets/triplets) that are passed to the new MME/SGSN/AMF.

The DRX parameter coding is specified in clause 10.5.5.6 of 3GPP TS 24.008 [5]. If DRXI (DRX Indicator), bit 4 of octet 5, is set to "1", then the DRX parameter field is present, otherwise its octets are not present.

Uplink/downlink Subscribed UE AMBR (Aggregate Maximum Bit Rate) is coded as Unsigned32 integer values in kbps (1000 bps) for all non-GBR bearers according to the subscription of the user. The uplink/downlink Subscribed UE AMBR requires converting values in bits per second to kilobits per second when it is received from the HSS. If such conversions result in fractions, then the uplink/downlink Subscribed UE AMBR values shall be rounded upwards. If SAMBRI (Subscribed UE AMBR Indicator), bit 1 of octet 6, is set to "1", then the Uplink/downlink Subscribed UE AMBR parameter field is present, otherwise these parameters are not present. If no Subscribed UE AMBR is received from the HSS, the SAMBRI shall be set to "0".Uplink/downlink Used UE AMBR (Aggregate Maximum Bit Rate) is coded as Unsigned32 integer values in kbps (1000 bps) for all non-GBR bearers currently being used by the UE. If UAMBRI (Used UE AMBR Indicator), bit 2 of octet 6, is set to "1", then the Uplink/downlink Used UE AMBR parameter field is present, otherwise these parameters are not present.

The encoding of Mobile Equipment Identity (MEI) field shall be same as specified in clause 8.10 of this specification. If Length of Mobile Equipment Identity is zero, then the Mobile Equipment Identity parameter shall not be present. If the UE is emergency attached and the UE is UICCless or the IMSI is unauthenticated, Mobile Equipment Identity (MEI) shall be used as the UE identity.
The UE Network Capability coding is specified in clause 9.9.3.34 of 3GPP TS 24.301 [23]. If Length of UE Network Capability is zero, then the UE Network Capability parameter shall not be present.

The MS Network Capability coding is specified in clause 10.5.5.12 of 3GPP TS 24.008 [5]. If Length of MS Network Caapability is zero, then the MS Network Capability parameter shall not be present.

The Voice Domain Preference and UE's Usage Setting coding is specified in clause 10.5.5.28 of 3GPP TS 24.008 [5]. If Length of Voice Domain Preference and UE's Usage Setting is zero, then the Voice Domain Preference and UE's Usage Setting parameter shall not be present.
Used Cipher indicates the GSM ciphering algorithm that is in use.

Used NAS Cipher indicates the EPS ciphering algorithm that is in use.

The Access restriction data is composed of UNA(UTRAN Not Allowed), GENA(GERAN Not Allowed), GANA(GAN Not Allowed), INA(I-HSPA-Evolution Not Allowed), ENA(WB-E-UTRAN Not Allowed), NBNA( NB-IoT Not Allowed), ECNA (Enhanced Coverage Not Allowed) and HNNA(HO-To-Non-3GPP-Access Not Allowed).

If the SGSN support the Higher bitrates than 16 Mbps flag, the Higher bitrates than 16 Mbps flag shall be included in the MM Context if:

-
the source S4-SGSN has received "Higher bitrates than 16 Mbps flag" in the RANAP Initial UE Message or in RANAP Relocation Complete as defined in TS 25.413 [33] from the RNC, or
-
the source S4-SGSN has stored the "Higher bitrates than 16 Mbps flag" (received from an SGSN via the Identification Response, Context Response or Forward Relocation Request during earlier procedures).

The S4-SGSN shall set the "Higher bitrates than 16 Mbps flag" to "1" if "Higher bitrates than 16 Mbps flag" is "allowed" and to "0" if it is "not allowed". The Length of Higher bitrates than 16 Mbps flag shall be set to zero if the S4-SGSN has not received the "Higher bitrates than 16 Mbps flag".
As depicted in Figure 8.38-1, the GSM Key, Used Cipher and Authentication Triplets that are unused in the old SGSN shall be transmitted to the new SGSN for the GSM subscribers. An array of at most 5 Authentication Triplets may be included. The field 'Number of Triplet' shall be set to the value '0'  if no Authentication Triplet is included (i.e. octets '16 to h' are absent).
The Authentication Triplet coding is specified in Figure 8.38-7. 
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 103 (decimal)
	

	
	2 to 3
	Length = n
	

	
	4
	Spare
	Instance
	

	
	5
	Security Mode
	Spare 
	DRXI
	CKSN
	

	
	6
	Number of Triplet
	Spare
	UAMBRI
	SAMBRI
	

	
	7
	Spare
	Used Cipher
	

	
	8 to 15
	Kc
	

	
	16 to h
	Authentication Triplet [1..5]
	

	
	(h+1) to (h+2)
	DRX parameter
	

	
	j to (j+3)
	Uplink Subscribed UE AMBR
	

	
	(j+4) to (j+7)
	Downlink Subscribed UE AMBR
	

	
	i to (i+3)
	Uplink Used UE AMBR
	

	
	(i+4) to (i+7)
	Downlink Used UE AMBR
	

	
	q
	Length of UE Network Capability
	

	
	(q+1) to k
	UE Network Capability
	

	
	k+1
	Length of MS Network Capability
	

	
	(k+2) to m
	MS Network Capability
	

	
	m+1
	Length of Mobile Equipment Identity (MEI)
	

	
	(m+2) to r
	Mobile Equipment Identity (MEI)
	

	
	r+1
	ECNA
	NBNA
	HNNA
	ENA
	INA
	GANA
	GENA
	UNA
	

	
	r+2
	Length of Voice Domain Preference and UE's Usage Setting
	

	
	(r+3) to s
	Voice Domain Preference and UE's Usage Setting
	

	
	(s+1) to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.38-1: GSM Key and Triplets

As depicted in Figure 8.38-2, the UMTS Key, Used Cipher and Authentication Quintuplets that are unused in the old SGSN shall be transmitted to the new SGSN when the UMTS subscriber is attached to a GSM BSS in the old system, in case the user has a ME capable of UMTS AKA. An array of at most 5 Authentication Quintuplets may be included. The field 'Number of Quintuplets' shall be set to the value '0'  if no Authentication Quintuplet is included (i.e. octets '40 to h' are absent).
If the UGIPAI (Used GPRS integrity protection algorithm Indicator), bit 3 of octet 6, is set to 1, then bits 4 to 6 of octet 7 shall contain the Used GPRS integrity protection algorithm field, otherwise these bits shall be set to 0 and ignored by the receiver.
The GUPII (GPRS User Plane Integrity Indicator), bit 4 of octet 6, shall be set to 1 if the subscriber profile indicated that user plane integrity protection is required and set to 0 otherwise.

NOTE 2: 
The encoding of the bits is not identical with GTPv1 as the spare bits are encoded differently.

The source S4-SGSN shall include the IOV_updates counter if it is supported and available. The IOV_updates counter is encoded as an integer with a length of 1 octet. The use of the IOV_updates counter is specified in 3GPP TS 43.020 [78]. If IOVI (IOV_updates Indicator), bit 5 of octet 6, is set to "1", then the IOV_updates counter parameter field shall be present, otherwise it shall not be present.
The Authentication Quintuplet coding is specified in Figure 8.38-8. 
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 104 (decimal)
	

	
	2 to 3
	Length = n
	

	
	4
	Spare
	Instance
	

	
	5
	Security Mode
	Spare 
	DRXI
	CKSN/KSI
	

	
	6
	Number of Quintuplets
	IOVI
	GUPII
	UGIPAI
	UAMBRI
	SAMBRI
	

	
	7
	Spare
	Used GPRS integrity protection algorithm
	Used Cipher
	

	
	8 to 23
	CK
	

	
	24 to 39
	IK
	

	
	40 to h
	Authentication Quintuplet [1..5]
	

	
	(h+1) to (h+2)
	DRX parameter
	

	
	j to (j+3)
	Uplink Subscribed UE AMBR
	

	
	(j+4) to (j+7)
	Downlink Subscribed UE AMBR
	

	
	i to (i+3)
	Uplink Used UE AMBR
	

	
	(j+12) to (i+4)
	Downlink Used UE AMBR
	

	
	q
	Length of UE Network Capability
	

	
	(q+1) to k
	UE Network Capability
	

	
	k+1
	Length of MS Network Capability
	

	
	(k+2) to m
	MS Network Capability
	

	
	m+1
	Length of Mobile Equipment Identity (MEI)
	

	
	(m+2) to r
	Mobile Equipment Identity (MEI)
	

	
	r+1
	ECNA
	NBNA
	HNNA
	ENA
	INA
	GANA
	GENA
	UNA
	

	
	r+2
	Length of Voice Domain Preference and UE's Usage Setting
	

	
	(r+3) to s
	Voice Domain Preference and UE's Usage Setting
	

	
	s+1
	Length of Higher bitrates than 16 Mbps flag
	

	
	s+2
	Higher bitrates than 16 Mbps flag
	

	
	s+3
	IOV_updates counter
	

	
	(s+4) to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.38-2: UMTS Key, Used Cipher and Quintuplets

As depicted in Figure 8.38-3, the GSM Key, Used Cipher and Authentication Quintuplets that are unused in the old SGSN shall be transmitted to the new SGSN when the UMTS subscriber is attached to a GSM BSS in the old system, in case the user has a ME no capable of UMTS AKA. An array of at most 5 Authentication Quintuplets may be included. The field 'Number of Quintuplets' shall be set to the value '0'  if no Authentication Quintuplet is included (i.e. octets '16 to h' are absent).
The Authentication Quintuplet coding is specified in Figure 8.38-8. 
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 105 (decimal)
	

	
	2 to 3
	Length = n
	

	
	4
	Spare
	Instance
	

	
	5
	Security Mode
	Spare 
	DRXI
	CKSN/KSI
	

	
	6
	Number of Quintuplets
	Spare
	UAMBRI
	SAMBRI
	

	
	7
	Spare
	Used Cipher
	

	
	8 to 15
	Kc
	

	
	16 to h
	Authentication Quintuplets [1..5]
	

	
	(h+1) to (h+2)
	DRX parameter
	

	
	j to (j+3)
	Uplink Subscribed UE AMBR
	

	
	(j+4) to (j+7)
	Downlink Subscribed UE AMBR
	

	
	i to (i+3)
	Uplink Used UE AMBR
	

	
	(i+4) to (i+7)
	Downlink Used UE AMBR
	

	
	q
	Length of UE Network Capability
	

	
	(q+1) to k
	UE Network Capability
	

	
	k+1
	Length of MS Network Capability
	

	
	(k+2) to m
	MS Network Capability
	

	
	m+1
	Length of Mobile Equipment Identity (MEI)
	

	
	(m+2) to r
	Mobile Equipment Identity (MEI)
	

	
	r+1
	ECNA
	NBNA
	HNNA
	ENA
	INA
	GANA
	GENA
	UNA
	

	
	r+2
	Length of Voice Domain Preference and UE's Usage Setting
	

	
	(r+3) to s
	Voice Domain Preference and UE's Usage Setting
	

	
	s+1
	Length of Higher bitrates than 16 Mbps flag
	

	
	s+2
	Higher bitrates than 16 Mbps flag
	

	
	(s+3) to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.38-3: GSM Key, Used Cipher and Quintuplets

As depicted in Figure 8.38-4, the UMTS Key, KSI and unused Authentication Quintuplets in the old SGSN may be transmitted to the new SGSN/MME when the UMTS subscriber is attached to UTRAN/GERAN in the old system, but it is not allowed to send quintuplets to an MME in a different serving network domain (see 3GPP TS 33.401 [12] clause 6.1.6). The MME may forward the UMTS Key, KSI and unused Authentication Quintuplets which were previously stored back to the same SGSN, for further details, refer to 3GPP TS 33.401 [12]. An array of at most 5 Authentication Quintuplets may be included. The field 'Number of Quintuplets' shall be set to the value '0'  if no Authentication Quintuplet is included (i.e. octets '40 to h' are absent).
If the UGIPAI (Used GPRS integrity protection algorithm Indicator), bit 3 of octet 6, is set to 1, then bits 1 to 3 of octet 7 shall contain the Used GPRS integrity protection algorithm field, otherwise these bits shall be set to 0 and ignored by the receiver.
The GUPII (GPRS User Plane Integrity Indicator), bit 4 of octet 6, shall be set to 1 if the subscriber profile indicated that user plane integrity protection is required and set to 0 otherwise.

NOTE 3: 
The encoding of the bits is not identical with GTPv1 as the spare bits are encoded differently.

The source S4-SGSN shall include the IOV_updates counter if it is supported and available. The IOV_updates counter is encoded as an integer with a length of 1 octet. The use of the IOV_updates counter is specified in 3GPP TS 43.020 [78]. If IOVI (IOV_updates Indicator), bit 5 of octet 6, is set to "1", then the IOV_updates counter parameter field shall be present, otherwise it shall not be present.
The Extended Access Restriction Data is to store the extra access restriction data received from the HSS (other than ECNA, NBNA, HNNA, ENA, INA, GANA, GENA and UNA). If Length of Extended Access Restriction Data is zero, then the field of Extended Access Restriction Data shall not be present. The Extended Access Restriction Data is composed of NRSRNA (NR as Secondary RAT Not Allowed). The presence of the Extended Access Restriction Data for the case in UMTS Key as depicted in Figure 8.38-4 is optional.

NOTE:
In Figure 8.34-4, including the Extended Access Restriction Data allows optimized selection of SGW in case of handover from GSM/UTRAN to E-UTRAN.
The Authentication Quintuplet coding is specified in Figure 8.38-8. 
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 106 (decimal)
	

	
	2 to 3
	Length = n
	

	
	4
	Spare
	Instance
	

	
	5
	Security Mode
	Spare 
	DRXI
	KSI
	

	
	6
	Number of Quintuplets
	 IOVI
	GUPII
	UGIPAI
	UAMBRI
	SAMBRI
	

	
	7
	Spare
	Used GPRS integrity protection algorithm
	

	
	8 to 23
	CK
	

	
	24 to 39
	IK
	

	
	40 to h
	Authentication Quintuplet [1..5]
	

	
	(h+1) to (h+2)
	DRX parameter
	

	
	j to (j+3)
	Uplink Subscribed UE AMBR
	

	
	(j+4) to (j+7)
	Downlink Subscribed UE AMBR
	

	
	i to (i+3)
	Uplink Used UE AMBR
	

	
	(i+4) to (i+7)
	Downlink Used UE AMBR
	

	
	q
	Length of UE Network Capability
	

	
	(q+1) to k
	UE Network Capability
	

	
	k+1
	Length of MS Network Capability
	

	
	(k+2) to m
	MS Network Capability
	

	
	m+1
	Length of Mobile Equipment Identity (MEI)
	

	
	(m+2) to r
	Mobile Equipment Identity (MEI)
	

	
	r+1
	ECNA
	NBNA
	HNNA
	ENA
	INA
	GANA
	GENA
	UNA
	

	
	r+2
	Length of Voice Domain Preference and UE's Usage Setting
	

	
	(r+3) to s
	Voice Domain Preference and UE's Usage Setting
	

	
	s+1
	Length of Higher bitrates than 16 Mbps flag
	

	
	s+2
	Higher bitrates than 16 Mbps flag
	

	
	s+3
	IOV_updates counter
	

	
	s+4
	Length of Extended Access Restriction Data
	

	
	(s+5) to t
	Spare
	NRSRNA
	

	
	(t+1) to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.38-4: UMTS Key and Quintuplets

As depicted in Figure 8.38-5, the current EPS Security Context, a non-current EPS Security Context (if available), and unused Authentication Quadruplets in the old MME may be transmitted to the new MME/AMF. If the new MME/AMF is not in the same serving network domain then only the current EPS Security Context may be transmitted. The mapping of an EPS security context to a 5G security context in the new AMF is specified in 3GPP TS 33.501 [x]. An array of at most 5 Authentication Quadruplets may be included. The field 'Number of Quadruplets' shall be set to the value '0'  if no Authentication Quadruplet is included (i.e. octets '46 to g' are absent). Authentication Quintuplets shall not be transmitted to the new MME/AMF (i.e. octets 'g+1 to h' shall be absent) even if the old MME has the Authentication Quintuplets for this UE. The field 'Number of Quintuplets' shall be set to the value '0'. The reasons for not sending Quintuplets are specified in3GPP TS 33.401 [12] clause 6.1.6.
The current EPS Security Context may be transmitted by the old AMF to the new MME, where the mapping of a 5G security context to an EPS security context is specified in 3GPP TS 33.501 [x]. The field 'Number of Quadruplets' and 'Number of Quintuplets' shall be set to the value '0'.
Editor's Note: Whether the old MME will transfer the unused Authentication Quadruplets to the new AMF, and the AMF will send back to the MME in the same serving network domain may be updated depending on SA3 decission.
The Authentication Quintuplet and Authentication Quadruplet codings are specified in Figure 8.38-8 and Figure 8.38-9 respectively. 

The value of the NAS Downlink Count shall be set to the value that shall be used to send the next NAS message. 

The value of the NAS Uplink Count shall be set to the largest NAS Uplink Count that was in a successfully integrity verified NAS message.

In Figure 8.38-5, the fields for the Old EPS Security Context (i.e. octets from s to s+64) may be present only in S10 Forward Relocation Request message according to the Rules on Concurrent Running of Security Procedures, which are specified in 3GPP TS 33.401 [12]. The octets for Old EPS Security Context shall be present if the OSCI (Old Security Context Indicator), bit 1 of octet 6) is set to "1"; otherwise they shall not be present.

If NHI_old (Next Hop Indicator for old EPS Security Context), bit 1 of octet s, is set to "1", then the parameters old NH (Next Hop) and old NCC (Next Hop Chaining Count) shall be present; otherwise the octets for old NH parameter shall not be present and the value of old NCC parameter shall be ignored by the receiver.
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 107 (decimal)
	

	
	2 to 3
	Length = n
	

	
	4
	Spare
	Instance
	

	
	5
	Security Mode
	NHI
	DRXI
	KSIASME
	

	
	6
	Number of Quintuplets
	Number of Quadruplet
	UAMBRI
	OSCI
	

	
	7
	SAMBRI
	Used NAS integrity protection algorithm
	Used NAS Cipher
	

	
	8 to 10
	NAS Downlink Count
	

	
	11 to 13
	NAS Uplink Count
	

	
	14 to 45
	KASME
	

	
	46 to g
	Authentication Quadruplet [1..5]
	

	
	(g+1) to h
	Authentication Quintuplet [1..5]
	

	
	(h+1) to (h+2)
	DRX parameter
	

	
	p to (p+31)
	NH
	

	
	p+32
	Spare
	NCC
	

	
	j to (j+3)
	Uplink Subscribed UE AMBR
	

	
	(j+4) to (j+7)
	Downlink Subscribed UE AMBR
	

	
	i to (i+3)
	Uplink Used UE AMBR
	

	
	(i+4) to (i+7)
	Downlink Used UE AMBR
	

	
	q
	Length of UE Network Capability
	

	
	(q+1) to k
	UE Network Capability
	

	
	k+1
	Length of MS Network Capability
	

	
	(k+2) to m
	MS Network Capability
	

	
	m+1
	Length of Mobile Equipment Identity (MEI)
	

	
	(m+2) to r
	Mobile Equipment Identity (MEI)
	

	
	r+1
	ECNA
	NBNA
	HNNA
	ENA
	INA
	GANA
	GENA
	UNA
	

	
	s
	NHI_old
	Spare
	old KSIASME
	old NCC
	

	
	(s+1) to (s+32)
	old KASME
	

	
	(s+33) to (s+64)
	old NH
	

	
	w
	Length of Voice Domain Preference and UE's Usage Setting
	

	
	(w+1) to t
(t+1) to (t+2)

(t+3) to u
	Voice Domain Preference and UE's Usage Setting
	

	
	
	Length of UE Radio Capability for Paging information
	

	
	
	UE Radio Capability for Paging information
	

	
	u+1
	Length of Extended Access Restriction Data
	

	
	(u+2) to v
	Spare
	USSRNA
	NRSRNA
	

	
	v+1
	Length of UE additional security capability
	

	
	(v+2) to y
	UE additional security capability
	

	
	y+1 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.38-5: EPS Security Context and Quadruplets

If NHI (Next Hop Indicator), bit 5 of octet 5, is set to "1", then the optional parameters NH (Next Hop) and NCC (Next Hop Chaining Count) are both present, otherwise their octets are not present.
The UE Radio Capability for Paging information is specified in the subclause 9.2.1.98 of 3GPP TS 36.413 [10]. If Length of UE Radio Capability for Paging information is zero, then the UE Radio Capability for Paging information shall not be present. The old MME shall, when available, include UE Radio Capability for Paging information to the new MME as specified in the subclause 5.11.4 of 3GPP TS 23.401 [4].

The Extended Access Restriction Data is composed of NRSRNA (NR as Secondary RAT Not Allowed) and of USSRNA (Unlicensed Spectrum in the form of LAA or LWA/LWIP as Secondary RAT Not Allowed).
The UE additional security capability coding is specified in clause 9.9.3.53 of 3GPP TS 24.301 [23]. If Length of UE additional security capability is zero, then the field UE additional security capability in octets "(v+2) to y" shall not be present.

As depicted in Figure 8.38-6, the old MME will derive CK' and IK' from KASME and transmit the CK' and IK' to the new SGSN. Authentication Quintuplets, if available, shall be transmitted to the SGSN if, and only if the MME received them from this SGSN earlier, according to 3GPP TS 33.401 [12] clause 6.1.5. An array of at most 5 Authentication Quintuplets may be included. The field 'Number of Quintuplets' shall be set to the value '0'  if no Authentication Quintuplet is included (i.e. octets 'g+1 to h' are absent). An array of at most 5 Authentication Quadruplets may be included. The field 'Number of Quadruplets' shall be set to the value '0' if no Authentication Quadruplet is included (i.e. octets '40 to g' are absent). A key KASME shall never be transmitted to an SGSN according to 3GPP TS 33.401 [12] clause 6.4.
The Authentication Quintuplet and Authentication Quadruplet codings are specified in Figure 8.38-8 and Figure 8.38-9 respectively.

The old SGSN/MME may deliver both Authentication Quadruplets and Authentication Quintuplets it holds to the peer combo node to optimize the procedure. 
NOTE:
3GPP TS 33.401 [12] states that "EPS authentication data shall not be forwarded from an MME towards an SGSN". The statement above assumes that the old MME can determine by local configuration that the peer node is a combo SGSN/MME (as opposed to a single SGSN).

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 108 (decimal)
	

	
	2 to 3
	Length = n
	

	
	4
	Spare
	Instance
	

	
	5
	Security Mode
	Spare 
	DRXI
	KSIASME
	

	
	6
	Number of Quintuplets
	Number of Quadruplet
	UAMBRI
	SAMBRI
	

	
	7
	Spare
	

	
	8 to 23
	CK
	

	
	24 to 39
	IK
	

	
	40 to g
	Authentication Quadruplet [1..5]
	

	
	(g+1) to h
	Authentication Quintuplet [1..5]
	

	
	(h+1) to (h+2)
	DRX parameter
	

	
	j to (j+3)
	Uplink Subscribed UE AMBR
	

	
	(j+4) to (j+7)
	Downlink Subscribed UE AMBR
	

	
	i to (i+3)
	Uplink Used UE AMBR
	

	
	(i+4) to (i+7)
	Downlink Used UE AMBR
	

	
	q
	Length of UE Network Capability
	

	
	(q+1) to k
	UE Network Capability
	

	
	k+1
	Length of MS Network Capability
	

	
	(k+2) to m
	MS Network Capability
	

	
	m+1
	Length of Mobile Equipment Identity (MEI)
	

	
	(m+2) to r
	Mobile Equipment Identity (MEI)
	

	
	r+1
	ECNA
	NBNA
	HNNA
	ENA
	INA
	GANA
	GENA
	UNA
	

	
	r+2
	Length of Voice Domain Preference and UE's Usage Setting
	

	
	(r+3) to s
	Voice Domain Preference and UE's Usage Setting
	

	
	(s+1) to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.38-6: UMTS Key, Quadruplets and Quintuplets 
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 16
	RAND
	

	
	17 to 20
	SRES
	

	
	21 to 28
	Kc
	


Figure 8.38-7: Authentication Triplet
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 16
	RAND
	

	
	17
	XRES Length
	

	
	18 to m
	XRES
	

	
	(m+1) to (m+16)
	CK
	

	
	(m+17) to (m+32)
	IK
	

	
	m+33
	AUTN Length
	

	
	(m+34) to n
	AUTN
	


Figure 8.38-8: Authentication Quintuplet

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 16
	RAND
	

	
	17
	XRES Length
	

	
	 18 to k
	XRES
	

	
	k+1
	AUTN Length
	

	
	(k+2) to m
	AUTN
	

	
	(m+1) to (m+32)
	KASME
	


Figure 8.38-9: Authentication Quadruplet

Table 8.38-1: Security Mode Values

	Security Type
	Value (Decimal)

	GSM Key and Triplets
	0

	UMTS Key, Used Cipher and Quintuplets
	1

	GSM Key, Used Cipher and Quintuplets
	2

	UMTS Key and Quintuplets
	3

	EPS Security Context and Quadruplets
	4

	UMTS Key, Quadruplets and Quintuplets
	5

	<spare>
	6-7


Table 8.38-2: Used NAS Cipher Values
	Cipher Algorithm
	Value (Decimal)

	No ciphering
	0

	128-EEA1
	1

	128-EEA2
	2

	128-EEA3
	3

	EEA4
	4

	EEA5
	5

	EEA6
	6

	EEA7
	7

	<spare>
	8-15


Table 8.38-3: Used Cipher Values
	Cipher Algorithm
	Value (Decimal)

	No ciphering
	0

	GEA/1
	1

	GEA/2
	2

	GEA/3
	3

	GEA/4
	4

	GEA/5
	5

	GEA/6
	6

	GEA/7
	7


Table 8.38-4: Used NAS integrity protection algorithm Values
	Integrity protection Algorithm
	Value (Decimal)

	No integrity protection
	0

	128-EIA1
	1

	128-EIA2
	2

	128-EIA3
	3

	EIA4
	4

	EIA5
	5

	EIA6
	6

	EIA7
	7


Table 8.38-5: Used GPRS integrity protection algorithm Values
	Integrity protection Algorithm
	Value (Decimal)

	No integrity protection
	0

	spare
	1

	spare
	2

	spare
	3

	GIA4
	4

	GIA5
	5

	spare
	6

	spare
	7


* * * End of Changes * * * *

