
3GPP TSG CT4 Meeting #84
C4-183178
KunMing, P.R. China; 16th – 20th April 2018

Source:
Orange
Title:
Pseudo-CR on AUSF OpenAPI 3.0 with hypermedia
Spec:
3GPP TS 29.509 v1.0.0
Agenda item:
6.2.1.7
Document for:
Information
1. Introduction
<Introduction part (optional)>

2. Reason for Change
This pCR introduces the OpenAPI 3.0 yaml file describing the AUSF API using hypermedia
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.509 v1.0.0 or to keep it as a living document.
*******
* * * First Change * * * *

Annex A (normative):
OpenAPI specification

A.1
General 


This Annex specifies the formal definition of the Nausf Service API(s). It consists of OpenAPI 3.0.0 specifications in YAML format.

A.2
Nausf_UEAuthentication API



openapi: 3.0.0

info:

  version: 1.0.0

  title: AUSF API

  description: API spec for AUSF

servers:

  - url: 'http://{apiRoot}/nausf-auth/v1'

paths:

  /ue-authentications:
    post:

      requestBody:

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/AuthenticationInfo'

        required: true

      responses:

        '201':

          description: UEAuthenticationCtx

          content:

            application/json+3gppHal:

              schema:

                $ref: '#/components/schemas/UEAuthenticationCtx'

          links:

            SendAkaConfirmation:

              operationId: 5gAkaConfirmation
              parameters:

                akaConfirmationUri: '$response.body#_links/5g-aka-confirmation/href'
            TriggerEapSession:

              operationId: EapAkaPrime
              parameters:

                eapAkaPrimeUri: '$response.body#_links/eap-session/href'
        '400':

          description: Bad Request from the AMF

          content:

            application/problem+json:

              schema:

                $ref: 'http://{pathToProblemDetails}'

        '403':

          description: Fordidden due to serving network not authorized

          content:

            application/problem+json:

              schema:

                $ref: 'http://{pathToProblemDetails}'

                #set to serving network not authorized

        '500':

          description: Internal Server Error

          content:

            application/problem+json:

              schema:

                $ref: 'http://{pathToProblemDetails}'

  '/{akaConfirmationUri}':
    put:

      operationId: 5gAkaConfirmation
      parameters:

        - name: akaConfirmationUri

          in: path

          required: true

          schema:

            $ref: '#/components/schemas/Uri'

      requestBody:

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/ResStar'

      responses:

        '200':

          description: Request successfully processed

          content:

            application/json:

              schema:

                oneOf:

                  - $ref: '#/components/schemas/AuthResult'

                  - type: object

                    properties:

                      authResult:

                        $ref: '#/components/schemas/AuthResult'

                      ueId:

                        $ref: 'http://{pathToSupi}'

                        # SUPI is provided if SUCI was in the first POST

        '400':

          description: Bad Request

          content:

            application/problem+json:

              schema:

                $ref:  'http://{pathToProblemDetails}'

        '500':

          description: Internal Server Error

          content:

            application/problem+json:

              schema:

                $ref:  'http://{pathToProblemDetails}'

  '/{eapSessionUri}':
    post:

      operationId: EapAkaPrime
      parameters:

        - name: eapSessionUri

          in: path

          required: true

          schema:

            $ref: '#/components/schemas/Uri'

      requestBody:

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/EapPayload'

      responses:

        '200':

          description: Use to handle or close the EAP session

          content:

            application/json:

              schema:

                type: object

                properties:

                  authResult:

                    $ref: '#/components/schemas/AuthResult'

                  eapPayload:

                    $ref: '#/components/schemas/EapPayload'

                  kseaf:

                    $ref: '#/components/schemas/Kseaf'

                required:

                  - authResult

                  - eapPayload

                # terminates the EAP exchange   

            application/json+3gppHal:

              schema:

                type: object

                properties:

                  eapPayload:

                    $ref: '#/components/schemas/EapPayload'

                  _links:

                    type: object

                    description: 'URI : /{eapSessionUri}'

                    additionalProperties:

                      $ref: '#/components/schemas/_linksValueSchema'

                required:

                  - eapPayload

                  - _links

                # the EAP exchange continue

        '400':

          description: Bad Request

          content:

            application/problem+json:

              schema:

                $ref: 'http://{pathToProblemDetails}'

        '500':

          description: Internal Server Error

          content:

            application/problem+json:

              schema:

                $ref: 'http://{pathToProblemDetails}'

components:

  schemas:

    AuthenticationInfo:

      type: object

      properties:

        ueId:

          $ref: '#/components/schemas/UeId'

        servingNetworkName:

          $ref: 'http://{pathToServingNetworkName}'

        reSynchronizationInfo:

          $ref: 'http://{pathToReSynchronizationInfo}'

      required:

        - ueId

        - servingNetworkName

    UEAuthenticationCtx:

      type: object

      properties:

        ueId:

          $ref: '#/components/schemas/UeId'

        authenticationMethod:

          $ref: '#/components/schemas/AuthenticationMethod'

        5gAuthData:

          oneOf:

            - $ref: '#/components/schemas/Av5gAka'

            - $ref: '#/components/schemas/EapPayload'

        _links:

          type: object

          additionalProperties:

            $ref: '#/components/schemas/_linksValueSchema'    

        servingNetworkName:

          $ref: 'http://{pathToServingNetworkName}'

      required:

        - ueId

        - authenticationMethod

        - 5gAuthData

        - _links

    Av5gAka:

      $ref: "http://{pathToAv5gAka}"

    _linksValueSchema:

      anyOf:

        - $ref: '#/components/schemas/Link'

        - type: array

          items:

            $ref: '#/components/schemas/Link'

          minItems: 1

          description: Array of link attribute

    Link:

      type: object

      properties:

        href:

          $ref: '#/components/schemas/Uri'

      required:

        - href

    UeId:

      oneOf:

        - $ref: 'http://{pathToSupi}'

        - $ref: 'http://{pathToSuci}'

    Uri:

      type: string

      format: Uri

      description: >-

        String providing an URI formatted according to IETF RFC 3986 [6]. In an

        OpenAPI Specification [3] schema, the format shall be designated as

        "Uri"

    AuthResult:

      type: string

      enum:

        - authentication_success

        - authentication_failure

        - authentication_pending

    EapPayload:

      type: string

      format: base64

      description: contains an EAP packet 

    Kseaf:

      type: string

      pattern: '[A-Fa-f0-9]{64}'

    ResStar:

      type: string

      pattern: '[A-Fa-f0-9]{32}'

    AuthenticationMethod:

      type: string

      enum:

        - 5G_AKA_CONFIRMATION

        - EAP_AKA_PRIME

* * * End of Changes * * * *

