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1. Introduction
The EPC restoration procedures shall be designed to allow to maintain any bearers for which traffic may spontaneously originate from the network and for which service resiliency upon failure is important. These can be the IMS signaling bearers but also non IMS PDN connections, as per operator's policy. 
When being forced to re-attach to EPC, a UE which was registered to IMS is expected to re-establish its IMS PDN connection. It thus acquires a new IP address from a possibly different PGW and re-registers to IMS. As an outcome, IMS will create a new registration binding for the UE replacing the one which had been created before the EPC node failure. This should also be true for UEs and IMS supporting multiple registrations as per the following excerpts from RFC 5626 (it is ffs if some formal requirement needs to be specified in TS 24.229): 

24.229

Multiple registrations: An additional capability of the UE, P-CSCF and S-CSCF, such that the UE (as identified by the private user identity and instance-id), can create multiple simultaneous registration bindings (flows), associated with one or more contact addresses, to any public user identity, Without this capability, a new registration from the UE for a public user identity replaces the existing registration binding, rather than merely creating an additional binding.

RFC 5626

The registrar can use the instance-id to recognize that two

   different registrations both correspond to the same UA.  The

   registrar can use the reg-id label to recognize whether a UA is

   creating a new flow or refreshing or replacing an old one, possibly

   after a reboot or a network failure.

When a proxy goes to route a message to a UA for which it has a

   binding, it can use any one of the flows on which a successful

   registration has been completed.  A failure to deliver a request on a

   particular flow can be tried again on an alternate flow.  Proxies can

   determine which flows go to the same UA by comparing the instance-id.

   Proxies can tell that a flow replaces a previously abandoned flow by

   looking at the reg-id.

   User Agents that form only a single flow continue to register

   normally but include the instance-id as described in Section 4.1.

   The UA also includes a "reg-id" Contact header field parameter that

   is used to allow the registrar to detect and avoid keeping invalid

   contacts when a UA reboots or reconnects after its old connection has

   failed for some reason.

   When the UA detects that a flow has failed or that the flow

   definition has changed, the UA needs to re-register and will use the

   back-off mechanism described in Section 4.5 to provide congestion

   relief when a large number of agents simultaneously reboot.

   The UA needs to detect when a specific flow fails.  The UA actively

   tries to detect failure by periodically sending keep-alive messages

   using one of the techniques described in Sections 4.4.1 or 4.4.2.  If

   a flow with a registration has failed, the UA follows the procedures

   in Section 4.2 to form a new flow to replace the failed one.

When a flow used for registration (through a particular URI in the

   outbound-proxy-set) fails, the UA needs to form a new flow to replace

   the old flow and replace any registrations that were previously sent

   over this flow.  Each new registration MUST have the same reg-id

   value as the registration it replaces. 

So IMS should no longer send signalling traffic via the old UE IP@  / IMS PDN connection as soon as the UE successfully re-registers to IMS. Only if that re-registration happens to fail in rare cases, some IMS traffic may still arrive via the old PDN connection.  
On the other hand, it can not be guaranteed that the UE will re-establish all the other PDN connections it it had before the EPC node failure and that all the applications running of the UE will immediately update (with their new IP address) the server(s) in the network that may generate spontaneous traffic. So it can not be guaranteed that traffic ceases to arrive on all the maintained S5/S8 bearers once the UE re-attaches to EPC.
2. Reason for Change
It is proposed to clarify in the solution 1 that upon receipt of a positive Downlink Data Notification Acknowledge message, the SGW shall immediately release all the old S5/S8 bearers of all the PDN connections which were maintained for that UE not to force multiple times the UE to re-attach to EPC if some DL user plane packets were still received on one of the old PDN connections. This makes the solution work for all scenarios. 
Note that solutions 1 and 3 can not prevent the risk to force the UE to re-attach once to EPC if some DL user plane packets are received on the old PDN connections after the UE re-attaches to EPC by its own (e.g. to send uplink data). But this is already mentioned as a cons in the TR. 

As an outcome, UEs which are not reachable during the paging request initiated by the MME will not be reattached to the network till due to other procedure (such as TAU) the UE gets reattached to the network. This is true for solutions 1 and 3.
The solution 2 addresses this issue by checking whether the UE has been registered to another MME by sending new additional signalling to the HSS. This generates extra signalling on the S6a interface, which should be mentioned as an additional cons.
3. Conclusions

<Conclusion part (optional)>
4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.857 v0.2.0.
* * * First Change * * * *

6.1.1
Solution 1 Down Link Data Triggered Attach (DLDTA)
6.1.1.1
Description 
The Down Link Data Triggered Attach (DLDTA) is an optional feature for MME, S4-SGSN and SGW.
6.1.1.1.1
Down Link Data Triggered Attach (DLDTA) procedure
The DLDTA enables UEs to make the re-attach to the EPS possible triggered by an arrival of the downlink packet after the MME has restarted. The DLDTA is composed of the following components.

a)
The MME marks an EPS bearer as the subject for the DLDTA:


When EPS bearer is established, based on the operator policy the MME marks an EPS bearer as the subject for the DLDTA by setting the DLDTA flag in the EPS bearer Context. The MME may activate the DLDTA for all EPS bearers or based on QCI, Priority Level or/and APN.

NOTE1:
MME may activate the DLDTA for minimal number of EPS bearers. For example, in order to make the IMS terminating call to be a trigger for the UE re-attachment, the DLDTA is only activated for those of EPS bearers which has the QCI=5 (IMS Signalling).
b)
The SGW maintains the IMSI, latest TA-list per UE:


If the UE has at least one EPS bearer that has the DLDTA flag active and the latest TA list is changed , for example due to the mobility management procedure, the MME transfers the latest TA list to the corresponding SGW by the Create Session Request message or/and the Modify Bearer Request message. 

If the SGW receives the dedicated Modify Bearer Request message from the MME only for the purpose of updating the latest TA list, the SGW shall not forward the Modify Bearer Request message to the PGW. Instead, the SGW sends the Modify Bearer Response message to the MME.

NOTE2:
The TA list is essential in case of MME restart since it allows avoiding the IMSI page for the entire coverage of an MME (which is extremely stressful for the EPS system, since a large number of eNBs is typically covered by one MME).
c)
The SGW maintains the S5/S8 bearers after the MME has restarted:


If the SGW detects the MME restart by referring to the increase of the restart counter, instead of removing associated resources, the SGW maintains the S5/S8 bearers if the DLDTA flag is active. This makes it possible for the SGW to receive a down link packet from the PGW.

When SGW starts maintaining the S5/S8 bearers, SGW starts the DLDTA timer for corresponding MME. If the DLDTA timer expires, the maintained resources due to the DLDTA shall be locally deleted. This treatment is required in case the other SGW is chosen when UE re-attaches to the EPC after the MME failure. A value of the DLDTA timer may be equal to the periodic tracking area update timer (timer T3412) as specified in the 3GPP TS 24.301 [4]. There is one DLDTA timer per MME in the SGW.

When SGW receives the Create Session Request message from the UE while the DLDTA timer is running, the SGW deletes all DLDTA related resources for the UE and then proceeds with the Create Session Request message handling.

d)
Downlink data packet/ Control signal message arrives to the SGW while the DLDTA timer is running:

When SGW receives the downlink data packet/ Control signal message from the PGW using the EPS bearer that has the DLDTA flag active, the SGW sends the enhanced Downlink Data Notification message with the IMSI and TA list to the MME in order to page UE. The TA list on the enhanced Downlink Data Notification message is used by MME for sending the page message over the S1-MME interface. 
The SGW shall reject the control message received from the PGW with an appropriate cause value.
Upon receipt of a positive Downlink Data Notification Acknowledge message, the SGW shall immediately release all the S5/S8 bearers of all the PDN connections that were maintained for that UE after the MME failure not to force multiple times the UE to re-attach to EPC if some DL user plane packets were still received on one of the old PDN connections.  
Upon receiving a page message with IMSI, UE starts the re-attach procedure as specified in subclause 5.6.2.2.2 of the 3GPP TS 24.301 [4].
e)
The SGW pages UE again if MME cannot find the UE context when the Data Notification message is received:
When the SGW receives the Downlink Data Notification Acknowledge message with error cause "context not found" from the MME for the EPS bearer that has the DLDTA flag active, then the SGW re-sends the enhanced Down Link Data Notification with IMSI and TA list. This procedure is required in case the downlink packet arrives from the PGW right before the SGW detects the MME restart.
f)
The other mobility related procedures:
When the MME is changed due to the mobility management, source MME shall forward the DLDTA flag in the EPS bearer Context to new MME.

When the SGW is changed due to the mobility management, the latest TA list is informed to new SGW.

g)
The ISR related procedures:
If the ISR is active, the SGW maintains both the latest TA list and the latest RAI.

The procedure d) in this subclause can be executed per S4/S11 interface independently irrespective of the ISR activation status.The figure 6.1.1-1 outlines the overall DLDTA procedure.
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Figure 6.1.1.1.1-1: The overall DLDTA procedure
* * * Next Change * * * *

6.1.1.2
Evaluation
6.1.1.2.1
Pros
This subclause lists the pros of solution 1 DLDTA as following:

EPS Service after MME Restart: This approach enables UEs to make the re-attach to the EPS possible triggered by an arrival of the downlink packet after the MME has restarted;
No inter PLMN dependency: This approach does not require any support from the EPC node across PLMNs. The approach only requires support in the SGW and MME;
IMSI paging in the latest TAI list: This approach performs the IMSI paging in the latest TAI list which is stored in the SGW. This can avoid paging in all TAI list served by the MME and save some radio resource.

6.1.1.2.2
Cons

This subclause lists the cons of solution 1 DLDTA as following:

Extra signaling over S11 interface: This approach requires latest value of the TAI list for each UE to be stored in the SGW in order to avoid sending the paging request for the UE in all the TAI lists supported by the MME. Hence, the change in TAI list needs to be updated by sending extra signaling message over the S11 interface in the intra MME intra SGW TAU procedure,
Resources maintained in the SGW after the MME restart detection: This approach requires reservation of UE resource (IMSI, S5/S8 bearer contexts and TAI list) until downlink packets arrives for the UE or DLDTA timer expires;

UE movement before old SGW receives the downlink packets on the maintained bearers: If the UE moves to new MME area, it would reattach to the network through the new MME. If the UE has already reattached to another MME and the old SGW receives the downlink packets on the maintained bearers to trigger the IMSI paging. e.g. if the UE establishes a new PDN connection to a different APN which was used by the UE before the MME restarts. This will cause UE to reattach to the network again.

Mobile Terminated Service which triggers the paging will fail: The SGW receives the downlink packets on the maintained bearers which will trigger the paging. However the downlink packets will be dropped by the SGW and can not be delivered to the UE.
EPS services not restored for UEs not reachable when being paged by the MME: The UE which are not reachable during the paging request initiated by the MME will not be reattached to the network. Hence further EPS services will not be provided to these UEs till due to other procedure (such as TAU) the UE gets reattached to the network.
* * * Next Change * * * *

6.1.2.2

Evaluation
6.1.2.2.1
Pros
This subclause lists the pros of solution 2 MME failure by reattachment with HSS interaction as following:

EPS Service after MME Restart: This approach enables UEs to make the re-attach to the EPS possible triggered by an arrival of the downlink packet after the MME has restarted;
No extra signaling over S11 interface: This approach requires to send the paging request for the UE in all the TAI lists served by the MME. Hence, there is no extra signaling message over the S11 interface in the intra MME intra SGW TAU procedure;

Double IMSI paging can be avoided if the UE has already reattached to another MME: After the MME receives enhanced Downlink Data Notification message including IMSI, the MME will check whether the UE has been registered to another MME. This can avoid double IMSI paging if the UE has already reattached to another MME and the old SGW receives the downlink packets on the maintained bearers.
6.1.2.2.2
Cons

This subclause lists the cons of solution 2 MME failure by reattachment with HSS interaction as following:

Resources maintained in the SGW after the MME restart detection: This approach requires reservation of UE resource (IMSI, S5/S8 bearer contexts) until downlink packets arrives for the UE or the timer as specified in the step 1) in subclause 6.1.2.1 expires;

Mobile Terminated Service which triggers the paging will fail: The SGW receives the downlink packets on the maintained bearers which will trigger the paging. However the downlink packets will be dropped by the SGW and can not be delivered to the UE.
IMSI paging in the MME serving area: The MME performs the IMSI paging in all TAI lists served by the MME. Some radio resources for IMSI paging will be consumed. 

PLMN dependency for inbound roaming UE: the MME will check whether the UE has been registered to another MME by sending enhanced Update Location Request including IMSI and restoration indication to the HSS. The HSS in the HPLMN will be enhanced for the inbound roaming UE.
Extra signaling over the S6a interface: The MME will check whether the UE has been registered to another MME by sending new additional signalling to the HSS. This can be intra and inter-PLMN signalling. 
* * * Next Change * * * *

6.1.3.2.2
Cons

Extra signaling over S11 interface: The approach requires latest value of the TAI list to be updated in the SGW in order to avoid sending the paging request for the UE in all the TAI lists supported by the MME. Hence, the change in TAI list needs to be updated by sending extra Modify Bearer Request message over S11 interface, in case there session management signaling. 

UE movement before the paging MME sends paging request message: If the UE moves to new MME area, it would reattach to the network through the new MME and enter the connected mode. If the UE inactivity timer is short, the UE may enter the idle mode in the new MME. If the paging MME has not initiated the paging request, before the UE enters idle mode under new MME, the paging request would cause UE to reattach to the network again.

Possible overload of Radio and Core Network Nodes: This approach initiates paging towards all the UE for which the URCR status is enabled, as soon as the MME restart/failure is detected. Depending upon various parameters, such as: number of UEs for which URCR status is enabled, number of eNBs handled by the failed/restarted MME, the attach procedure processing rate of the MME, number of MMEs in the MME pool, number of AF servers etc, this approach may cause overload of radio and/or core network. For in-bound roamers, the IMS nodes in HPLMN may be impacted.
Resource Reservation in EPC nodes pre MME restart/failure: Pre MME restart/failure, this approach requires reservation of the UE related resources (DAIP) in SGW.
EPS services not restored for UEs not reachable when being paged by the MME: The UE which are not reachable during the paging request initiated by the MME will not be reattached to the network. Hence further EPS services will not be provided to these UEs till due to other procedure (such as TAU) the UE gets reattached to the network.
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