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1. Overall Description:

CT4 is specifying the User Data Convergence (UDC) and the associated Reference point Ud. The User Data Convergence concept supports a layered architecture, separating the user data storage handled in a User Data Repository functional entity (UDR), from the application logic in the 3GPP system handled in Application Front-ends (FE). Examples of FEs are HLR/HSS FEs or AS FEs or provisioning FEs. Additional information is supplied in TS 23.335 here attached. 
Between a FE and the UDR, over the Ud reference point, security and authentication have to be addressed. It is the object of this LS to have SA3 recommendations regarding to:

· the general security mechanisms at transport level and application level of  Ud
· the possible reuse of security and authentication functions associated to the protocols that are candidates to be used over Ud: LDAP, SOAP/XML or Diameter.

CT4 has identified some considerations that may impact security: 

· The user data include permanent subscription data that are sensitive data. To mention the specificity of Auc data also stored in the HSS, so in the UDR when UDC architecture is applied.
·  Several configuration use cases for which security aspects may vary, are here indicated for information:
· UDR and FEs are co-located and linked by a dedicated local IP network
· FEs are remote to the UDR

· FEs belong to a third party provider

· To ensure the relevant security, there may be  a certain level of authentication of FEs when they connect to the UDR to be achieved. It was also mentioned if the UDR should be authenticated by a FE.

· CT4 has chosen as a working assumption to use the LDAP protocol for querying, creating, updating and deleting  data over the Ud reference point and has  identified LDAP extensions, SOAP/XML and Diameter as possible protocol candidates for subscription to notification and notifications of data changes.
· LDAP protocol is in fact a complete protocol stack that comprises security functions with a TLS and a SASL layers over TCP (IETF RFC 4511 and 4513). To facilitate access for non-3GPP applications, it may be worthwhile that an application FE that simply supports an LDAP client stack, may access the UDR with the relevant LDAP level of security chosen by the operator.
· CT4 recognizes that the NDS/IP security procedures described in TS 33.210 could be applicable to the Ud interface which may negate the need for LDAP security mechanisms over the Ud reference point.
2. Actions:

To SA3 group.

ACTION: 
CT4 kindly asks the SA3 group:
· To consider how the relevant level of security including authentication aspects can be achieved over the Ud reference point through the different protocols layers.
· To identify the security standards that shall be applicable over the Ud interface according to the level of security to be achieved, and in particular if some security or authentication functions associated to the protocols for Ud could be reused (e.g. TLS/SASL for LDAP). 
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