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* * * First Change * * * *

7.6
UE-specific Error Handling
7.6.1
General
A PMIPv6 node (i.e., LMA or MAG) may support UE-specific error handling such that a PMIPv6 node may request revocation of a PDN connection when no binding exists for the corresponding used GRE key.
This error handling is applicable both uplink when a LMA receives user traffic with an unknown uplink GRE key and downlink when a MAG receives user traffic with an unknown downlink GRE key.
The draft-ietf-mext-binding-revocation [6] does not address cases where the HoA may match multiple subscriptions (especially in IPv4-HoA case where multiple MNs may have overlapping IPv4 addresses) and the MN-ID is not known. It is not possible to revoke a single such binding and therefore the BRI is constructed such that a group revocation without a MN-ID will match a single binding in the MAG.
7.6.2 
Uplink UE-specific error handling

When a LMA detects wrong uplink GRE-key in user traffic, the LMA sends a Binding Revocation Indication (BRI) message to the MAG to revoke the binding. The MAG confirms the revocation of the binding by sending a BRA to the LMA. The fields of a BRI message for the PMIPv6 LMA Initiated PDN Connection Deletion procedure are depicted in Table 5.5.1.1-1 and the Mobility Options in a BRI message for the LMA Initiated PDN Connection Deletion procedure are depicted in Table 5.5.1.1-2.
The values of the information elements in the BRI sent by LMA due to uplink UE specific error handling are the following:
· Revocation Trigger = 129 (Revoking Mobility Node Local Policy)
· Flags: (G)=1, (A)=1, (V)=0
· MN-ID=”@mnc<MNC>.mcc<MCC>.3gppnetwork.org”
· Optional Alternate-CoA (this is the MAG’s IP address when the BRI is sent by LMA)
· Home-Network-Prefix-Option [RFC5213] or IPv4-Address-Acknowledgement-Option [RFC5555] containing the HNP/IPv4-HoA of the MN. The LMA shall pick the information listed above from the IP packet encapsulated inside the GRE tunnel in question. The address is the source IP address of the encapsulated IP packet.
· Vendor-Specific-Mobility-Option containing the wrong GRE Uplink key, see subclause 12.x.
The fields of the corresponding BRA message sent by MAG are depicted in Table 5.5.1.2-1 and the Mobility Options in the BRA message are depicted in Table 5.5.1.2-2. 
7.6.3 
Downlink UE-specific error handling

When a MAG detects wrong downlink GRE-key in user traffic, the MAG sends a Binding Revocation Indication (BRI) message to the LMA to revoke the binding. The LMA confirms the revocation of the binding by sending BRA to the MAG. The fields of a BRI message sent by MAG for the Connection Deletion procedure are depicted in Table 5.5.1.1-1 and the Mobility Options in a BRI message are depicted in Table 5.5.1.1-2.
The values of the information elements in the BRI sent by MAG due to downlink UE specific error handling are the following:
· Revocation Trigger = 129 (Revoking Mobility Node Local Policy)
· Flags: (G)=1, (A)=1, (V)=0
· MN-ID=”@mnc<MNC>.mcc<MCC>.3gppnetwork.org” 
· Home-Network-Prefix-Option [RFC5213] or IPv4-Address-Acknowledgement-Option [RFC5555] containing the HNP/IPv4-HoA of the MN. The LMA finds these from the IP packet encapsulated inside the GRE tunnel. The address is the destination IP address of the encapsulated IP packet.
· Vendor-Specific-Mobility-Option containing the GRE downlink key, see subclause 12.x.
The fields of the corresponding BRA message sent by LMA are depicted as corresponding to Table 5.5.1.2-1 and the Mobility Options in the BRA message are depicted corresponding to Table 5.5.1.2-2. 
* * * Next Change * * * *

12.1.1.0
General

This specification requires the encoding of additional 3GPP-specific Information Elements for PMIPv6 with the 3GPP Mobility Option, as defined by 3GPP TS 29. 282 [24]. The 3GPP specific Information Elements defined by this specification are listed in the table 12.1.1.0-1. 
Table 12.1.1.0-1: 3GPP Specific PMIPv6 Information Elements
	3GPP Specific PMIPv6 Information eElement
	3GPP Specific PMIPv6 Information Element Description

	Protocol Configuration Options
	3GPP PCO data, in the format from 3GPP TS 24.008 [16] subclause 10.5.6.

	3GPP Specific PMIPv6 error code
	3GPP Vendor-Specific PMIPv6 error code, as specified in subclause 12.1.1.1

	PDN GW IP address
	PDN GW IP address, as specified in subclause 12.1.1.4

	DHCPv4 Address Allocation Procedure Indication4
	DHCPv4 Address Allocation Procedure Indication, as specified in Ssubclause 12.1.1.5.

	Fully Qualified PDN Connection Set Identifier
	FQ-CSID as specified in subclause 12.1.1.2

	PDN Type Indication
	PDN type indication as specified in subclause 12.1.1.3



	Charging ID
	Charging ID as specified in subclause 12.1.1.6

	Selection Mode
	Selection Mode as specified in subclause 12.1.1.7

	Charging Characteristics
	Subclause 12.1.1.8

	Serving Network
	Subclause 12.1.1.9

	Mobile Equipment Identity
	Subclause 12.1.1.10

	MSISDN
	Subclause 12.1.1.11

	APN Restriction
	Subclause 12.1.1.12

	Maximum APN Restriction
	Subclause 12.1.1.13

	GRE Key Identifier
	Subclause 12.1.1.x


Depending on the need for 3GPP-specific information content, there several items of this information element may be added to the PBU, PBA, BRI, or BRA.

The subtype for a 3GPP specific PMIPv6 Information Element is defined in 3GPP TS 29.282 [24]. The data format of the 3GPP specific PMIPv6 Information Element is defined in this specification. If the data format is defined by another specification, that specification shall be referenced in the table above.
* * * Next Change * * * *

12.1.1.x
GRE Key Identifier
The purpose of the GRE Key Identifier information element is to carry the wrong GRE key indicating the connection to be revoked. 

	Bits

	Octets
	8
	7
	6
	5
	4
	3
	2
	1

	1
	Type

	2
	Length

	3
	D
	Reserved

	4-7
	GRE Key Identifier


Figure 12.1.1.1-1: 3GPP Specific PMIPv6 error code

The 'D' flag defines whether the GRE key is for uplink ('D' = 1) or downlink ('D' = 0).
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